DEPARTMENT OF THE ARMY
OFFICE OF THE ASSISTANT SEGRETARY
MANPOWER AND RESERVE AFFAIRS
111 ARMY PENTAGON
WASHINGTON, DC 20310-0111

November 26, 2008

The Honorable Scott J. Bloch
The Special Counsel

U.S. Office of Special Counsel
1730 M Street, N.W., Suite 300
Washington. D.C. 20036-4505

RE: Whistleblower Investigation — U.S. Army Training Support Center (ATSC), Fort
Eustis, Virginia (OSC File D1-08-2159)

Dear Mr. Bloch:

In accordance with Title 5, United States Code (USC), Sections 1213 (¢) and (d), the
enclosed report is submitted in response to your referral of information requesting an
investigation of allegations and a report of findings in the above-referenced case.

The Secretary of the Army (SA) has delegated 10 me his authority as agency head to
review, sign, and submit to you the report required by Title 5, USC, Sections 1213(b), (¢}

and (d) [TabA].

Note that this report and its exhibits contain the names and duty titles of employees,
Soldiers, and contractor employees of the Army Training Support Center (ATSC) and
Headquarters, U.S. Army Training and Doctrine Command (TRADOC), Fort Monroe,
Virginia, as well as sexually explicit and inappropriate photographs and e-mails.
Subsequent release of this information may result in violations of the Privacy Act,' and
breaches of personal privacy interests. Accordingly, those releases required by Title 5,
USC, Section 1213(e) excepted, the Department of the Army requests the opportunity to
coordinate in advance on any release of this report outside the Office of Special Counsel.

INFORMATION INITIATING THE INVESTIGATION

By letter dated July 23, 2008 [TabB1. the OSC referred to the SA its conclusion that
information provided by a whistleblower. GRS Jisclosed that there was a
substantial likelihood that Department of the Army employees and contractor personnel

'"The Privacy Act of 1974 is codified at Title 3, USC, Section 352a.




at the ATSC. Fort Eustis, Virginia®, may have engaged in activities that violated a law.
rule, or regulation. Specifically, S |lcoed the following:

OSC Allegation 1: That based on her discovery of e-mails and photographs on the hard
drive of the government computer of I Site Specialist. Video
Teietramm‘g Team (VTT), Individual Iraining Support Directorate (ITSD). ATSC—

Allegation 1A: (b)(6) and (b)(6) . a contractor employee at the
ATSC, had sent e-mails containing sexually explicit photographs from government e-
mail accounts: '

Allegation 1B: (b)(6) an emplovee of

Headquarters, TRADOC, Office of the Deputy Chiet of Statt, G-3/5/7;

B former (now retired) Chief, VTT, ITSD, ATSC: contractor employecifi

and contractor employee (b)(6) . sent e-mails from government e-mail

accounts containing jokes, humor of a sexual nature, discussions of sexual encounters
between employees, and other inappropriate material: and

Allegation 1C: (6)(6) a.nd appeared in various states of undress in
photographs appearing on a government computer hard drive.

all of which violated Army Regulation (AR) 25-1. 4rmy Knowledge Managemenr and
Information Technology, paragraph 6-11(1) [Tab 3]. and AR 25-2. Information
Assurance, paragraph 4-5r(7) [Tab 4].

QS:C Aﬁégaﬁéﬁ 2: That she had witnesscd| IS RE— T

, former (now retired) ATSC Training Support Acqu;smon Specialist, VTT
ITSD ATSC sharing government computer Common Access Cards (CACs) and
passwords, in violation of AR 25-2, paragraphs 4-5a(8) and 4-5s(9).

CONDUCT OF THE INVESTIGATION

By statute, an agency is afforded sixty (60} days to complete the report required by
Title 5, USC. Section 1213. On Julv 28, 2008, the Office of Army General Counsel
(OGC) forwarded the OSC request for investigation through the Office of the Staff Judge
Advocate (OSJA). Headquarters, TRADOC. to the Office of the Staff Judge Advocate,
Fort Eustis. for action [Tab C]. Although physically located at Fort Eustis, ATSC is an
operating agency of Headquarters. TRADOC. Deputy Chief of Statf. G-3/5/7. located at
Fort Monroe. Because an investigation into potential misconduct at ATSC and any
subsequent corrective action would likely be'taken at-Headquarters. TRADOC, it was
decided that OSJA, Headquarters. TRADOC, would assume responsibility for legal
oversight of the investigation into the matters referred bv OSC.

* Organization charts of Headquarters, TRADOC, the Deputy Chief of Staff. G-3/5/7. and ATSC are at
Tabs 1 and 2, respectively.




On August 4, 2008, Major General (MG) Abraham Tumer. the TRADOC Deputy
Chief of Staff, G-3/5/7, appointed EEEEEEE R s an [nvestigating
Ofticer (10) under the provisions of AR 15-6, Procedures for Investigating Officers and
Boards of ()j;’f?‘:us>r.<g,'3 to conduct an informal investigation into the alleganom made by
Tab 5]. Specifically, MG Turner appointed [§ § 1o investigate the
allegations that Federal employees o e
{now retired). and contractor emplovees [N (b)6) ,
government equipment and/or resources to transmit sexually explicit or inappropnate e-
mail messages and photographs to other employees, or used government equipment
and/or resources for any other purpose incompatible with public service, and to
investigate whether any of the named empim’ees improperly shared passwords and
acu:ﬂ:sed other users™ e-mail accounts, in violation of AR 25-1 and AR 25-2 [Tab 5. p. 1.
paras 3a-b]. MG Turner further tasked TR o 2scertain whether there existed
any systemic problem or mismanagement that had aided any misconduct determined to
have occurred or allowed it to continue undetected unti| CHEMSEENE ubmission of her
allegations 1o OSC [Tab 5, p. 1, para 3c]. Finally, (b)(6) was directed to
investigate and report on any additional violations of law, rule, or regulation he
discovered by any persons during the course of his investigation [Tab 3, p.1, para 3d].

- During his investigation, as memorialized in the Report of Investigation (ROI) [Tab

6] G cathered documentary evidence in the form of e-mails and

photographic attachments sent tc and among Federal and contractor employees, primarily

at ATSC, Fort Eustis. He also interviewed seventeen (17) persons associated with the
allegations, including key witnesses [ :

" and Ms. Ahrens

tatement of ENEEE . In the context of these interviews the 10 obmmed
thirteen (13) sworn statements, f’our (4) “official™ memoranda of record, one certified e-
miail statement. and records of his conversations with (b)(6)

On August 14, 2008, the AR 15-6 IO completed his findings and recommendations.
and submitted his ROI to the Headquarters, TRADOC OSIJA for legal review, as his legal
advisor had instructed [Tab 6, pp. 6-8, paras [I-IV]. As to the specific allegations
referred by OSC, the 10 found that—

(1 }- improperly used government equipment to transmit se‘wakh
explicit and other i mappmpnate material in violation of AR 23-1. paragraph 6-1f(1)" and
AR 25-2. paragraph 4-51(7)":

" AR 15-6 promulgates guidelines for Army administrative investigations. Army commands and
organizations appoint investigating officers (I0s) under provisions of AR 13-6 w0 invesugate all manner of
allegations and concerns.

¥ This provision prohibits “Use of communications systerns that would adversely reflect on the Department
of Defense (DoD) or the Army (such as uses invelving sexually explicit e-mail or access 1o sexually
explicit Web sites. pornographic images. or virtual computer-generated or otherwise pornographic
imagesi.”

(o




{2) He could not determine whethe)@ SE (2 contractor employee) used either a
government computer or his personal computer to transmit sexually explicit and other
inappropriate material because GG used both his personall\ owned and government-
issued compuzer in the context of hzs work at the ATSC.” The IO did determine,
however, that transmitted multiple sexually explicit and inappropriate e-mails
from his Army Knowledge Online (AKO) e-mail account. bI(6) [Tab
6. Exhibit F, pp. 48-92]:

(3) Although the evidence indicates that (b)(6)
received fmrn sexual explicit e-mail and e-mail containing other
inappropriate material [Tab 6, Exhibit F, pp. 48-92]. there is no evidence that they
transmitted these e- mmls to others Qutsxde their group [Tab 6, Exhi taiement of

(4) No evidence indicates thal i5 or was a member Qf ’ the armed forces. a
Federal emplovee, or a Federal contractor emplovee [Tab 6, Exhibit U, Statement a_i
(D)(6)

{S) improperly shared and (iG]
1mpmperh used government CACs and computer passwords in violation of AR
ab ¢ Stater pExhibit C,
, Statement of [ERRMCICHMSEN; and Exhibit

(6) Although acquiesced or allowed [N

GG to use their respective CACs and computer passwords to access their
government computers ir acnons were impermissible under provisions of AR 25-2,
paragraph 4- 5s(9) Tab B, Statement of Ms. bit C,

Statement of . Ex<tibit D, Statement of [N <nd Exhibit

7 . the Director, ATSC, failed to provide effective leadership in
addressing these issues when they were brought to his attention in that he focused on the
conduct of the individual making the report, rather than on the underlving
violations, thereby creating a perception that management tolerated the inappropriate

* This provision prohibits “any personal use of Government resources involving: pornography or obscene
material (adult or child): . . .”
BIER <tated he had sen MO 2dult-content” images. but denied sending anything
pornographic and, to the best of his memory. has never sent her “adult-content™ images on Army
kfwwledﬂe on Line (AKO) or government systems [Tab 6, Exhibit T, Notes from a meeting betwee/EBIGOR
10, and [T M . p2ros 4 and 6]

TMS provision prohzbm [s]h:mna personal accounts and authenticators (passwords or PINs) . . with any
unauthorized individual ™
¥ This provision prohibits, with exceptions not applicable here. Army personnel and centractors “from
browsing or accessing other user’s e-mail accounts.”




conduct and would not
E

Accordingly, the AR 15-6 IO recommended that:

(1) supervisors take appropriate remedial and disciplinary action
against her for violations of AR 25-1 and AR 25-2;

( 2) supervisors take appropriate remedial and disciplinary action to
address his failure to exercise appropriate leadership and use sound judgment in his
attempts to resolve the issues identified in this investigation when they were made known
to him in May 2008;

(3) ATSC leaders receive appropriate professional training designed to enhance
their ability to lead their organization effectively and to respond appropriately to Equal
Employment Opportunity issues; and

(4) Headquarters, TRADOC, Deputy Chief of Staff, G-3/5/7 leaders review the
ATSC supervisory structure and rating schemes to ensure all employees and managers
are supervised and rated appropriately and fairly.

On August 19, 2008, RO Chicf, Military Law Division, OSJA,
TRADOC, completed a legal review of the investigation and determined that the
proceedings complied with the legal requirements, there were no appointing or
substantial errors, the evidence was sufficient to support the IO’s findings, and the
recommendations were consistent with the findings [Tab 7]. On August 21, 2008,

(b)(6) Acting STA, TRADOC, endorsed RGO I
legal review and determined that the investigation was legally sufficient. He
recommended that the appointing authority, MG Turner, approve the 10’s findings and
recommendations [Tab 8]. MG Turner approved the findings and recommendations on
August 26, 2008 [Tab 9].

In order to ensure completion of the subject investigation and to prepare and staff the
Army’s final report to the OSC, the Army OGC requested one extension of time from the
OSC. The request for extension was submitted on September 22, 2008 and was granted
by the OSC on September 23, 2008, thus extending the period allowed for the Army to
submit its response until November 24, 2008. [Tab D].

SUMMARY OF EVIDENCE OBTAINED FROM THE INVESTIGATION
The evidence regarding the OSC-referred allegations that government and contractor

employees improperly used Army communications systems for purposes involving
transmission of sexually explicit and other inappropriate material, and that government




emplovees improperly shared government CACs and passwords to access other users’
government e-mail accounts is summarized below.

egation 1: Federal employees and contractors have been sending e-mails
contammg sexually explicit and inappropriate photographs and jokes, humor of a sexual
nature, discussions of an obscene nature, and other inappropriate material from
government e-mail accounts during duty hours, in violation of AR 25-1 and AR 25-2.

Allegation 1A: Federal employee [ROGI-nd contractor IR ave sent e-
mails from government e-mail accounts containing explicit pornographic images;

Allegation 1B: Federal employees (0)(6)

(retired), and contractor emplovees (b)(6)

have sent e-mails from government e-mail accounts contaming jokes and humor
of a sexual nature, discussions of sexual encounters between employees, and other
inappropriate material.

Allegation 1C: appeared in various states of undress in

photographs on the hard drive.

Relevant Authorities:

(1) AR 25-1, Army Knowledge Management and Information Technology,
July 25, 2003, establishes Army policies and assigns responsibilities for the management
of information resources and information technology [Tab 3]. AR 25-1, Chapter 6,
concemns command, control, and computer technology support and services,
Paragraph 6-11(1) states the following prohibition:

Use of communications systems that would adversely reflect on DOD or the
Army (such as uses involving sexually explicit e-mail or access to sexually
explicit Web sites, pornographic images, or virtual computer-generated or
otherwise pornographic images}; . . . and other uses that are incompatible
with public service.

(2) AR 25-2, Information Assurance, Qctob@r 24, 2007, establishes information
assurance policy, roles, and responsibilities [Tab 4]. AR 25-2, Chapter 4, addresses
information assurance policy. Paragraph 4-5r(7) indicates:

Certain activities are never authorized on Army networks. AUPs” will include
the following minimums as prohibited. These activities include any personal

use of Government resources involving: pornography or obscene material (adult
or child:

Discussion:

Y “AUP” denotes “Authorized Use Policy.” See Tab4, AR 2




The AR 15-6 IO began his investigation on August 4, 2008, and ascertained the
following facts.

On February 5, 2008, IO Federal employee, GS-09), at ATSC, Fort
Eustis, was reassigned from the VTT, where she served under the second-line supervision
of _ to the Training Support Services DW]S]OD (TSSD) under the

ision of RGN : i

Dlrector ITSD, ATSC S fretired from Federal service in
April 2008) with a list of actions/issues that would need elther to complete
or to transfer to another employee in the VTT in order to close out e rice
in \NENIERgs division. One required “close-out” item was the transfer of certain work-
related program files from government computer (as well as the transfer
of work-related paper files on the same subjects) to another VIT emplovee who would
continue to work with the files after FilRC g departure. Ms. Ahrens did not want

(b)(6) government computer to be replaced because she was concerned that
information important to the operation of the VTT and stored on that computer would be
lost. After IERUNGMEN retired from federal service in April 2008, [ EIEH assuned
duties as the Acting Director, 1ITSD in addition 1o continuing in his role as supervisor of
the TSSD. RS then sought assistance in ensuring that (b)(6)
completed the transfer of the VTT workplace files from her computer.

On or around February 12, 2008, the Systems Administrator and a
contractor employee at ATSC, “re-ghosted”'” an existing TSSD computer for [§§
IGR copying all of the data and files from her old VTT computer to the new TS‘SD
computer [Tab i p. 1]

On April 30, 2008,was in the process of replacing old government
computers with newer models and conducted a life cycle replacement of the government
computer formerly used by EMDTCMIMEN during her service in VTT. Pursuant to ATSC
procedure, he asked former second-level supervisor, R if <he
needed any of the data remaining on L oe NN computer. As previously stated,
~wanted to retain historical knowledge of certain of the workplace programs
on which had worked and thus requested that -transfer the data
from R §vTT computer to the ATSC shared portal. When [ RME had
difficulty transtemng the data from RO <> CEEEEEES d requested, Ms.
@ indicated that she could attempt to retrieve the information herself but wanted to

continue to seek cooperanon in transferring the files.
removed the hard dm/e from [ old computer and gave it to Ms Ahrens to
'p- 1; Exhibit B, Statement of

' “Re-ghosting”, or “re-imaging”, is the process of copying or purging unwanted files and data from a
computer while leaving the remaining files intact.




As of May 13, 2008, ad not received from
the VTT workplace historical files she had requested, nor ha GRS transferred

the files to another employee in the VIT [Tab 6, Exhibit B, §
@@ . 2. “DISCOVERY”].

Accordingly, on MaWook her government laptop computer
and the hard drive from former computer 1o her (GRS home.
@Y intended to attempt to transfcrwork:place historical files from
the old hard drive to government laptop for subsequent transfer to VTT
office files. Further. {iMNERE ntcnded (o retrieve data from the old hard drive
pertaining to a special project to which she had been assigned—to assist in resolving
certam propert}y inventory issues that were the subject of an ongoing AR 15-6
; n. [T

p
(b)(6) and a Federal emp!oyee assmted her in
connecting the hard drive to her laptop. (SEMERMNEg+~ 25 able to read the hard drive and
began searching it and downloading files she believed to be relevant to her work. In the
process, SRR discovered sexually explicit and other inappropriate images and
PowerPoint presentations within e-mail folders. It appeared that had e-
mailed these images to Soldiers, other Federal emplovees, and Federal contractor
employees. @ENEER printed a sample of the offensive material she found on the hard
drive, as “evidence of numerous infractions” committed by government and contractor
employees and gave them to R A TSC Deputy Director (Federal
employee, YC-03), on or about May 19, 2008. —askedlf the

material would be reviewed by leadership with follow-up discussion to detenmne how to
best proceed

The materials discovered by HSEEEE 2nd provided to (BN contained
inappropriate images of EEGEE (Federal employee, GS-13) in undergarments; sexually
explicit images and materials attached to e-mails sent to , (contractor
employee), dated September 12, 2006 sexually explicit material sent to EESAE
(now retired Federal emplovee)'?, dated June 5, 2006; sexually explicit material sent to
Army Sergeant § dated June 2. 2006: an inappropriate image attached to
e-mail sent to dated March
9. 2006 sexually explicit material in a PowerPoint presentation attached to e-mail sent to

(b)(6) dated December 9, 2005; and inappropriate images attached to e-mail
sent to numerous recipients, dated November 2, 2005. There was also ‘;exually explicit
material attached to incoming e-mails received b ' fmm dated
December 9, 2005 and June 2 and 5, 2006 [Tab 6, , méSsages and
images, pp. 1-107].

" Note that this AR 15-6 is wholly separate and apart from the AR 15-6 investigation appointed in response
to the Armv s receipt of the OSC-referred allegations.

” retired from federal service before the OSC referred the subject allegations to the Secretary
of the Army on July 23, 2008.




ﬂde!ivered the images and PowerPoint presentations provided byl

to the Director, ATSC,(F ederal employee, YC-03) on or about May
20, 2008. in turn, consulted the Army Criminal Investigation Division
(CID)'3 at Fort Eustis, as well as with the ATSC Support Directorate for guidance [Tab 6,
) (b)(6)

( On the advice of local government attorne\/s
mstruaed the Support Dlrectorate to seize (b)(6) removed hard drive,

government computer, (b)(6)
PGIEE new government computer on May 2

(b)(6)

: CID personnel
actions cu[mmatmg in her discovery of the
old ha.rd drive may have been i nnproper and may

informed (b)(6
offensiw e materials on

B p. 1. para 3al. Howevcr, CID advise _that it would become involved

in investigating the matter only if child pornogf,raph\a was discovered on the hard drive at

issue or on any of the government computers. There was not then and is not now any

indication that any of th ima " investigation involve

thld pornography [
]

mav have'arranged atrystat govemment expense" but that if any such Temporarv Duw
(TDY) had been for a valid rmssxon CID would not generally get involved in the

On May 27. 2008, _hosted a meeting with

(b)) ind ~ with the understanding among the latter three that
th

However focused the dmussxon pnmanly ona smg]e e-mail strmg between
and himself'® that in his view inaccurately suggested an

(b)6)

paras 3 and 5; Ext iy
] and on the methods (NS had

“The Army Criminal Investigation Command is more commonly known as the Criminal Investigation
Division (CID). Many of the witnesses refer to the CIC as “CID.”

" CID policy with regard to the investigation of child and adult pornography is set forth contained in CID
Regulation 195-1,Criminal Investigation Operational Procedures, Chapter 13, Computer Crime and
Electronic Evidence, para 13-8§ [Tab

" The e-mail exchange between (b)(6) on December 13, 2004, concerned an
invitation for BRRIWIENER (o atiend a holiday potluck meal for ATSC personnel. However,
reply to b)(6) could be viewed as inappropriatelv familiar. [Tab 6, Exhibit E, p. 46].




paras 5, 6] IR id not address the organization’s response to
possible misuse of qovemment computers in transmitting inappropriate and sexually
explicit e-mail. believes @R not only failed to address the issue,
but falled 1o understand command responsibilities regarding (R discovery [Tab
6, E» Em ive adopted by OGN I

On June 3, 2008, [GIGMEE received two directives from his supervisor, Mr. Robert
Seger, a member of the Senior Executive Service (SES) assigned as the Assistant Deputy
Chief of Staff, G-3/5/7, Headquarters, TRADOC. First, pursue appropriate
administrative action against ATSC employees who had maintained pornography on their
szovemmcm computers; second, determine whether there was any indication b))
had used government travel to facilitate or further any sexual liaisons with other
employ ees or government contractors.

Pursuant to a request from GEEEIEIEE and at the direction of their supervisor {8

b)) Chief Suppon Division , ATSC (Federal emplovee
GS-12) and )(6) B (Federal emplc)) ee, GS 1) used computer scans to

“ ] hev did find the same mappropnate xmage«: and e-mails on (G
computer as —had previously found, but did not discover any
addttxonai sexually explicit material on the computer. On July 3, 2008, (b)(G) Eand
provided copies of the materials gleaned from the scan oi
computer to SRR emef

£ | to undertake the first tasker set forth
personally reviewed (b)(6)

tasked his deputy,

above."” Concermng the second tasker,

% AR 690-700, Personnel Relations and Services (General), Chapter 751, Table 1-1, Table of Penalties for
V arious Offenses

informal inv esug,anon into this matter is reflected in his Memorandum for Record of July 22,
2008 ¥ | and in his memorandum of August
7, 2008 to the 1O xhibit H, | . There is no further

record of G mvesngatlon concluded his investigation by stating that since|J5{]
BTG vos not responsive to Ms. Ahrens s request for her hxstoncal files, Ms. Ahrens was “fully
;ustlﬁed” in her actions to extract these historical files from government computer.

BBHpcints out tha: ERSENTSTEMEMR. the Fort Eustis Director of Information Management, had
detennined that Ms. Ahrens had not violated AR 23-2, which prohibits “fishing expeditions” by Army

10




TDY records from December 2002 through February 2007. MR A cting
Director, Distance Learning Directorate (dLD). Ofﬁce of the Deputy Chief of Staft, G-
3/5/7, Headquarters, TRADOC, reviewed [ RGIOIE | DY records for the same
period. A comparison of the two record sets found no TDY correlation. Accordingly,

(IEE determined that the two employees had not 1mpmperly used ;zovemment
funds or travel for personal reasons [Tab 6, Exh

p.2, para 4].

Because BENIGEI never advised that he had directed RN O
investigate the inappropriate materials found on hard drive —

behewng that her concerns were not being addressed, solicited her husband’s help in
using the “open door” pohcv to bring these matters to the attention of SES
supervisor, Mr. Seger. presented concerns to

(Federal empioyee, Y A-03), Mr, Seger’s deputy (note that did not provide
with any of the inappropriate materials that had been discovered).
in turn, consulted thl“ TRADOC OSJA Labor Counselor,
and then informed Mr. Seger of the general nature of the situation. dsd not
discuss specific allegations with Mr. Seger because he did not wish to compromxse Mr.
Seger’s objectivity in the matter, given that Mr. Seger could be called upon subsequently
to review evidence and make decisions. Further, |GG, offered
opportunity to meet personally with him (not with Mr. Seger), to discuss with him, first-
hand, her concerns and knowledge of the situation and to provide him with copies of the
inappropriate WS declined to meet with GO
also informed that he could use the “open door” policy to meet with Mr.
Seger, but that he T )advised against it because such action could

jective demsmns in the matter

the

however that the statementm

1 That invi estigation comemed propem*
tab m ssues for which an AR 15-6 mvestwauon was appropmte under AR 735-5, Policies and
Procedures for Property Accountability, paragraph 13-25, and it is not relevant to the matters referred to
the Army by OSC or to the issues central to the instant report. Further, and

(WIERE reference vet another informal investigation by fGHGE Director, [TSD, ATSC, in
January 2008, into alleged inappropriate office behavior. retired in April 2008. Her
investigation was self-initiated and, although she did interview some wilnesses and take statements, no
findings or recommendations were ever reduced to writing; however, investigation did
prompt io direct a sensing session for the VTT emp oyees'in earl) 2008 _and was the basis for

£ my officers and civilian senior leaders to mamtam an “open door policy.” Sucha
policy usually provides that anv person may schedule a meeting with the officer or leader at any time to
discuss matters of concern. Such policies are intended 1o eliminate bureaucratic barriers between
emplovees and their commanders, supervisors. and leaders.

11



(b)(6)

Thc IO appointed to investigate the OSC-referred allegations raviewed
e-mail folders {(current as of August 2008) in her new computer (that now
c:omamed both that data and files that [RCIOMMEad copied from her old computer to
her new computer as well as additional items she had added to her new computer since
being reassi g:ned to TSSD. The 10 discovered additional sexually explicit inappropriate
images and movies stored oncomputer, primarily in her “sent™ and
“deleted” fcﬂders [T ab 6a, p. ¢ I The images included personal sexually
explicit images.'” The 10°s dxscoverv included all of the images and PowerPomt

presentations originally discovered by her review of NGO hard
drive. The IO’s review determined that files were dominated by
legitimate government work, but did contain sexually explicit images scattered

throughout sporadlcall} The images from [ O RN c-mail files were consolidated
on five compact discs.””

concluded, and the IO appointed to investigate the OSC-referred
allegations found specifically that iSSEBSSERES. acting in her supervisory role, was
authorized to examine the hard drive from OGN cld government computer for
relevant office historical files and to assist an AR 15-6 10 ina property 2 accountability

investigation [Tab 6, Exhibit G, : encl 4].
Therefore, RIS tions regarding RO hard drive were not

inappropriate and comported with AR 25-2, paragraph 4-5a(7).%

* (S T R o i o very is admittedly inconsistent with MM ay
2008 (See suprap. 10) in that found more information and images than did and

[BIGEE The probable explanation is that NGRS *Jid not find everything 1 found
because the additional material was added after they reviewed the e-mail folders in May, or because my
advanced academnc tramma enabled me to discover that material.” [Tab E, Statement of TR
i BTG ossosses a PhuD. in Systems and Information Engineering, and is a data mining
e*(pen his expertxse in mese matters likely facilitated the discovery of this additional material [Tab E,
ent of
%0 These materials fo\md b& BTSN - nd referenced in his report at Tal it X, have not been
included with this report as they contain material in addition to what was included in the OSC referral.
These materials comprise additional sexually expﬁcit and other inappropriate matter. These materials are
maintained in Army files and are available for review, as appropriate.

21 Recall that —was specially detailed to assist another AR 15-6 10, in an
investigation of property accountability issues unrelated to the allegations referred to the Army by OSC.
See supra note 14,

2 We agree with this conclusion. In the case of O 'Connor v. Ortega, (480 US 709, 725 (1987)), the
Supreme Court expressed the view that “to ensure the efficient and proper operation of government
agencies, public employers must be given wide latitude ro enter employee offices for work-related, non-
imestigatory reasons,” and that “work-related searches are merely incident to the primary business of the
agency.” The Court thus held that searches for both non-investigatory, work-related purposes, as well as
for investigations of work-related misconduct, should be judged by the standard of “reasonableness under
the circumstances.” [n this case, ‘ search of the computer hard drive for work-related
documents to retrieve historical workplace files, as well as to assist in the investigation being conducted by
T o5 reasonable. As to GHENSSEMS: scarch for workplace historical files, the search was non-
investigatory and reasonably limited to the place where the documents were stored, the hard drive ofifEN
computen As to BN scarch for the information relating mAR 15-6

12



Eham. who worked in the Office of the G-3/5/7, Headquarters, TRADOC , and was
thus the only Federal employee referenced in this investigation not performing duties at
ATSC, acknowledged having received “adult explicit material” via email on his
government account from (b)(6) in the past, but stated that he had deleted and had

not forwarded the inappropriate e-mails
p. 1]. However, the evidence indicates that_authored one lengthy e- mml message

tc NGO which was discovered by (BBP The message was dated
November 4, 2003, at 1:19 o’clock P.M., had been sent totrom
Anny e-mail address, and was clearly sexua113 suggestive in nature [T

rail messages and images, p. 10].

(b)(6) now retired from Federal service, refused to provide a statement to the

10, but did emphasize that he did not understand the allegations regarding I
He referred to heras a “churchgoing woman” and a “1oving grandmother” [Ta
4}

Regardless the record contains a sxgmhcant number of suggesnve e—mall message

exchanges between during 2002, 2003, and 2006,
Throughout this period of time, N ENETSENEN . o first-line supervisor;

almost all of the e- maxls at issue were exchanged during regu]ar duty hours [Tab 6,

mail he had received : @f P 1}

Regardless. the record contains a number of e-mail messages exchanged between
and the majority of which were exchanged during regular dutw
hours and were extremely sexually suggestwe in nature [Tab 6, Exhibit F, Printed e-mail

is a contractor employee for Coalescent Technology, which assists

the National Guard Bureau at Fort Indiantown Gap, Pennsylvania. He remains in contact
wit} and he does send her “adult content”™ e-mail, which he personally
does not categorize as pornographic. Though not reflected inf (b)(6) written
notes, EM(IGMME indicated he uses three computers at work, with at least one of these being
his personal computer. dld not remember ever using government compmers to
send “adult content” material to (b)(6) 3 from 3

(b)(6) Howe\ er,

acknowled ged using his AKO account to send suggestive e- ~mails to rnany

investigation regarding property accountability, her search was in furtherance of an investigation related to
workplace misconduct. Technically, servicing S}stems Administrator should
have conducted the search himself rather than giving the hard drive ieve for the
documents and information she sought [See AR 25-2, . ; m 53], Although this
isa techmcal vm]atlon of AR 25-2, it is harmless. Nevertheless, Ms. At ect, personal action to
review hard drive is likely what prompted CID’s emdm;tsal concerns.
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times during duty hours [Tab 6, E;
24,30-38, 48-94].

| e-mail messages and images, pp. 11,

The investigations uncovered no evidence that is or ever was a member
of the armed forces, a Federal employee. or a Federal contractor employee [Tab 6,
h femorandum for Record of NS CMMN

(b)(6) admitted to having personal photographs mainly of her family,
on her government computer. She also stated that. in Lhe past, she had forwarded e-mails
that she knows she should not have forwarded. [ RCICIN 2sserted that she did not
believe she had ever downloaded on the computer, but that she may not have been aware
of doing so because she is not computer savvy. (b)(6) advised that she was sorry
if she had done anything wrong, but asserted her belief that she simply did not
understand. She apologxzcd for forwarding inappropriate e-mails and indicated she

would not do so in the future [Tab 6, | i me [pues
3]. Both s discovery and investigation revealed numerous
sexually explicit and other inappropriate e- mmIs forwarded and received by RO
on her government computer during regular duty hours [Tab 6, Exhi nz
messages and images, pp. 1-107].

Findings:

egation 1: The allegation that Federal employees and contractors sent e-mails
contammg sexually explicit and inappropriate photographs and jokes, humor of a sexual
nature, discussions of an obscene nature, and other inappropriate material from
government e-mail accounts during duty hours, in violation of AR 25-1 and AR 25-2, is
substantiated. Specifically—

Allegation 1A: The allegation that Federal employee,and
contractor, RO BN scnt e-mails from government e-mail accounts,
containing expiicit pomogmphic images is substantiated. E-mails between the two
conhrm that NG scnt more than one sexually explicit image, via e-mail, to
and to others and that forvv arded sexually explicit photos via e

mail to .another Federal emp]oyec and to a Soldier (NN
“*in 2005 and 2006, respectively.

Allegation 1B: The allegation that
. (b)(6) , contractor
whose employment status remains undetermined, sent e-mails from government e-mail
accounts containing jokes and humor of a sexual nature, discussions of sexual encounters
between employees, and other inappropriate material, is substantiated. E-mail messages
authored and/or exchanged among all of the persons named above are contained in an
exhibit attached to the investigation. Further, althoughadmitted to receiving,

Federal employeesfiHlG)

7 Although {b)(6) apparently received the sexually explicit images from (b)(6) there is no
evidence that he transmitted these images to anyone. Thus, at this time, TRADOC has determined not to
refer the information further.
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but not to forwarding inappropriate e-mail, the investigation revealed e-mail authored by
that is extremely sexually suggestive in that it hints strongly at one or more
clandestine rendezvous for sexual purposes with SIS Photoeraphs of INEIGER
in various states of dress were recovered from the hard drive of] (b)(6) old
computer. ’

Allegation 1C: The allegation that appeared in various
states of undress in photographs recovered from the hard drive of [N o.d
computer is substantiated. The investigative record reflects numerous photographs of
‘ (b)(6) in various states of undress.

( tion 2: [ NRCICHNN uscd (b)(6) and [ ENETCR
government CACs and passwords between October 2007 and January 2008,
in violation of AR 25-2.

Relevant Authorities:
(1) AR 25-2, paragraph 4-3a(8) [Tab 4] prohibits, among other activities--

Sharing personal accounts and authenticators (passwords or PINs) . . . with any
unauthorized individual.

(2) AR 25-2, paragraph 4-55(9) [Tab 4] states:

With the exceptions of the SA/NA.** as identified below, Army personnel and
contractors are prohibited from browsing or accessing other user’s e-mail
accounts.

Discussion:

The Army gives each employee a unique, biometric-based CAC card that serves as
the “primary access credential” to that individual’s government computer. The use of the
CAC to access the computer also requires a password that also is unique to the employee
[Tab 4, AR 25-2, para 4-12a]. Army regulations do provide an authorized method for
granting and gaining access to another employee’s e-mail account or workstation, but do
not allow employees to share CACs or passwords [AR 25-2, paras 4-5a(8), 4-55(9)]. AR
25-2 requires that any deviation from the policies it promulgates be approved by the
proponent of this regulation, the Army Chief Information Officer/G-6.

and (Federal emplovee, GS-12) saw (b)(6)
using CAC and e-mail account numerous times. (S specifically
recalls having observed this conduct from September to December 2007. (SN
B 2 so observed (MO using the CAC and e-mail account of
| (now a retired Federal employee). [RUGI observed this behavior

** “SA” s the acronym for Systems Administrator; “NA™ is acronym for Network Administrator. See Tab
4, AR 25-2, Glossary.
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on numerous occasions and volunteered her belief that commonl} left her
CAC and a slip of paper on which her Personal Identification Number (PIN) (or
assword) was written in a specific spot in her cubicle when sh was out of the office

) (Federal employee, GS-09) observed GG using [BI6]
I CAC on one occasion, but believes it was warranted because) b)(6)
had been out of the office and had requested that se the CAC to perform
work on R computer to meet a suspense [ : 1 nt of

I o 1. para 1].

(b)(6) admits that she may have used (b)(B)

CACs and computers while both were present in the office, and that she may have used

(b)(6) computer to send e-mail when he was not present. However, she
explained that the CAC use was intended to aid and complete the mission, as necessary,
and in furtherance of office business, and not to injure the government. She stated that
she often typed on computers while . § brainstormed,
simply because she | ) was the fastest typist. , further explained
that some of her use of the ) CAC and password may hav ccurred while
was out of the office with serious medrcal problems [Tab 6, Exhibit V

" T o

(b)(6)

Findings:

The allegation that iReH s T
govemment CACs and passwords between October 2007 and January 2008 is
substantlated Witnesses conclusively state they observed usma the CACs
of others and accessing their computers, which access presumably would also have
required that [ERERGIGIGNE Use the others’ Wadmiﬁed that she
likely engaged in this behavior. Although as supported by the testimony
of asserted that she used others’ CACs and passwords only in furtherance of
mission completion and office business, ESR G 2ctions nevertheless constituted a
violation of AR 25-2. There is a formal process pursuant to which an authorized user of a
government computer system may grant another user access to the first user’s e-mail and

computer files for workplace-related purposes. The informal sharing of CACs and
passwords is strictly prohibited, however.

COLLATERAL ISSUES

In his memorandum appointing RGN 25 an [O under provisions of AR 15-6
10 mvestlgate the OSC-referred ailegatmns MG Turner additionally directed JEIOR
to make findings and appropriate conclusions concerning whether there existed
any systemlc shortfalls or mismanagement that allowed any misconduct found to occur
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undetected unti| (NS discovered and reported it [Tab 6¢, p. 2, paras 3a-c]. In
response to this expanded tasking, ISSSNUSTOMNN made the following additional findings
[Tab 6a]--

(1) TRADOC asserts that no systemic shortfalls were determined to have allowed
or encouraged the misconduct and that both the Fort Eustis Directorate of Information
Management (DOIM) and the ATSC information technology staft stnc11§, adhere to AR
25-1 and AR 25-2. In this case, ho ever, he DOIM did not discern anv

(2) In his role as the Chief, VTT and/ MR MMMEH supervisor, (b)(6)
created a work environment that facilitated the misconduct addressed in the OSC-referred
allegations by not enforcing the regulatory requirements of AR 23-1 and AR 25-2.
EEDIEEE 2150 permitted inappropriate conduct to occur and personally contributed to the
improper environment in the workplace. This finding is supported by evidence of record.

(b)(6) one of the witnesses interviewed by (b)(6) . described
the environment in the work unit supervised by (b)(6) very negatively and
believed it was totally unacceptable. She considered him to have been an “ineffectual
supervisor . . . [d]ue to his actions and hls inaction, it is extremely difficult to respect

. Her own observations as

m stated that both RGNS 2nd QSN vised him of their
concerns about inappropriate behavior. He requested that they proceed to

address their concerns “with their own interventions™ so he could keep the matter at
arm’s length in case he ultimately was called on to serve as a deciding or adjudicating
ofﬁcml in an admxmstratwe action agamst - ab 6, Exhibit K,

1.

BRGIEI iled to provide effective leadership when the underlying conduct
addressed in the OSC-referred allegations was brought to his attention. When initially
informed of Ms. Ahrens’s allegations. [ EIOMMChose to focus primarily on Ms.
Ahrens’s actions le:adin.g to her discovery of the sexually explicit and other inappropriate
materials on (b)(B) -computer hard dme not on the aﬂeged violations of AR 25-
1 and AR 25-2 by“and others [Tab

concluded that this initial focus on the mdmduaf friakmg the report,

. The IO

D, ccotcd
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the perception that management tolerated the inappropriate conduct and would not
effectively deal with complaints concerning that conduct. . . . This created the perception
among some employees that management approved of the mappropnate conduct and
would resent efforts to correct it.” [Tab 6a, para IIId].

LISTING OF VIOLATIONS OR APPARENT VIOLATIONS OF
LAW, RULE, OR REGULATIONS

As to Allegation 1: That Federal emplovees and contractors sent e-mails containing
sexually explicit and inappropriate photographs and jokes, humor of a sexual nature,
discussion of an obscene nature, and other inappropriate material from government e-
mail accounts during duty hours violated AR 23-1 and AR 25-2. Although we
acknowledge that some transmissions of pornography over the internet may be prohibited
under criminal Iaw as a violation of Title 18 USC, Section 1462, TRADOC did not
address these OSC-referred allegations as a criminal matter. (ISR initially referred
@D (indings to the local CID detachment, but CID maintains a long standing
policy of investigating only child pornography, and declined to investigate this case to the
extent it involved only the transmission of adult pornography. Accordingly, the
command investigated the allegations using administrative processes and, as warranted
by the facts and circumstances of each individual case, imposed administrative sanctions
against those determined to be responsible.

As to Allegation 2: Although [EEERTIGIN, 25 supported by the testimony of SR
ailcged that she used {b)(6) government CACs and
passwords between October 2007 and January 2008, only in furtherance of mission
completion and office business, (bi(6) actions constituted at least a technical
violation of AR 23-2.

CORRECTIVE ACTIONS

Disciplinary action was proposed to suspend from her duties at the
ATSC, Fort Eustis, for a period of five days, for misuse of government property and
resources, and for conduct unbecoming a federal employee [Tab F]. This is consistent
with the recommendation of the AR 15-6 10 regarding R Her grade,
apparent remorsefulness, and lack of documented prior misconduct, as well as the
command’s treatment of similar offenses by other employees in the past, were considered
in proposing this action. The suspension action was initiated and proposed by the
Headguarters, TRADOC, Office of the Deputy Chief of Staff, G-3/5/7 to preclude any
perceptions of bias by persons at ATSC. Subsequent to her receipt of the memorandum
of proposed suspension, retired from Federal service on October 31, 2008
[Tab GI.



Disciplinary action in the form of a written counseling statement has been issued to

[UIER| for his failure to provide effective and appropriate leadership, and to exercise
sound judgment when issues related to the matters referred by OSC to the Army were
initially presented to him [Tab H]. This action also is consistent with the
recommendation of the AR 15-6 I0. The fact that [RTORNE did take action to
investigate by referring the matter to CID, and investigated further by reviewing TDY
vouchers to ascertain whether (b)(6) official travel coincided with that of
BB +vas considered in taking action against Action against
was taken by (b)(6) supervisor, the TRADOC Assistant Deputy Chief of Statt, G-

-y

3.

The evidence gathered in the context of this investigation was referred to (b)(6)
second-level supervisor in the TRADOC Deputy Chief of Staff, G-
3/5/7. While it does not appear that, [REIGRRroutinely transmitted inappropriate e-mails
or images on his computer, he did send an inappropriate e-mail toin 2003
using his government computer, during regular duty hours. Although the e-mail at issue
is several years old, it was determined that status as a GS-13, coupled with his
complete lack of total candor with the 10, merited counseling. Accordingly,

issued a written counseling to [Tab‘;'l].zs

Leades in the TRADOC Office of the Deputy Chief of Staff, G-3/5/7 have directed
appropriate professional training from the Equal Employment Opportunity staff and
others to ensure that both ATSC leadership and the workforce are aware of, and prepared
to act on, Equal Employment Opportunity-related matters, as well as on other sensitive
management issues in the workplace.

Leaders in the TRADOC Office of the Deputy Chief of Staff, G-3/5/7 also have
directed a review of the ATSC supervisory structure and rating schemes to help ensure
that all employees and managers are rated by appropriate supervisors, and that those
supervisors are aware of their supervisory responsibilities.

Federal contractor employees are employved by the contractor performing a
government contract and are obviously not Federal employees. Both (b)(6)
BB c Federal contractor employees and have committed misconduct in the
government workplace. [NBIOME¢xchanged more than one sexually explicit e-mail and
other inappropriate materials with (b)(6) during duty hours. Further, regardless of
whether he used his personal computer to do so, he clearly used his AKO account to
transmit the e-mail. Althoughfl @ stated he does not recall receiving sexually
explicit e-mail from he exchanged a number of sexually suggestive e-mails
with her during duty hours.

* The 10 also considered an allegation by B8 that she “believed” (b)(6) had received a

government laptop from BiEGN for use. The IO did not pursue this allegation further
because of a lack of specific information and an apparent lack of direct relevance to his investigation of the
matters referred by OSC.
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Accordingly, the results of this investigation were referred to the Adjutant General.
State of Pennsylvania, Joint Forces Headquarters, Fort Indiantown Gap, Pennsylvania, to
ensure that government contractor, Coalescent Technology, [RGIONE current emplover,
is aware of his misconduct and consideration is given to initiating appropriate action
under the Coalescent Technology contract. The Adjutant General has advised TRADOC
that [ contract expires in November 2008 and will not be renewed. Further, the
results of the AR 15-6 investigation into the matters referred by OSC were referred to [}
supervisor at Coalescent Technology for appropriate action [Tab J].

The results of this investigation were provided also to legal counsel to the Contracting
Officer at ATSC 10 ensure that [N cmplover, government contractor Wire One,
is aware of his misconduct and consideration is given to appropriate action under the
Wire One contract. Legal counsel determined that the misconduct occurred under a now-
expired contract and ATSC was without a contractual remedy against [SNETOMg or his
employer. However. legal counsel will address[iRRRIGREE conduct with the contractor
to ensure that standards for the proper use of government equipment and e-mail usage are
communicated to all contractor and subcontractor emplovees. Further, a report on this
matter will be referred to the ATSC Security Manager so that he may notifv the U.S.
Army Central Personnel Clearance Facility, Fort Meade, Marvland, for appropriate action
concernmng (b)(6) security clearance.

Finally, AKO administrators will be notified of this misuse of government computers
and of the AKO svstem so as to facilitate appropriate action concerning contractor
employee misuse of AKO.

B hos rctired from government service. B0 R clcarly cngaged in
misconduct, exchanging numerous inappropriate e-mails with (b)(6) while
emploved at ATSC. However, as he is no longer a Federal employee. he cannot be
disciplined for his misconduct.

Results of the investigation revealed that the employees discussed above probably
engaged in sexual liaisons facilitated by their misuse of government computer systems

and e-mail. One witness. (b)(6) alleged she was, on occasion, sent home early (at
Jo'clock or 4 o’clock P.M.) so that» could spend time
together [Tab B, Statement ef—!_ However, there is no
direct evidence that STl or am of the other subject

employees or contractors engaged i m thzs conduct during duty hours or at the duty site.

No evidence with national security implications has been disclosed in the context of
this investigation.
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CLOSING COMMENTS

Federal emplovees must conduct themselves in a professional manner and refrain
from using government resources and time for their own benefit. Further, they must not
engage in conduct that tends to disgrace, discredit, or is in any way prejudicial 1o the
Federal service in the conduct of its service to our nation.

The Army takes its responsibility to address concemns brought to 1t by the OSC very
seriously. The Army has addressed the concerns raised in the instant allegations
deliberately and thoughtfully. The planned corrective actions are intended to hold the
responsible persons accountable and deter future, similar misconduct. Further, the
additional training and reviews cited should help to ensure all employees are aware of
their individual responsibilities and the Army’s expectations for them.

This letter. with enclosures. is submitted in satisfaction of my responsibilities under
Title 5, USC, Sections 1213 {(¢) and ¢d).

Sincerely,

NERTSakrel: ry of the Army
(Manpower & Reserve Affairs)

21




Army Report Documents

Tab A—The Secretary of the Army (SA) Delegation of Authority to the Assistant
Secretary of the Army (Manpower &Reserve Affairs0 his authority, as agency
head, to review, sign, and submil fo Office of Special Counsel the report required
by Title 5, USC, Sections 1213(b), (c) and (d), dated February 1, 2008

Tab B—OSC referral dated July 23, 2008 to the SA reguesting he investigate
allegations of violations of law, rule, or regulation; gross mismanagement; and a
substantial and specific danger to public health and safety related activities at the
U.S. Army Training Support Center (ATSC), Fort Eustis, Virginia

Tab C—Armmy Office of the General Counsel (OGC) forwarding memorandum of
OSC request for investigation to U.S. Army Training and Doctrine Command for
action, dated July 28, 2008

Tab D—Extension 1, requested September 22, 2008 (granted by OSC on
September 23, 2008)

Tab E—Statement ot dated August 4, 2008

Tab F—Notice of Proposed Suspension (b)(e) 4 i, dated September
23, 2008

Tab G—Standard Form 50, Retirement c, effective date
October 31, 2008 '

Tab H—Formal Counseling b)(6) ), dated September 23, 2008
Tab I—Formal Counseling;. dated September 29, 2008

Tab J—Memorandum fronSSEEEREEE . Chicf of Staff, Department of

Military and Veterans Affairs, t{i r, dated October 17, 2008

Tab K—Memorandum frona Attormey, Mission and
Installation Contracting Command, to Assistant Deputy Chief of Staff, G-3/5/7,
regarding Results of AR 15-6 Investigation concerning contractor empioye‘*

a, dated October 10, 2008

Tab L--CID Regulation 195-1,Criminal Investigation Operational Procedures,
Chapter 13, Computer Crime and Electronic Evidence, para 13-8 (exiract)

Tab M—Declaration ¢ (b)(6) n, dated November 26, 2008




Tab 1—Organizational Charts
Tab 2—Organizational Charls

Tab 3—Army Regulation 25-1, Army Knowledge Management and Information
Technology, dated July 15, 2005

Tab 4—Army Regulation 25-2, Information Assurance, October 27, 2007

Tab 5—Appointment of Investigating Officer!, August 4, 2008

Tab 6 {Tabs 6a-6d)-—Report of Investigation- Findings and Recommendations of
Investigating Officer, dated August 14, 2008

Tab 7—Staff Judge Advocate Legal Review of AR 15-6 Report, dated August 19,
2008

Tab 8—Staff Judge Advocate Transmission of AR 15-6 Report to MG Abraham
Turner, Deputy Chief of Staff, G-3/5/7. Appointing Authority

Tab 9—Approval of AR 15-6 Report by MG Abraham Turner, Deputy Chief of
Staff, G-3/5/7, Appointing Authority
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SECRETARY OF THE ARMY
~ WASHINGTON

FEB 01 2008

MEMORANDUM FOR ASSISTANT SECRETARY OF THE ARMY
(MANPOWER AND RESERVE AFFAIRS)

SUBJECT: Delegation of Authority Under Title 5, Sections 1213 (c) and (d)

In accordance with Title 10, United States Code, section 3013(f), | hereby
- delegate to you certain authority conferred upon me as agency head under

Title 5, United States Code, section 1213. Specifically you are authorized to
review, sign and submit written reports of investigations of information and

- related matters transmitted to the Department of the Army by The Special
Counsel, in'accordance with Title 5, United States Code, sections 1213(c)-and
(d). The authority delegated herein may not be further delegated.

This delegation shall remain in effect for three years from the date of its
-execution, unless earlier rescinded in writing by me. '

Ol

Pete Geren

CF: General Counsel |
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The Special Counsel
July 23, 2008

The Honorable Preston M. Geren, (II
Secretary

U.S. Department of the Army

1700 Army Pentagon

Washington, D.C. 20310-1700

Re: OSC File No. DI-08-2159

Dear Mr. Secretary:

Pursuant to my responsibilities as Special Counsel, I am referring to you a
whistleblower disclosure that employees at the Department of the Army, Army Training
Support Center (ATSC), Fort Eustis, Virginia, e-mailed pornography and obscene
matérial from government e-mail accounts during official working hours. The
whistleblower, A Division Chief, Human Performance Improvement Center,
also alleged that employees shared passwords and Common Access Cards (cards).

2 who has consented to the release of her name, asserted that these activities
constitute a violation of law, rule. or regulation. Accordingly, I am referring this
information to you for an investigation of these allegations and a report of your findings.

The U.S. Office of Special Counsel (OSC) is authorized by law to receive
disclosures of information from federal employees alleging violations of law, rule, or
regulation, gross mismanagement, a gross waste of funds, an abuse of authority, or a
substantial and specific danger tu public health or safety. 5 U.S.C. § 1213(a) and (b). As
‘Special Counsel, if I find, on the basis of the information disclosed, that there is a
substantial likelihood that one of these conditions exists, I am required to advisc the
appropriate agency head of my {indings, and the agency head is required to conduct an
investigation of the allegations and prepare a report. 5 U.S.C. § 1213(c) and (g).

Specifically, NESHNSNNg-lczes that ATSC employees bave been sending e-mails
containing sexually explicit photographs and jokes, and conversations of an obscene
nature from government e-mail accounts during official working hours. \ i
submitted documents showing that Video Tele-Training Specialist )
contractor il ' ave sent e-mails from government e-mail accounts containing

explicit pornogra hic images. She also submitted documents revealing that A
] ) , TRADOC G357 employee ' Educational Technology
Team Chief (now retired), contractor 4 F and contractor T

‘sent e-mails from government e-mail accounts containing jokes and humor ofa
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The Honorable Preston M. Geren, I11
Page 2

sexual nature, discussions of sexual encounters between employees, and other
inappropriate material. further submitted home photographs of employees
‘ and showing both individuals in various states of undress.

- ound these e-mails and photographs on— work computer’s
“hard drive. Copies of thiesé documents are enclosed. » alleged that these
actions violate Army Regulation 25-1, Army Knowledge Management and Information

" Technology, Chapter 6, Section 6-1(1) (AR 25-1), and Army Regulation 25-2,
Information Assurance, Chapter 4, Section 4-51(7) (AR 25-2). AR25-1 and AR 25-2
prohibit using Army communication systems for uses involving sexually explicit material
such as pornography.

]  also alleged that she witnessed

~ Acquisition péc‘ialistw (now retired) an
computer passwords in violation of Army regulations between O

2008. * stated that the cards, which contain the picture of the employee, must

be inserted 1nto the computer before the system can be accessed. When inserted into the

computer, the picture on the card is visible to individuals in the vicinity.

reported seein iin mfﬁce using his computer and e-mail
stated that she could clearly secNSSRSSENER c-1d in the access

 using Training Support
cards and

account.
slot. She also asserted that she has witnessed §i§

computer with | card visible in the slot. N statat
q ether would have had to know (JNEEENEEEEES RN
passwords or been given access to the system by them their computers in

this manner. ﬁs claimed that the unauthorized use of cards and passwords
constitutes a violation of AR 25-2, Chapter 4, Sections 4-5a(8), and 4-55(9). These
sections, respectively, prohibit Army personnel and contractors from sharing passwords
and accessing other users’ e-mail accounts.

I have concluded that there is a substantial likelihood that the information
provided by the whistleblower discloses a violation of law, rule, or regulation, including
but not limited to, AR 25-1 and AR 25-2. As previously stated, I am referring this
information to you for an investigation of these allegations and a report of your findings
within 60 days of your receipt of'this letter. :

By law, the report must be reviewed and signed by you personally. Should you
delegate your authority to review and sign the report to the Inspector General, or any
other official, the delegation must be specifically stated and must include the authority to
take the actions necessary under 5 U.S.C. § 1213(d)(5). Without this information, I
would hasten to add that the report may be-found deficient. The requirements of the
report are set forth at 5 U.S.C. § 1213(c) and (d). A summary of § 1213(d) is enclosed.
As a matter of policy, OSC alsc requires that your investigators interview the '
whistleblower as part of the agency investigation whenever the whistleblower consents to
the disclosure of his name. .
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The Honorable Preston M. Geren, 11
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In the event it is not possible to report on the matter within the 60-day time limit
under the statute, you may request m writing an extension of time not to exceed 60 days.
Please be advised that an extension of time is normally not granted automatically, but

~ only upon a showing of good cause. Accordingly, in the written request for an extension

Y

“of time, pléase state specifically the reasons the additional time is needed. Any additiopal

requests for an extension of time must be approved by me.

After making the determinations required by 5 U.S.C. § 1213(e)(2), copies of the
report, along with any comments cn the report from the whistleblower, and any
comments or recommendations by this office will be sent to the President and the

appropriate oversight committees in the Senate and House of Representatives. 5 U.S.C.
§ 1213(e)(3).

Unless classified or prohibited from release by law or by Executive Order
requiring that the information be kept secret in the interest of national defense or the
conduct of foreign affairs, a copy of the report and any comments will be placed ina

public file in accordance with 5 T .S5.C. § 1219(2).

Please refer to our file nurnber in any correspondence on this matter. 1f you need
further information, please contact Catherine A. McMullen, Chief, Disclosure Unit, at

(202) 254-3604. 1 am also available for any questions you may have.

Scott J. Bloch

Enclosures
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Enclosure

Requiremenis of 5 U.S.C. § 1213(d)

Any report rcquxred under subsection (c) shall be reviewed and signed by the
head of the agency' and shall mclude

1)

(2)

@

“

®

a summary of the information with respect to which the

- investigation was initizted;

a description of the co aduct of the investigation;

a summary of any cvidence obtained from the investigation;

a listing of any violation or apparcnt vxolatxon of law, rule or
regulation; and

a description of any action taken or planned as-a result of the
mvesngatxon, such as:

- (4) changes in agency rules, regulaﬂons or

practices;

(B) - the restoration of any aggrieved employee;

(C) - disciplinary action against any employee; and

D) referral to th= Attorney General of any evidence of criminal
violation. '

* In addition, we are interested in learning of any dollar savings, Or projected savings,
‘ and any management initiatives that may tesult from this rewew

' Should you decide to delegate authority to another official to review and sign the report, your
delegation must be specifically stated.

vuo
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Suspensé: September 5, 2008
July 28, 2008

MEMORANDUM THRU COL Donald Curry, Office of the Staff Judge Advocate,
Headquarters Training and Doctrine Command, Building 10, Room 319, 11 Bernard
Road, Fort Monroe, Virginia 23651-5000

MEMORANDUM FOR LTC Timothy Cody, Office of the Staff Judge Advocate,

Headquarters U.S. Army Transportation Center & Fort Eustis, 2732 Madison Avenue,
Fort Eustis, Virginia 23604-5026

SUBJECT: Whistleblower Investigation—U.S. Army Training Support Center (ATSC),
Fort Bustis, Virginia (OSC File DI-08-2159) :

Enclosed for your action is a July 23, 2008 letter from the Office of Special
Counsel (OSC), requesting an investigation of the noted allegations and a report pursuant
to 5 U.S.C.1213(c)(1) and (g).

The Special Counsel has concluded that there is substantial likelihood that
information provided by a whistleblower, j with first-hand knowledge,
discloses that there is a substantial likelihood that Department of the Army employees
and contractor personnel at the Army Training Support Center (ATSC), Fort Eustis,
Virginia, may have engaged in activities that violate a law, rule, or regulation, including,
but not limited to Army Regulation25-1, Army Knowledge Management and Information
Technology, and Army Regulation 25-2, Information Assurance.

Speciﬁcally,“ alleges that these individuals emailed pornography and
obscene material from government email accounts during official working hours. She
alleges that ATSC personnel, F(Video Tele-Training Specialist), and

contactor *have sent ematls from government email accounts containing
sexually explicit photographs, while , TRADOC G/3/5/7

employee , Educational Technology Team Chief (now
retired), contracto , and contractor gl a, sent emails from government
email accounts containing jokes and humor of a sexual nature, discussions of sexual
encounters between employees, and other inappropriate material, il also
submitted home photographs of employees | R .1 showing both
individuals in various states of undress. |l B found these emails and photographs
on § work computer’s hard drive. Copies of these documents are enclosed.
IR 2!/c2cd that these actions violated Army Regulation 25-1, Army Knowledge
Management and Information Technology, Chapter 6, Section 6-11(1), and Army

Printed on @ Recycled Paper




SUBJECT: Whistleblower Investigation—U.S. Army Training Support Center (ATSC),
Fort Eustis, Virginia (OSC File DI-08-2159)

Regulation 25-2, Information Assurance , Chapter 4, Section 4-5r(7). Both regulations
prohibit using Army communication systems for uses involving sexually explicit material
such as pornography.

Additionallyy alleges that individuals shared passwords and Common
Access Cards (CAC cards). p alleges that she witnessed j using
_Training Support Acquisition Specialist s (now retired) an

RN 21 ds and computer passwords in violation of Army Regulation 25-2, Chapter
4, Sections 4-5a(8) and 4-5s(9). These sections prohibit Army personnel and contractors
from sharing passwords and accessing other users’ email accounts.

A final response describing any actions taken to address the allegations should be

~prepared for the signature of the Assistant Secretary of the Army (Manpower and
Reserve Affairs) (ASA (M&RA)) who has been delegated the authority by the Secretary
of the Army to review, sign and submit written reports of investigations of information
and related matters transmitted to the Department of the Army by the Special Counsel, in
accordance with Title 5, United States Code (U.S.C), § 1213(c), (d) and (g). The final
response should be submitted to this office AS SOON AS POSSIBLE BUT NOT
LATER THAN September 5, 2008.

The Army’s response will be available to the public and information contained in
the Army response will made public unless classified or prohibited from release by law or
by Executive order requiring that information be kept secret in the interest of national
defense or the conduct of foreign affairs. Therefore, our response and any supporting
investigative report should be prepared in a manner intended to facilitate public
understanding of the allegations and Army’s response thereto.

The requirements specified in 5 U.S.C. § 1213(d) (copy enclosed) may be used as
a guideline and should include findings, conclusions and corrective action. In all cases,
 please furnish for our review all backup materials supporting the proposed response that
will be used to prepare the official response for the Secretary of the Army.

~ When you forward your report to me, please do so by providing two hard copies
of the complete report, including all backup/supporting documentation. Additionally, by
email to me, please provide the electronic version of the report, including the findings,
conclusions and corrective action, but not the backup/supporting documentation. The
electronic version will facilitate retrieving and incorporating as much of your draft report
as possible directly into the final Army report. A sample report will be provided to you to
use relative to the appropriate format, approach, and content that should serve as a pattern
for your report.

Please note that should you encounter any problems with the inquiry/investigation
and preparation of the subject report, kindly call me as soon as possible to discuss. In




SUBJECT: Whistleblower Investigation—U.S. Army Training Support Center (ATSC),
Fort Eustis, Virginia (OSC File DI-08-21 59)

some instances, ancillary issues that arise during the course of the investigation may
require follow up action.

- In.conducting your investigation into the allegations, please-ensure that the
methods and process used are compatible with engaging in a fair and open “dialog” with
the OSC regarding the subject allegations and that there are no restrictions or limitations
placed on the use or disclosure of the information gathered and relied upon to support the
final Army report.

Additionally, the potential use of your report to support any disciplinary actions
against individuals based on misconduct should also be considered when structuring your
investigation and preparing your report.

Lastly, note that copies of the final Army report, along with comments on the
report from the individuals making the disclosures and any comments or
recommendations by the OSC will be sent to the President and the appropriate oversight
committees in the Senate and House of Representatives pursuant to 5 U.S.C. §
1213(e)(3). Additionally, the Army’s final report and any comments to it will be made
available to the public. Accordingly, please structure your report so that no restrictions or
limitations are placed on its dissemination or the disclosure of the information upon
which it relies.

By statute, the agency has sixty (60) days from receipt of the OSC letter to
provide the required report. If necessary, I will seek an extension of the date for our reply
to the Special Counsel. As soon as it becomes apparent that more time beyond the
suspense noted above will be needed to complete your report, you should forward to me
an interim response requesting the extension and indicating the reasons for the request

-and the date by which I can expect to receive your final response. As you can understand,
once your report is forwarded to me, I will need additional time to staff the proposed
- response to the OSC and finalize the Army’s report. -

If you have any questions, please do not hesitate to
Additionally, my email address i U, : ,

) Asscite Deputy Gener ounsl
(Human Resources)

Enclosures
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September 22, 2008

Ms. Catherine A. McMullen

Chief, Disclosure Unit

—43:85+Office of Special Counsel
1730 M Street, N.-W., Suite 300

Washington, D.C. 20036-4505

Re: OSCFile No. DI-08-2159

Dear Ms. McMullen:

This letter is a status report for the above captioned case. Iam requesting that you
grant an extension of time to file the Department of the Army’s report required by
5 USC § 1213 for the above captioned Office of Special Counsel (OSC) case where OSC
determined that there is substantial likelihood that information provided by a
whistleblower, il  with first-hand knowledge, discloses that there is a
substantial likelihood Department of the Army employees and contractor personnel at the
Army Training Support Center (ATSC), Fort Eustis, Virginia, may have engaged in
activities that violate a law, rule, or regulation, including, but not limited to Army
Regulation 25-1, Army Knowledge Management and Information Technology, and Army
Regulation 25-2, Information Assurance.

Specifically, ﬁaﬂegeg that these individuals emailed pornography and
obscene material from government email accounts during official working hours. She
alleges that ATSC personnel, : RTINS ' idco Tele-Training Specialist), and
contactor NN a ve sent emails from government email accounts containing
sexually explicit photographs, while il . 1R ADOC G/3/5/7
employee QNN Educational Technology Team Chicf T (0O
- retired), contractor #Jj i, and contractor A, scnt cmails from government
email accounts containing jokes and humor of a_sexual nature, discussions of sexual
encounters between employees, and other inappropriate material. juiuiisl: .|
submitted home photographs of employees - and B showing both
individuals in various states of undress. \ RSN found these emails and photographs
on YN s o1k computer’s hard drive. Copies of these documents are enclosed.
lleged that these actions violated Army Regulation 25-1, Army Knowledge
Management and Information Technology, Chapter 6, Section 6-1f(1), and Army
Regulation 25-2, Information Assurance , Chapter 4, Section 4-5r(7). Both regulations
prohibit using Army communication systems for uses involving sexually explicit material
such as pornography.

, Additionally {jjil alleges that individuals shared passwords and Common
Access Cards (CAC cards). alleges that she witnessed - using

- Training Support Acquisition Specialist SRS (10w retired) and (g
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SR co:ds and computer passwords in violation of Army Regulation 25-2, Chapter
4, Sections 4-5a(8) and 4-5s(9). These sections prohibit Army personnel and contractors
from sharing passwords and accessing other users’ email accounts.

I respectfully submit the following status report and further request that you grant
the Department of the Army an additional extension of fime to file its report in this
matter. This extension will permit the Army to complete some additional inquiries that

surfaced duting its recent investigation into the OSCTreferred allegations, and finalize its

final Army report for transmission to OSC in satisfactions of the 5 USC §1213 report. To
date, the following actions have been taken on this case.

On July 28, 2008, I forwarded the OSC correspondence for appropriate action to
the United States Army Training and Doctrine Command (TRADOC), Headquarters,

- Office of the Staff Judge Advocate (OSJA) for action. COL Donald Curry advised the
command group about the allegations. In turn, on August 4, 2008, Major General (MG)
Abraham Turner, the TRADOC Deputy Chief of Staff G-3/5/7, appointed S

s an Investigating Officer, under the provisions of AR 15-6, Procedures
for Investigating Officers and Boards of Officers, to conduct an informal investigation
into the allegations of misconduct made by -s. TRADOC completed its

 investigation and prepared a draft Army report based on the AR 15-6 investigation report.
On September 4, 2008, COL Curry forwarded both documents to my office for our
review. A review of these documents indicated that there were several areas of inquiry
that remained to be developed. A teleconference was held on September 22, 2008 to
address these outstanding matters.

Therefore, this request for an extension is being made in order to complete that
- supplemental investigation and allow sufficient time for the TRADOC OSJA to review
the investigation, prepare and staff the draft Army report , and then forward it to OGC for
further staffing and completion of the final Department of the Army report in satisfaction
of the S5USC § 1213 requirements.

Should you grant this extension, please advise me as to the length of the
extension. Within that allotted time, I will either provide you another status update on this
‘pending action or be able to submit the final Department of the Army report to the
Special Counsel.

I appreciate your assistance in considering the extension request. To advise me if

this extension will be granted, you can reach me at m

Associate Deputy
(Human Resources)







DECLARATION

Pursuant to 28 U.S.C. Section 1746, I, Colonel John B.

.“Halstead,~make.ﬁhe»f@ll@wiﬁgwdeelaration.fﬂ

1. I possess a Ph.D. in Systems and Information Engineering
from the University of Virginia, and I have significant
contributions in the field within peer—feviewed publications. I
consider myself a data mining expert.

2. On 4 August 2008 I was appointed as an AR 15-6
Ihvestigating Officer to investigate misconduct by Federal
employees and contractor employees at Army Training Support
Center (ATSC), Fort Eustié, Virginia. I completed my
investigation on or about 14 August 2008.‘

3. During the course of my investigation, I reviewed-

~current (as of August 2008) e-mail folders and found

previously undiscovered additional images and movies that were

sexually explicit and inmappropriate (included on discs in ny

investigation). I am aware gl

computer in May 2008, did not discover that material. I

conclude that they did not find everything I found because the
additional material was added after they reviewed the e-mail
folders in May, or because my advanced academic training enabled

me to discover that material.




I declare under penalty o
true and correct. Execut

jury that the foregoing

on N vemberf}, 2008.

ééf%?l . Ha étead {i:)

Colonel, U.S. Army

is
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REPLY YO
ATTENTION OF

ATTG-2C 23 Septewmbexr 2008

MEORANDUM FOR . ©. . 2oy Training
Support Center, ITSD, Training Support Services Division,
Fort Eustis, VA 23604

SUBJECT: Notice of Proposed Suspension

1. This wemorandum is official notification that I am
proposing to suspend you from your position without pay for
five (5) calendar days for conduct unbecoming a civilian
employee and misuse of a government computer. This proposed
action is being taken in accordance with Title 5, United
States Code, Chapter 75 (5 USC, Section 7501 and
following); Title 5 Code of Federal Regulations, Part 752
(5 CFR 752) and Army Regulation (AR) 690-700, Chapter 751,
and is for such cause as to promote the efficiency of the
service

2. The specific reasons supporting this proposed action
re ag follows: ’

&

’

a. From at Jeast 2002 through 2006, you used your
government computer to repeatedly transmit lewd,
pornographic or sexuvally explicit e-mail notes and images
to several Federal employees, contractor employees, and at
least one Soldier during duty hours.

b. You maintained and transmitted pornegraphic or
sexvally explicit images and videos on the hard drive of
Yyour government computer.

C¢. During at least September to December 2007, you
used the computer access cards (CACS) of other Federal
smployees, and accessed the e-mail accounts of those
emplovees., :

3. Your repeated and multiple lewd neggages, the
pornographic or sexually explicit files on your computer
hard drive, and your improper use of other enployees’ CACls




ATTG-ZC
SUBJECT: Proposed Suspension

and e-mail accounts were verified and examined by an
investigating officer pursuant to AR 15-6. Copies of his
report, including his findings and recommendations and the
material found on the websites and your hard drive, were
made available to we for review during deliberations on

4. Your conduct in transmitting lewd, sexually explicit or
pornographic wmessages and images during duty hourg and on
Your govermment computer was conduct unbecoming a Pederal
employee. It wag wrong, and tended to disgrace and
discredit the Federal service. In fact, your wisconduct
was discovered inadvertently by another Federal employee
who promptly reported it.

5. Misuse of your government computer vnder the
circumstances of your conduct is a violation of:

a. Department of Defense Regulation 5500.7-R, Joint
- Ethics Regulations, Chapter 2 (Standard of Ethical
~Conduct), Section 2-301 (Use of Government Resources) .

b. AR 25-1, Army Knowledge Management and Information
Technology, paragraph 6-1f (1) .

¢. AR 25-2, Information Assur&hce, paragraphs 4-
» 4-51(7), and 4-5s5(9).

5a(8)
6. By virtue of your many years of government experience
and evidence of you taking and passing your annual
information technology assurance examination in Januaiy
2008, you were aware or should have been aware that
viewing, transwitting, and maintaining of sexually explicit
Or pornographic material on your compuber is a violation
of numerous policies and regulations, to include those
listed above.

7. In propesing this suspension, T have congidered the
nature and seriousness of these type offenses and your
position as an experienced enployee in a position requiring
independent work and Lrust, as well as your past work
record and the absence of any disciplinary actions in your
record. I algo congidered your past work performance and
your potential for future work and rehabilitation. Tt is
your responsibility to adhexe to Army and government
policies and regulations regarding computer use, The volume




ATTG-2C
SUBJECT:  Proposed Suspensgion

of improper materials on your government computer was
substantial, and your viewing and transmitting of sexually
explicit materials was intentional and occurred over a
lengthy periog, wasting government time and possibly
affecting your ability to accomplish yvour duties
satisfactorily. The introduction of sexually explicit
“material into the workplace creates a debilitating and
potentially discriminatory work envirooment, and its
presence inherently impedes the full inclusion of all
employees as professional equals. Further, while there is
no direct evidence that you had inappropriate sexual
liaisons with your former supervisor and other Federal
employees through your Federal employment and with the aid
of government computers, wany of the e-mails you exchanged
contain circumstantial evidence of this misconduct. Your
improper conduct reflected poorly on yourself and your
organization, and casts a negative iwmage on the Department
of the Army.

8. Comparing your offenses to the Table of Penalties,
Table 1-1, AR 690-700, Chapter 751, the range of
disciplinary actions for a First offense of Misuse of
Govermment Property is a written reprimand to removal from
Federal service. The range of actions for a first offense
of Conduct Unbecowing a Federal. Employee is a 1-day
suspension to rewoval Ffrom the Federal service. A proposed
suspensgion of five (5) calendar days- is the minimun
disciplinary measure necessary for you to correct your
behavior. This proposed action is to maintain good oxdex
and discipline and Lo correct your conduct. This action, if
gustained by the deciding official, will not take effect
any earlier than ten ()0) calendar days from the day wou
receive this proposal notice.

9. You may respond to this notice of proposed suspension
crajly,. in writing, or both stating why this proposed
guspension actioan should not be taken. Your wreply, if any,
should be made to me, % b ' -, Assistant Deputy
Chief of Staff, ¢-3/5/7, Headquarters, U.S. Army Tiraining
and Doctrine Command, Fort Monroe, and must be within
fourteen (14) calendar days from the date you receive this
letter. You may present witnesses and/or furnish
affidavits and other documentary evidence in support of
your response. Consideration will be given to extending
this period if you submit a request stating your reasons
for desiring more time. o
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10. You have the right to elect a representative to assist

- you in preparing and presenting a reply to this proposal.

You may elect anyone you wish as long as the
Tepresentational activities of the individual chosen will
not cause a conflict of interest or position, or give rise

to unreasonable costs to the U.S. Government. Any choice

Of 'or ‘change in representative must be designated in

writing and include your representative’s name, address and
a telephane number. This designation must be signed and
dated by your representative and submitted to wme as the
deciding official.

11. You are entitled to a reasonable amount of official
time during your normal tour of duty to review the waterial
relied upon te support the reasons for this notice, for
preparing a written reply, for securing affidavits and
statements of witnesses in support of your answer, and for
naking an oral reply, should you desire. You must contact

. F, Deputy to the Assistant Deputy Chief of
Staff, G-3/5/7, (757) 788-5797, in advance, to make
arrangements foxr the use of official time.

12.  Full consideration will be given to any reply.
affidavits, or other evidence vou subwit before a final
decision is rendered. Whether or not you make a reply, a
decision will be rendered after the expiration of the
period allowed for your answer. I will notify you in
writing of my decision. You will remain in a duty status
during the notice pericd of this proposed action.

13. If you believe that vour unacceptable conduct wmay be
caused by personal, physical, or medical problems;
substance abuse; and/or other reasons not: dirvectly related

Lo the duties of your position, you are advised and

slrongly encouraged to use the assiétance of the Employee
Agsistance Program at Fort Kustis. This program isg

“designed to assist employees with personal problems and

refer them to gources within the community that offer
Lreatment or rehabilitative care. For additional
information regarding this service, contact the Civilian
Counseling Service at (757) 878-1487."

14. You and/or your representative nay review the material

relied upon to support this action, to include applicable
Department of the Army regulations by calling
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Office of the Staff Judge Advocate, Building 10,
Room 312, Fort Monroe, VA 23651-1111, telephone (757) 788-
4186.

/"/7 / S
S At

g

ROBERT E. SEGE

/ Senior Execubive Service

/ Assistant Deputy Chief
of Staff, G-3/5/7

Cr:
Fort Eustis CPAC

ACKNOWLEDGEMENT OF RECEIPT §
DATE: _ @ /23 /0f
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DEPARTMENT OF THE ARMY
HEADQUARTERS UNITED STATES ARMY TRAINING AND DOCTRINE COMMAND

102 MCNAIR DRIVE
FORT MONROE VIRGINIA 236491047

REPLY YO
AYTURTION OF

ATTG-ZC 23 September 2008

Leedoaians

MEMORANDUM FOR williliiiim D, Executive Director, Army
Training Support Center, Deputy Chief, G/3/5/7, U.$. Aruy
Training and Doctrine Command, Fort Eustis, VA 23

SUBJECT: Formal Counseling

1. The purpose of this memorandum is to express my concern that
you did mot fully and effectively discharge your supervisory
responsibilities regarding recent events within Arwy Training
Support Center (ATSC). Specifically, you failed to thoroughly
address wisconduct by employees involving misuse of government
computers for personal, inappropriate, and lLewd purpoges, and
you did not address the underlying concerns of at least one
employee who brought this to your attention. Unfortunately,
your focus was misguided in that you directed much of your
scrutiny in the matter at the person who reported the misconduct
rather than actual wrongdoers. As a result, that person
perceived that you were more interested in punishing her than
those responsible for the conduct itself, causing her to lose
confidence in her local leadership and report the matter to
higher authorities. Based on evidence gathered during
subgeguent investigation, her reaction to discussions with VO
u this topic were reasonable.
Z. I an aware that vou did investigate or cause to be
investigated certain potential criminal aspects of the
misconduct, and that you did direct your deputy to iavestigate
the uvonderlying misconduct. However, you did not fully inform
‘the person who brought this to your attention of these facts,
and you exercised extremely pootr judgment by creating the
perception you cared more about discovering any possible
wrongdoing by that pevson than those who committed the actual
violations. This dewonstrates insensitivity to important
workplace dynawmics and the overall working environment.

3. Your significant Federal government experience and youx
previously unblemished record lesad we to conclude that this
written counseling is sufficient to correct the judgmental
deficiencies noted above. However, I fully expect you to
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exercise sound judgment and display the vequisite workplace
sensitivities to resolve any future issues or problems arising
within your activity. Any failure to act consistently with my
expectations may subject you to further action.

4. To assist in correcting deficiencies and discharging

managerial responsibilities at ATSC, T plan to schedule ethics

and Equal Employment Opportunity-related training for employees
there. Representatives from this headquarters will contact you
concerning scheduling of this training.

OB %1/ SEGER

Senjor Executive Service
Asééstant Deputy
hief of Staff, G-3/5/7

Receipt acknowledged.

23 _% vy

rr Date
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MEMORANDUM FOR { , Distributed Learning

wﬁDxrectoraLe, Deputy Chlef'of Staff, G/3/5/7, U.S. Army Tralnlng

and Doctrine Command, Fort Monroz, VA 23651

SUBJECT: Formal Counseling

1. The purpose of this memorandum is to express my <¢oncerns
that you fail to understand your duties and responsibilities as
& senior Federal employee. Specifically, you engaged in
misconduct and demonstrated poor judgment in communicating with
another Federal employee in a personal, inappropriate, and
sexually suggestive mamner through use of a government computer
during duty hours in 2003. Recently, you also were less than
candid with an officer appointed to investigate the discovery of
a substantial number of inappropriate and sexually suggestive e-
mail messages and images when you were questioned about your
possible involvement in the matter. You acknowledged receiving
“adult explicit material” from mbut indicated you
deleted and did not forward it. 1le uch nay be true,
you did not acknowledge that you had authored and sent the
inappropriate message referenced above.

2. Your significant Federal government experience and your
previously unblenished record lead me to conclude that this
written counseling is sufficient to correct the deficiencies
noted above. However, I fully expect you to exercise sound
judgment and ensure that your future conduct does not violate
Army policy or the norms expected of Federal employees. Any
failure to act consistently with my expectatlons may subject you

to further action.
/42;;7 C. MORRIS

Colonel, GS
Director,

Receipt acknowledged: Date:

2.7 %//_09/







DEPARTMENT OF MILITARY AND VETERANSAFFAIRS
ADJUTANT GENERAL'S OFFICE
COMMONWEALTH OF PENNSYLVANIA
FORT INDIANTOWN GAP
ANNVILLE, PENNSYLVANIA 17003-5002
VOICE/TDD 1-800-645-8924
www.dmva.state.pa.us

CoS | 17 October 2008

MEMORANDUM FOR TRADOC, ATTN: ATTG-2C, i

SUBJECT: Results of AR 15-6 Investigation

s a Coalescent Contractor on Fort Indiantown Gap.

2. His contract expires in November 2008 and will not be renewed.

3. The 15-6 investigation was forwarded to his supervisor at Coalescent Technology, Mr
Micah Nordquist (407) 691-7966, for him to take action, since it is out of my jurisdiction.

FOR THE ADJUTANT GENERAL:

- BARRY T. LOWEN
Col, PaANG
Chief of Staff

The Department of Military and Veterans Affairs is an Equal Opportunity Employer







DEPARTMENT OF THE ARMY :
MISSION AND INSTALLATION CONTRACTING COMMAND
MICC CENTER - FORT EUSTIS
2798 HARRISON LOOP
FORT EUSTIS, VA 23604-5538

REPLY TO
ATTENTION QF

SFCA-MICC-L : 10 October 2008

MEMORANDUM FOR Assistant Deputy Chief of Staff, G-3/5/7, HQ U.S. Army TRADOC,
ATIN;“ OS8JA, TRADOC, 102 McNair Drive, Ft. Monroe, VA 23651-1047

SUBJECT: Results of AR 15-6 Investigation»

1. This office has reviewed the results of the investigation conducted pursuant to AR 15-6 into

- the misconduct of Federal employees and Federal contractor employees at the U.S. Army

Training Support Center (ATSC), Ft. Bustis, VA. The investigating officer concluded that a
contractor employee, Il Wberforming work under a contract at the ATSC, committed
misconduct when he exchanged inappropriate and sexually suggestive material with

(a Government employee) during duty hours. The report was forwarded to the MICC-
enter for consideration and referral to Wire One for appropriate action pertaining to the Wire
One employee.

2. The services were performed under a now expired contract with Sprint. The Contracting
Officer could not confirm whether Wire One was a subcontractor-under that contract.
Performance under the current contract commenced in October 2006. The conduct investigated
and deemed inappropriate, took place between August 2005 and March 2006, i.e. under the
predecessor contract, but was not discovered until May 2008. No performance issues were
reported under the contract during the period of August 2005 and March 2006 that relate to.

3. As the inappropriate conduct took place under a now expired contract, no contractual remedy
exists. Furthermore, even if that contract were still in existence, as no performance issues
resulted fromi conduct, the issue was not raised until 2 years after the conduct took
place, and the Contractor has performed satisfactory to date, no reason exist to ask the Contractor
to remove from performance under the Contract. To do so would result in a liability
to the Government for any cost related to replacin and could lead to affect
performance under the contract for the period required to reﬁlace-i with someone
equally qualified.

4. This office will address“onduct with the Contractor and request that the
Contractor communicates the proper use of Government IT equipment and e-mail usage to all its
employees and any subcontractor employees working under the Contract. The Government has
no direct contractual relationship with any subcontractors and as such can only address any
performance issues with the Contractor. Any further action where subcontractors and/or
contractor personne] are concerned will be at the Contractor's discretion.




>. POC s the undersigned at (NN o- ot

MICC Center - Fort Eustis(
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From:

 Sent:
To:
Subject:
importance: High

Attachments: Chapter 13-8.doc

Chapter 13-8.doc
(27 KB)

Department of the Army
Office of the General Counsel
104 Army Pentagon Room 3C546
Washington D.C. 20310-0104

' (office)

¢ (fax)

_____ OFiginal Message—==i - . P
From: h'x’ LTC MIL USA USACIDC
Sent esda November 25, 2008 4:23 PM

¢ o F Ms 0GC
-¢ Subjec : CIC Policy (UNCLASSIFIED)
Importance: High

Classification: UNCLASSIFIED
Caveats: NONE

‘Carrie, Attached is the chapter of CIDR 195-1 that contains our policy regarding
investigation of pornography. If you have any questions please let wme know.

vr,

StaffmJudge Advocate
.S. Army Criminal Investigation Command (USACIDC)

ATTORNEY CONFIDENTIALITY NOTICE - LAW ENFORCEMENT SENSITIVE - This~e~mail and any
accompanying attachments may include information that constitutes attorney work product
and/or client advice, which is legally privileged. It may also contain information that
is further privileged because of its Law Enforcement Sensitive nature. This information
should not be released to unauthorized persons, and should be maintained in a separate
file. If you are not the intended recipient of this information any disclosure, copying,
distribution, or the taking of any action in reliance on this information is prohibited.

If you received this e-mail in error, please notify the sender immediately by calling
{703) 806-3383 or by return e-mail.




Classification: FOUO/Law Enforcement Sensitive

Title: Criminal Investigation Operational Procedures
Authors: U.S. Army Criminal Investigation Command
Document Number: CID Regulation 195-1

Build Date: 4 April 2008 Version: 8

13-8. Child ' and Other Obscene Matter

~a. Title 18 USC, Sections 2251-2260, Sexual Exploitation and other Abuse
of Children and Title 18 USC, Section 1460-1470, Obscenity, make it a federal
offense to possess, distribute, import or transport (including by mail, common
carrier or the use of a computer) what is commonly referred to as chi
(hereafter referred to as “prohibited images”). Child p
- is broadly defined as a visual depiction of a person under the age o
engaging in sexually explicit conduct as defined in Title 18 '
CID will not normally conduct investigations pertaining to adu
- and other obscene matter when it is the only offense or in conjunction wi

another offense not normally within the investigative purview of CID.

Classification: FOUO/Law Enforcement Sensitive







DECLARATION

Pursuant to 28 U.S.C. Section 1746, I,

the following declaration.

1. I an the Information Assurance Manager cmployed at the
Fort Eustis Directorate of Information Management (DOIM) with
four years experience in information management .

2. I am aware that Army Regulation (AR) 25-2, paragfaph 3-
3, requires information assurance training in order for all Army
and contractor employees to be issued netwprk access. The

training requirement is an annual one and, to the best of my

knowledge, all employees at Fort Eustis perform this annual

training.

3. I am also familiar with the ability of the Fort Eustis
DOIM staff and systemsito manage the contents éf employees’
computers. While there is a management tool able to discover
inappropriate content on government computers, Fort FEustis does
not have the ability to routinely monitor or scan personal e-
mails and their contents sent or received on thosé éomputers.
Ability to conduct such monitoring for inappropriate content is
limited by resources and regulation (AR 380-53, Conduct of

Information Security Monitoring) and is only authorized in

support of Law Enforcement, Counterintelligence, and Management

searches as outlined in AR 25-2, pg 23, Para 4-5, t thru u.




Therefore, it is possible for employees to send and receive
inappropriate or sexually explicit to other employees without

being subjected to normal detection.

4. The Fort Eustis DOIM adheres to the information
assurance requirements of AR 25-2 and follows all protocols.

I declare under penalty of perjury that the foregoing is
true and correct. Executed on November 26, 2008.

Information Assurance Manager




CLOSING COMMENTS

Federal employees must conduct themselves in a professional manner and refrain
from using government resources and time for their own benefit. Further, they must not
engage in conduct that tends to disgrace, discredit, or is in any way prejudicial to the
Federal service in the conduct of its service to our nation.

The Army takes its responsibility to address concerns brou ght to it by the OSC very
seriously. The Army has addressed the concerns raised in the instant allegations
deliberately and thoughtfully. The planned corrective actions are intended to hold the
- responsible persons accountable and deter future, similar misconduct. Further, the
additional training and reviews cited should help to ensure all employees are aware of
their individual responsibilities and the Army’s expectations for them.

This letter, with enclosures, is submitted in satisfaction of my responsibilities under
Title 5, USC, Sections 1213 (c) and (d).

Sincerely,

A SSJsta sretary of the Army
(Manpower & Reserve Affairs)
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The Honorable Scott J. Bloch
The Special Counsel

U.S. Office of Special Counsel .
1730 M Street, N.W., Suite 300
- Washington, D.C. 20036-4505

'RE: Whistleblower Investigation — U.S. Army Training Support Center (ATSC); Fort
‘Eustis, Virginia (OSC File DI-08-2159)

Dear {NNNY:

~ In accordance with Title 5, United States Code (USC) Sections 1213 (cy and (d), the
enclosed report is submitted in response to your referral of information requesting an
investigation of allegations and a report of findings in the above-referenced case.

- As the Agency head, the Secretary of the Army (SA) has delegated to me his
authority to review, sign, and submit to you the report required by Title 5, USC, Sections
1213(b), (c) and (d) (Tab 1).

Note that this report and its exhibits contain the names and duty titles of employees,
‘Soldiers, and contractor employees of the Army Training Support Center (ATSC) and
Headquarters, U.S. Army Training and Doctrine Command (TRADOC), Fort Monroe,
Virginia, as well as sexually explicit and inappropriate photographs and e-mails.
Subsequent release of this information may result in violations of the Privacy Act, Pand
breaches of personal privacy interests. Accordingly, those releases required by Title 5,
USC, Section 1213(e) excepted, the Department of the Army requests the opportunity to
coordinate in advance on any release of this report outside the Office of Special Counsel.

INFORMATION INITIATING THE INVESTIGATION

By letter dated July 23, 2008, the OSC referred to the SA its conclusion that ___
information provided by a whistleblower with first-hand knowledge , ¥ g
discloses that there is a substantial likelihood that Department of the Army employees
and contractor personnel at the ATSC, Fort Eustis, Virginia®, may have engaged in

' The Privacy Act of 1974 is codified at Title 5, USC, Section 552a.
? Organization charts of Headquarters, TRADOC, the Deputy Chief of Staff, G-3/5/7, and ATSC are at Tab
2.




-activities that violate a law, rule, or regulation, including, but not limited to Army
Regulation (AR) 25-1, Army Knowledge Management and Information Technology,
(Tab 3) and AR 25-2, Information Assurance (Tab 4).

Specifically, {JJ alleges the following:

_ 1) Based on her discovery of emails and photographs on the hard drive of {il
sl covernment computer,

o (a) MTSC Video Teletraining Specialist, and
‘ contractor employee at the ATSC, have sent e-mails containing sexually explicit
photographs from government email accounts;

() mHeadquarters TRADOC, Deputy

Chief of Staff G-3/5/7, employee RN former (now retired) ATSC
“Educational Technology Team Chief, contractor empbyee“ and contractor
employee a sent emails from government email accounts containing jokes,
humor of a sexual nature, discussions of sexual encounters between employees, and other
inappropriate material; and '

(c) q and {Jjifiappeared in various states of undress in
photographs on the hard drive. »

The above actions violate AR 25-1, paragraph 6-1£(1), and AR 25-2, paragraph 4-
51(7).

(2) She has witnessed “

- former (now retired) ATSC Training Support Acquisition Speaahst sharmg computer
passwords and Common Access-Cards (CAC), in violation of AR 25-2, paragraphs 4-
5a(8) and 4-5s(9).

CONDUCT OF THE INVESTIGATION

By statute, an agency is afforded sixty days to complete the report required by Title 5,
USC, Section 1213. On July 28, 2008, the Office of Army General Counsel (OGC)
forwarded the OSC request for investigation through the Office of the Staff Judge

- Advocate (OSJA), Headquarters, TRADOC, to the Office of the Staff Judge Advocate,
Fort Eustis, for action. ATSC, while physically located at Fort Eustis, is an operating
agency of Headquarters, TRADOC, Deputy Chief of Staff G-3/5/7, located at Fort
Monroe. Therefore, because an investigation into potential misconduct at ATSC and any
subsequent corrective action would likely be taken at Headquarters, TRADOC, it is most
appropriate that OSJA, Headquarters, TRADOC, assume responsibility for legal
oversight in this case.

On August 4, 2008, Major General (MG) . Abraham Turner the TRADOC Deputy
Chief of Staff G-3/5/7, appointed Colonel L o igati




Officer (IO) under the provisions of AR 15-6, Procedures for Investigating Officers and

Boards of Officers, to conduct an informal investigation into the allegations of

mlsconduct made by SRR (T2b 5). Specifically, MG Turner appomted-

investigate the allegations that Federal employees " :

s (now retired), and contractor employees

P used government equipment and/or resources to transmi
inappropriate email messages and photos to other employees, and to investigate whether
any of the named employees improperly shared passwords and accessed other users’
email accounts, in violation of AR 25-1 and AR 25-2. MG Turner further tasked‘
Wl 0 2scertain whether there was any systemic problem or any mismanagement
which aided the misconduct or allowed it to occur undetected. Finally,
was directed to investigate and report on any additional violations of law, rule, or
regulation he discovered by any persons during the course of his investigation into the
allegations of :

Duri  investigation, as memorialized in the Report of Investigation (ROI) (Tab
6).% gEEMoathered documentary evidence in the form of emails and photographic
attachments sent to and among Federal and contractor employees, primarily at ATSC,
Fort Eustis. He also interviewed 17 persons assoc1ated thh the allegatxons mcludmg
key witnesses ﬁ i e
the Director, ATSC, and! (Tab 6, Exhibits (Ex) V, S, R, Q,T, K, B, ’
respectively). As a result of those interviews, he obtained 13 sworn statements, four
“official” memorandums of record, one certified email statement, and records of his

conversations with “s ana“

.On August 14, 2008, (s Mlicompleted his ﬁndmgs and recommendations,
and submitted his ROI to the Headquarters TRADOC OSJA for legal review, as his legal
advisor instructed. § found that:

1 wlmpropeﬂy used government equipment to transmit sexually
explicit and inappropriate matenal and this violated AR 25-1, paragraph 6-1f(1)%, and

AR 25-2, paragraph 4-5r(7)*;

(2) he could not determine whether ~ (contractor) used a government computer
or his personal computer to transmit mappropnate and sexually explicit material because
he used both types of computer in his office;’

3 This provision prohibits “Use of communications systems that would adversely reflect on DOD or the
Army (such as uses involving sexually explicit e-mail or access to sexually explicit Web sites,
pomographlc images, or virtual computer-generated or otherwise pornographic images).”

* This provision prohibits “any personal use of Government resources involving: pornography or obscene
material (adult or child);..
S B stated he has sent NG 2dult-content” images, but denied sending anything
pornographic and, to the best of his memory, has never sent her “adult-content” images on AKO or
government systems (Tab 6, Ex. T, Notes from a meeting between

“NIR. numbers 4) and 6) ).




(3) no evidence indicatesTNN, - v IR - s mitted sexually

explicit or inappropriate material;

(4) no evidence indicates“is or was a member of the armed forces, a Federal
employee, or a Federal contractor employee (Tab 6, Ex. U, Statement of Clay A.
Brashear);

®) — “ and” improperly shared computer

access cards (“CAC” cards) and passwords, in violation of AR 25-2, paragraph 4-5a(8);°

©) ”nnproperly accessed §

accounts, in violation of AR 25-2, paragraph 4- 58(9)

email

(7) No systemic problems or shortfalls allowed or encouraged the misconduct, as both
the Fort Eustis Directorate of Information Management (DOIM) and the ATSC’s
information technology staff strictly adhere to AR 25-1 and AR 25-2, and executed
procedures and systems that enforce employee compliance;

(3) N B . he former Chief, Video Tele-Training, and s
- supervisor, created a work environment that permitted the misconduct by not enforcmg
AR 25-1 and AR 25-2 requuements

) P tolerated an environment that permitted inappropriate conduct and
contributed to the current environment within the Video Tele-Training Branch; and

(10) the Director, ATSC, failed to provide effective leadership in
addressing these 1ssues when they were brought to his attention by focusing on the
reporting person rather than the underlying violations, thereby
creating a perception that management tolerated the inappropriate conduct and would not

-effectively deal with complaints concerning that conduct.

As aresult, COL Halstead recommended:

1) ‘ supervisors take appropnate remedial and disciplinary action agamst

her for violations of AR 25-1 and AR 25-2;

2 msupervisors take appropriate remedial and disciplinary action to
address his failure to exercise appropriate leadership and use sound judgment in his

attempts to resolve the issues identified in this investigation when they were made known
to him in May 2008;

(3) ATSC leaders receive appropriate professional training designed to enhance their

¢ This provision prohibits ‘[s]haring personal accounts and authenticators (passwords or PINs) ... with any
unauthorized individual.’

" This provision prohibits, with exceptlons not applicable here Army personnel and contractors “from
browsing or accessing other user’s e-mail accounts.”




- recommend

ability to effectively lead their organization and to appropriately respond to Equal
Employment Opportunity issues; and

(4) Headquarters, TRADOC, Deputy Chief of Staff, G-3/5/7 leaders review the ATSC
supervisory structure and rating schemes to ensure all employees and managers are
supervised and rated appropriately and fairly.

On August 19, 2008, Major Linda A. Chapman, Chief, Military Law Division, OSJA,
TRADOC, completed a legal review of the investigation and determined that the
proceedings complied with the legal requirements, there were no appointing or
substantial errors, the evidence was sufficient to support the I0’s findings, and the
i Were ‘ons1stent with the findings (Tab 7 ). On August 21, 2008,

e B, Acting SJTA, TRADOC, endorsed N
iegal review and he investigation was legally sufficient. He

- recommended that the appointing authority, MG Turner, approve the investigating
officer’s findings and recommendations (Tab 8). MG Turner approved the findings and
- recommendations on August 26, 2008 (Tab 9).

SUMMARY OF EVIDENCE OBTAINED FROM THE INVESTIGATION

The evidence regarding the allegations that Government and contractor employees
improperly used Army communications systems for purposes involving transmission of
sexually explicit material, and that Government employees improperly shared passwords
and accessed other users’ e-mail accounts is summarized below.

OSC Allegation 1. Federal employees and contractors have been sending e-mails
containing sexually explicit photographs and jokes, and conversations of an obscene
nature from government e-mail accounts during duty hours, in violation of AR 25-1
and AR 25-2.

a) Federal employee NENREENINE:1d contracto \SNEESER, v scnt

e-mails from government e-mail accounts containing exphcxt pornographxc images;

_b Federal employees R rctired) and
and contractor employees NS and , have sent e-

- mails from government e-mail accounts containing jokes and humor of a sexual
nature, discussions of sexual encounters between employees, and other
inappropriate material.

ion 2 used Federal employee § ¥ :
MRS occess cards and computer passwords between October 2007
and J anuary 2008 in violation of AR 25-2.

1. Relevant Authorities:

a. OSC Allegation 1.




(1) AR 25-1, Army Knowledge Management and Information Technology,
July 25, 2005, establishes Army policies and assigns responsibilities for the management
of information resources and information technology. AR 25-1, Chapter 6, concerns
command, control, and computer technology support and services. Paragraph 6-1f(1)
states the following prohibition:

Use of communications systems that would adversely reflect on DOD or the
Army (such as uses involving sexually explicit e-mail or access to sexually

- explicit Web sites, pornographic images, or virtual computer-generated or
otherwise pornographic images);....and other uses that are incompatible
with public service. '

(2) AR 25-2, Information Assurance, October 24, 2007, establishes
~ information assurance policy, roles, and responsibilities. AR 25-2, Chapter 4, addresses
- information assurance policy. Paragraph 4- 5r(7) indicates:

Certain activities are never authorized on Army networks. AUP®s will include
the following minimums as prohibited. These activities include any personal
use of Government resources involving: pornography or obscene material (adult
or child;...
b. OSC Allegation 2.
(1) AR 25-2, paragraph 4-5a(8) prohibits, among several other actions:

Sharing personal accounts and authentlcators (passwords or PINs)...with any
unauthorized individual (emphasis in original).

(2) AR 25-2, paragraph 4-5s(9) states:
‘With the exceptions of the SA/NA9 as identified below, Army personnel and
contractors are prohibited from browsing or accessing other user’s e-mail
accounts (emphasis in original).

2. Discussion:

ﬁegan his investigation on August 4, 2008, and ascertained the
following facts.

a. OSC Allegation 1.

(1) On April 30, 2008, SNNENER, 2 contractor employee at ATSC, conducted a
life cycle replacement of the government computer formerly used by m

& “AUP” denotes “Authorized Use Policy.” See AR 25-2, Glossary.
? “SA” is the Systems Administrator; “NA” is the Network Administrator. See AR 25-2, Glossary




(Federal employee GS-09) at the Fort Eustis activity. Pursuant to ATSC procedure, he
asked former second-level supervisor, “ (Federal employee
YA-03), if she needed any of the data remaining on that computer, wanted to
retain historical knowledge of the VideoTele-Training and the Satellite Education
Network programs, so she re uestedmtransfer the hard drive’s data to the
shared portal. As dhad difficulty transferring the hard drive data, he removed
the hard drive and gave it to Tab 6, Ex. A, Statement of ~ p. L;
Ex. B, Statement of SIS p. 2. “DISCOVERY”).

(2) SR 250 attempted to obtain historical files by coordinating with j#

wemmmm—: 1.cw supervisors, N (2 now retired Federal employee) and
ederal employee, YA-03) (Tab 6, Ex. B, Statement of qs , P

1, “SPECIAL DETAIL”; p. 2, “DISCOVERY”). When Ms. Canevari transferred from
the Video Tele-Training program to Tralmng Su ort Services Division (TSSD)
Operations, q ‘re-ghosted”" B new computer within TSSD
Operations and transterred her former Vldeo Tele—Trammg and Satellite Education
Network files to her new computer on or about February 12, 2008 (Tab 6, Ex. A,
Statement of , p- 1). As of May 13, 2008*had not received all
of the historical files requested through coordination, and had not
transferred the Satellite Education Network files (Tab 6, Ex. B, Statement of Gl

@M. ;. 2, “DISCOVERY”).

’ (3) ﬂook her government laptop computer and the hard drive from Ji§
former computer to her (ﬁ home to continue working on May 14,
12008 (Tab 6, Ex. B, Statement of ' p. 2, “DISCOVERY”; N, Statement of -
David Ahrens, p. 1). -s, husband and a Federal employee,
- assisted her in connecting the hard drive to the laptop. As she was able to read the hard
drive, she began searching it and downloading relevant Video Tele-Training and Satellite
Education Network files. m discovered sexually explicit and other
inappropriate images and PowerPoint presentations within e-mail folders, which o
d e-mailed to Soldiers, Federal employees, and Federal contractor employees.
She consolidated her discoveries and gave them to Vil ATSC Deputy
- Director, (YC-03) on or about May 19, 2008 (Tab 6, Ex. B, Statement o ‘
p- 2, “DISCOVERY"; Ex. F, e-mail messages and images, pp. 1-107; Ex. G, Statement of
' pp. 2-3, paragraph 3b).

(4) The discoveries contained inappropriate images of ; (Federal employee,
GS-13) in undergarments; sexually explicit images and materials attached to e-mail sent
to 4 and Federal contractor), dated September 12, 2006; sexually explicit

. material sent to etired Federal employee), dated June 5, 2006; sexually
explicit material sent to Army Sergean dated June 2, 2006; an
1nappropmate image attached to e-mail sent to§

an dated March 9, 2006; sexually exp11c1t material in a PowerPomt
presentation attached to e-mail sent to & i b, dated December 9, 2005; and

1% “Re-ghosting”, or “re- -imaging”, is the process of purging unwanted or, in this case, inappropriate files
and data from a computer while leaving the remaining files intact.




inappropriate images attached to e-mail sent to numerous recipients, dated November 2,
2005. There was also sexually explicit material attached to incoming e-mail received by
from Nl dated December 9, 2005, and June 2 and 5, 2006 (Tab 6,

Ex. F, Printed e-mail messages and images, pp. 1-107).

(5) R livered the images and PowerPoint presentations provided by 5

' OFFederal employee, YC-03) on or about May 20, 2008. He in turn
consulted the Army Criminal Investigation Division (CID) at Fort Eustis, as well as the

ATSC Support Directorate for guidance (Tab 6, Ex. K, Statement ow, p.
1, paragraph 2; Ex. L, Statement of “ On the advice of these technical staffs,
instructed the Support Directorate to seize the removed hard drive, jijil§

- computer,m old computer, and new computer on
ay 22, 2008 (Tab 6, Ex. B, Statement of , p- 3, “DISCOVERY”,

- paragraph 3; Ex. G, Memorandum of p. 3, paragraph 3d; Ex. K, Statement
.om, p. 1, paragraph 3; Ex. L, Statement of p. 1). Army CID
personnel informed that{ pctions in makmg her discovery ong
F old computer may have been improper and may warrant a “hand slap” (Ta
x. K, Statement of F, p. 1, paragraph 3a). However, CID would only
- become involved if child pornography was discovered on the hard drive or any of the
computers, and no child pornography was found (Tab 6, Ex. K, Statement of
p. 1, paragraph 3b). & informed his supenor of the foregoing on or
“about May 23, 2008 (Tab 6, Ex. K, Statement of {jil

®. . 2, paragraph 4).

6) On May 27, 2008, l-o hosted a meeting w1th Sergeant Major (SGM)

emall string

W ocused the dlscussmn primarily o1 a SIn
’ ) uestlonable

&% and himself'! and on

ies for employee misconduct'® to
p. 3, 4, “DISCOVERY”,
;Ex 1, E¢ma11

(Tab 6, Ex. B, Statement of
paragraphs 4-6; Ex. I, Statement of Xy
narrative adopted by SG

pursue appropriate actlon agamst ATSC employees with pornography on a government
computer; second, determine whether there was any indication ey

! The email exchange between WNERy and wn December 13, 2004, concerned a holiday
potluck for ATSC personnel (Tab 6, Ex. F, p. 46)
2 AR 690-700, Chapter 751, Table 1-1, Table of Penalties for Various Offenses.




government travel to facilitate or further any sexual liaisons with other employees or
government contractors. i o tasked his deputy, es, with the first action
after the ATSC Support Directorate provided the scan results on July 3, 2008 13
Concerning the second directive] o personally reviewed:
temporary duty (TDY) records from December 2002 through February 2007, then had
the (dLD) Director review q TDY records for the same period. A
comparison of the two record sets found no TDY correlation. He determined that the two
employees did not improperly use government funds for personal reasons (Tab 6, Ex. K,

: Statement of , .2, paragraphs 4-6).

(8) As - had not informed

investigate the inappropriate material on
solicited the help of her husband, \ghes
ISR -, Scnior Executive Service
supervisor), to bring this matter to his attentlon
concerns to

Bresented his spouse’s
Ithough he did not provide
any documentary evidence. il Ba, TRADOC
OSJA Labor Counselor, and on that counsel he informed§i§ g of the general
situation without compromising his potential decision making authonty because he did
not discuss specifics. r offered the opportunity of an offlce call
to provide physical evidence and firsthand knowledge, but she declined.
informed qhe could use the “open door” policy, but advised agamst it because
she would potenfially require MS a decision authority in the matter (Tab 6, Ex.
B, Statement of &p 4, “DISCOVERY”, paragraph 2; Ex. M, Statement of
n . 1; Ex. N, Statement offil N 0p- 1, 2).

RN $(Federal employee, ATSC, GS-
‘ 1 (Federal employee, ATSC) rev1ewed the content ofﬁ '
B current computer in carly May 2008. They did find inappropriate images
attached to e-mails sent from her computer to other e-mail recipients, but did not discover
any additional sexually explicit material on the computer. Further, they did not find any
- sexually explicit material or inappropriate images on > old and new

13

informal investigation into this matter is reflected in his Memorandum for Record of July 22,
2008 (Tab 6, Ex. G, Memorandum [ - and his memorandum to the IO on August 7, 2008
i 3 ’ “Thére is no further record of this investigation.
i ) revious AR 15-6 investigation in which #
was the 10 (Tab 6, Ex. B Statement off§ pp. 1,2, “SPECIAL DETAIL”, “DISCO
paragraph 3; Ex. D, Statement of (i £ D. 2, paragraph 7; Ex. G, Memorandum of m
pp. 1,2, paragraph 2 ). That investigation concerned property accountability issues for which'an 5-6
investigation was appropriate under AR 735-5, Policies and Procedures for Property Accountability,
paragraph 13-25, and it is not releva i b was involved in
assisting the 10. | IR (o ncc yet another in orpgal investigation, this
= ‘ i {l retired in April
"Her investigation was self-initiated and, although she did 1nterv1ew some persons, no findings or
recommendatrons were ever reduced to wrltmg, however, it did result in a sensing session and a transfer of
2 paragraph 1; Ex. D,
i o, 2, 5,

kp. 3, paragraphs 1, 3 Ex. G, Memorandum o

paragraphs 2b, 5 ).




-~ computers, or on NENEGNGGN

Ex. G, Memorandum: of

(10) mthe 10, reviewed gl s e-mail folders and discovered
additional sexually explicit inappropriate images and movies within them, primarily
within her sent and deleted folders The images included personal sexually explicit
images (Tab 6, Ex. X, drsc) His discovery also included all of the images and
PowerPoint presentations found b Tab 6, Ex. X, disc). His review
determined that w files were dominated by legitimate government work,
and the sexually explicit images were sporadic. The images from ’s saved
e-mail files are consolidated on five compact discs (Tab 6, Ex. Y, discs).

(11) RS concluded and “specrfically found that Y )

acting in her supervisory role, could examine the hard drive on A
- government computer for relevant historical files, and to assist another IO ina property
-accountability 1nvest1gatron 0; see also, Tab 6, Ex. G, Memorandum o
WS .1 4). Therefore, I IR actions regardlng“ old computer
‘were substantively proper in the execution of her supervisory responsibilities, in
accordance with AR 25-2, paragraph 4-5a(7). 13

(12) -s, the only Federal employee referenced in this investigation not
performing duties at ATSC, acknowledged receiving “adult explicit material” fro
i in the past, but states he deletes it and does not forward it (Tab 6, Ex. R,
Statement of s, p. 1). However, authored one lengthy message to
in the e-mail discovered by N . The message is dated November 4,
2003, at 1:19 PM, sent with an Army e-mail address, and is clearly suggestive in nature
(Tab 6, Ex. F, Printed e-mail messages and images, p. 10).

(13) m (retired Federal employee), refused to provide a statement to the
IO, but did emphasize that he did not understand the allegations regarding
He referred to her as a churchgomg woman” and a “loving grandmother” (Tab 6 Ex. S
- Notes from meeting between (N 1-4). There are a
sr nificant number of suggestive e—mall message exchanges between him and YR
during 2002, 2005, and 2006, almost all of which were during duty hours (Tab
0, Ex. F, Printed e-mail messages and images, pp. 11-22).

immediately preceding) in that G nd more information and images than The
probable explananon is that Y ¥possesses a Ph.D. in Systems and Information Engineering, and
is a data mining expert, and he therefore was beiter able to discover the additional material (Addendum,

enclosure 1
15‘ should have requested that her servicing Systems Administrator obtain any and all necessary
information as part of a management search to enable her to perform her duties, rather than obtain it

personally and directly. See AR 25-2, paragraph 4-5s(10)(b)2. Her failure to fully comply with this
requirement is likely what concerned both CID and ven though she had authority as a

supervisor to eventually access the information.

R discovery is adnuttedly inconsistent with q review (discussed in the Earagraph

10




(14 N ederal contractor employee at ATSC), did not recall receiving
sexually explicit e-mail from ¢y He does delete and does not forward any
inappropriate email he receives (Tab 6, Ex. Q, Statement of il
However, there are a number of e-mail message exchanges between him andﬂ
mhe majority of which are during duty hours and are extremely suggestive in
nature (Tab 6, Ex. F, Printed e-mail messages and images, pp. 95-99, 101-107 ).

(15)“5 a contractor employee for Coalescent T echnology, which assists
the National Guard Bureau at Fort Indiantown Gap, Pennsylvania. He remains in contact
with NS and he does send her “adult content” e-mail, which he personally
does not categorize as pornographic. Though not reflected in ’s written
notes, Y iJEndicated he uses three computers at work, and at least one of them is a
personal computer. He did not remember ever using government computers to send adult
content material to KRN ab 6 Ex. F, Notes from meeting betwee il

0, and WNIIRGREERENSEEEEY 1-7). However, he did use hlS Army
Knowledge Online (AKO) account to send suggestxve e-mails to \ n
times during duty hours (Tab 6, Ex. F, Printed e-mail messages and i 1mages pp 11, 24,
30-38, 48-94).

(16) There is no record of NgMMMMEMcver being a Federal employee, a Federal
contractor employee, or a member of the armed services (Tab 6, Ex. U, Memorandum for
Record of Clay A. Brashear).

amn “dmittcd to having personal photographs, mainly family photos,
on her computer. She also stated she forwarded e-mails that she knows she should not
have in the past. She does not believe she ever downloaded on the computer, but she
- may not have known if she did because she is not computer savvy. If she did anything
wrong, she is sorry, but she believes she simply did not understand. She apologized for
forwarding inappropriate emails and indicated she would not do so in the future (Tab 6,

Ex. V, Statement of - pp. 1-3). Both *discovery and YK

-nvestl gation revealed numerous inappropriate and sexually explicit e-mails
forwarded and received by her on her government computer during duty hours (Tab 6,
Ex. F, Printed e-mail messages and images, pp. 1-107).

~ b. OSC Allegation 2.

(D _and " (Federal employee, GS-12) sav i
S using QCAC and e-mail account numerous times. iR
observed it specifically iro September to December 2007.

' so observed Y
(aretired F ; . observed this numerous times, and
volunteered that S R cft her CAC and a slip of paper with her Personal
Identification Number in a spemﬁc spot in her cubicle when she was out of the office
(Tab 6, Ex. B, Statement of p. 1, “UNAUTHORIZED USE OF CAC/PIN
AND SHARING OF PERSONALLY ASSIGNED EMAIL ACCOUNTS”; Ex. D,
Statement of pp. 1-2, paragraph 5).
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Wis (Federal employee, GS-09) observed j using
. s CAC on one occasion, but beheves it was warranted becaus

was out of the office and requested N, ¥ use the card to meet a
suspense (Tab 6 , Ex. C, Statement of \GREN

BB 2dmits that she may have used (i and @i

}CACs and computers while both were present and that she may have used

omputer to send e-mail when he was not present. However, she explained

at the CAC use was intended to aid and complete the mission when necessary in order
to complete office busmess not to injure the government. She stated that she often typed

- on computers while [N ' B brainstormed, as she wa, the fastest
typist. She further explained that some of this 1 may have occurred while i
was out of the office with serious medical problems (Tab 6, Ex. V, Statement

WD 1-3, paragraphs 1-5).

C. Additional Relevant Evidence.

(D ) described the environment in the work unit supervised by .
3 very negatlvely and believed it was totally unacceptable. She also opined that

i i an mhad a lengthy affair (Tab 6, Ex. D, Stateme Ofﬁ
. 1-3, paragraphs 2,3, 8, 9, 10-15; Ex. E, Memorandum from i o

dated 6 August 2008, pp. 1-3, paragraphs 3-6, 8-11, 13-14).

()7 also assessed NN
substandard (Tab 6, Ex. G, Memorandum o
paragraph 4).

’ management and conduct as
k, p. 2, paragraph 2c; p. 3,

(3) At . had begun and partially completed an
' " @Y% discovery of inappropriate material on i
omputer files (Tab 6, Ex. G, Memorandum of , p-p- L,

paragraph 1; p. 4, paragraph 5; Ex. H, Memorandum of i to COL Halstead,

p- ).

(4) The Fort Eustis Directorate of Information Management (DOIM) strictly
adheres to the provisions of AR 25-1 and AR 25-2. The DOIM also monitors all
government systems for improper use and employs appropmate safeguards. However, it
did not discern any improper computer use by e (Tab 6, Ex. O, Statement of

p. 1; Ex. P, Statement of gl t, p. 1).

5) IR scored a 92% on her annual information technology assurance
examination in Jz anuary 2008 (Tab 6, Ex. W, Fort Eustis DOIM exam record).

CONCLUSIONS
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1. OSC Allegation 1. The allegation that Federal employees and contractors have sent e-
mails containing sexually explicit photographs and jokes, and conversations of an
obscene nature from government e-mail accounts during duty hours is substantiated. The

specifics are described below.

ve sent e-mails from

explicit image to

explicit photos to another Federal employeem and to a Soldier _
SR i 2005 and 2006, respectively. :

(b) The allegation that i, S

an a have sent e-mails from government e—mad accounts containing
jokes and humor of a sexual nature, discussions of sexual encounters between employees, '
and other inappropriate material is substantiated. E-mail messages authored and/or
exchanged among all of the persons named above are contained in an exhibit attached to
- the investigation. Further, although admits to receiving but not forwarding
inappropriate e-mail, that exhibit does contain an e-mail he authored which is extremely
suggestive in that it hints strongly at one or more clandestine rendezvous for sexual
.purposes with . There are also photos of JJillin various states of dress
on the hard drive of Jj RS old computer. |

2. 0SC Allegatlon 2. The allegatlon that @ used Federal employees il
B access cards and computer passwords between October

A 2007 and January 2008 is substantiated. Witnesses conclusively state they observed g

sing CACs of others and accessmg the1r computers. £ admitted
this was likely. Although' B both asserted this was done in

furtherance of mission completxon thefonner S act1ns were at least technical violations
. of AR 25-2.

CORRECTIVE ACTIONS

1. Disciplinary action was proposed to suspend—from her duties at the
ATSC, Fort Eustis, for a period of five days for misuse of government property and
resources, and for conduct unbecoming a federal employee (Addendum, enclosure 2).
This is consistent with the recommendation of the AR 15-6 investigating officer
regarding B Her grade, apparent remorsefulness, and treatment of similar
offenses in the past were considered in proposing this action. The action was initiated
and proposed by the Headquarters, TRADOC, Deputy Chief of Staff, G-3/5/7 level to
preclude any perceptions of bias by persons at ATSC. Subsequent to her receipt of the
proposal memorandum,“retired from Federal service on 31 October 2008.

2. Disciplinary action in the form of a written counseling statement has been issued to

or his failure to provide effective and appropriate leadership, and to exercise
sound Judgment when the issues involved in this matter were initially presented to him
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* (Addendum, enclosure 3). This is also consistent with the recommendation of the AR 15-
6 investigating officer. The facts that gdid take action to investigate by
referring the matter to CID and investigated further by reviewing TDY vouchers to

-ascertain whether Iy official travel coincided with H has been
considered. The action was taken by llls supervisor, the TRADOC Assistant
Deputy Chief of Staff, G-3.

- 3. Bvidence gathered was referred to the second-level supervisor of ‘wnhm the
TRADOC Deputy Chief of Staff, G-3/5/7, {5l ¥, for his misuse of
government property in transmitting an mappropnate e-mail message to
during duty hours. While he apparently did not transmit other inappropriate e-mail and
images on his computer, and the e-mail at issue is several years old, his grade (GS-13)

and lack of total candor to the investigating officer merited counsehng &S

issued a written counseling to. (Addendum, enclosure 4). '

4. TRADOC Deputy Chief of Staff, G-3/5/7 leaders have directed appropriate
professional training from the Equal Employment Opportunity (EEO) staff and others to
ensure that ATSC leadership and workforce are aware of and prepared to act on EEO-
related matters as well as other sensitive management issues in the workplace.

5. TRADOC Deputy Chief of Staff, G-3/5/7 leaders have also directed a review of the
ATSC supervisory structure and rating schemes to help ensure all employees and
managers are rated by appropriate supervisors, and that those supervisors are aware of
their supervisory responsibilities.

6. Collateral Issues.

a. Federal contractor employees are employed by the contractor performing a

government contract and are obviously not Federal employees. Both -nd | ]
Federal contractor employees and have committed misconduct in the

government workplace.ﬁexchanged many inappropriate and more than one
- sexually explicit e-mail messages and attachments to uring duty hours.
Further, regardless of whether he used his personal computer to do so, he clearly used his
AKO account to transmit the e-mail. Although I stated he does not recall
receiving sexually explicit e-mail from he exchanged a number of sexually
suggestive e-mails with her during duty hours. The results of this investigation were
referred to the Adjutant General, State of Pennsylvania, Joint Forces Headquarters, Fort
Indiantown Gap, Pennsylvania, to ensure Coalescent TechnolOgy,j current
employer, is aware of his misconduct and consideration is given to appropriate actions
under the Coalescent Technology contract. The Adjutant General replied that
contract expires in November 2008 and will not be renewed. Further, the results of the
AR 15-6 investigation were referred to his supervisor at Coalescent Technology for
appropriate action (Addendum, enclosure 5). The results of this investigation were also

1 The 10 also considered an allegation by ﬂtbat she “believed” ﬁld received a

government laptop for her use by guiiiiilé He did not pursue this action further because of a lack of
specifics and direct relevance to his investigation.
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provided to legal counsel to the contracting officer at ATSC to ensure i
employer, Wire One, is aware of his misconduct and consideration is given to appropriate
actions under the Wire One contract. Legal counsel determined that the misconduct
occurred under a now-expired contract and ATSC was without a contractual remedy
against l\ﬁr his employer. However, legal counsel will address
conduct with the contractor to ensure that the proper use of government equipment and
e-mail usage is communicated to all employees and subcontractor employees ,
(Addendum, enclosure 6). Finally, AKO administrators will be notified of this misuse of
government computers and the AKO system so that they may initiate action they deem
appropriate concerning the contractor employees.

b. ] By, and NN arc retired from government
service. MR : clearly engaged in misconduct and mismanagement while
employed at ATSC. lleged to have committed misconduct, ancﬁ

MR < 2llcged to have been, at the least, negligent in performing her supervisory
duties and responsibilities. However, as all are no longer Federal employees, they cannot
be disciplined for their conduct.

the AR 15-6 IO, determined that there were no systemic problems
Wlth the procedures and systems that educated employees and enforce compliance AR
25-1 and 25-2. Rather, he opined that management lapses facilitated the misconduct and
attributed much of it NI’ failure to exercise good management practices. As
noted above, YR is now retired and not subject to discipline or corrective
action. ’ : '

d. Results of the investigation revealed that the employees discussed in the
paragraphs above most probably engaged in sexual liaisons facrhtated by their misuse of
government computer systems and e-mail. One witness
sent home early (at 3 or 4 PM) on occasion so that I
spend time together. However, there is no evidence that
or any of the other subject employees, engaged in this conduct durmg duty hours or at
duty site.

e. There were no criminal violations evident; therefore, all actions taken against
persons responsible were administrative.

CLOSING COMMENTS
Federal employees must conduct themselves in a professional manner and refrain
from using government resources and time for their own benefit. Further, they must not
engage in conduct that tends to disgrace, discredit, or is in any way prejudicial to the

Federal service in the conduct of its service to our nation.

The Army takes its responsibility to address concerns brought to it by the OSC very
seriously. The Army has addressed the concerns raised in the instant allegations
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deliberately and thoughtfully. The planned corrective actions are intended to hold the
responsible persons accountable and deter future, similar misconduct. Further, the
additional training and reviews cited should help to ensure all employees are aware of
their individual responsibilities and the Army’s expectations for them.

This letter, with enclosures, is submitted in satisfaction of my responsibilities under
Title 5, USC, Sections 1213 (c) and (d).

Sincerély,

(Manpower & Reserve Affairs)
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DECLARATION

Pursuant to 28 U.S.C. Section 1746, I,

W o:c the following declaration.

1. I possess a Ph.D. in Systems and Information Engineering
from the University of virginia, and I have significant
‘contributions in the field within peer-reviewed publications. I

- consider myself a data mining expert.

2, On 4 August 2008 I was appointed as an AR 15-6
Investigating Officer to investigate misconduct by Federal
employees and contractor employees at Army Training Support
Center (ATSC), Fort Eustis, Virginia. I completed my
investigation on or about 14 August 2008.

3. During the course of my investigation, I reviewed'.ii
SRR cvrrent (as of August 2008) e-mail folders and found
previously undiscovered additional imaées and movies that were
sexually explicit and inappropriate (included on discs in my

investigation). I am aware WiIEENEEENEE -1c C

ATSC employees who reviewed the contents of

computer in May 2008, did not discover that wmaterial. I
conclude that they did not find everything I found because the
additional material was added after they reviewed the e-mail
folders in May, or because my advanced academic training enabled

me to discover that material.




true and correct.







DEPARTMENT OF THE ARMY
HEADQUARTERS UNITED STATES ARMY TRAINING AND DOCTRINE COMMAND
102 MCNAIR DRIVE
FORT MONROE VIRGINIA 23651-1047

REPLY TO
ATTENTION OF

ATIA 14 August 2008
MEMORANDUM FOR MG Abrabam J. Turner, Deputy Chief of Staff, G-3/5/7, HQ TRADOC,
Fort Monroe, VA 23651

SUBJECT: Findings and Recommendations of Investigating Officer

L Background

On or about 30 April 2008, . - (contractor employee for Support Directorate)
conducted a life cycle replacement of s | (Federal employee) former
computer in building 1514 on Fort Eustis, Virgini (Exhxbxts A and B). In accordance with the
Army Training Support Center’s information technology procedures , RS - |- (he
supervisor, * (Federal employee), if she required any of the replaced
computer’s data. Concerned with maintaining historical knowledge of the Video Tele-Training
and the Satellitc Education Network programs, requestedE RS {0 transfer the

hard drive’s data to the shared portal. had difficulty transterrmg the hard drive data.

He, therefore, physically removed the hard drive and gave the hard drive to -for
safekeeping.

In addition -attcmpted to obtain the historical files by coordinating with
[ UG8 new supervisors, [ tired Federal employee) and il .
(Federal employee) (Exhibit B). When i L transferred her position from the Video
Tele-Training program to TSSD Operationsf | “re-ghosted’§ (b)(6) L new
computer within TSSD Operations and transferred her former Video Tele- Trammg and Satellite
Education Network files to her new computer on or about 12 February 2008 (Exhibit A). The
“ghost” image is Army Training Support Center’s baseline information technology
configuration. As of 13 May 2008hhad not received all of the historical files

obtained through coordination.B I had pot transferred the Satellite Education
Network files (Exhibit B).

On or about 14 May 2008, qook her government laptop computer and the
removed hard drive to her off post residence to continue working from home (Exhibits B and N).
. " (Federal employee) assiste ith connecting the removed

hard dmve to the government laptop. Able to read the removed hard drive,
began searching and downloading relevant Video Tele-Training and Satellite Education Network

files. During her search,? discovered pomographtc and other inappropriate images
and PowerPoint presentations within email folders i i bad emailed some of these
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images and PowerPoint presentations to Soldiers, Federal employees, and Federal contractors,
consolidated her findings (Exhibit F) and provided them tof @

(Federal employee and Deputy Director of Army Training Support Center) on or about 19 May

2008 (Exhibits B and G).

Bldclivered the images and PowerPoint presentations contained in [
email to the Acting Executive Director, [l il (Federal employee).
consulted Army Criminal Investigation Division and his Support Directorate (Exhibits K and L).
At the advice of these technical staffs, S mstmcted Support Directorate to seize the

removed hard drive, computer b (retired Federal employee) old
computer, an ne computer (Exhxblts B G, K, and L). Army Criminal
Investigation Division informed S hat-scovery may have been improper

(Exhibit K).

At 11:00AM on 27 Mav 2008, & £ hosted a leadership meeting with B

(Exhibits B, G, 1.1, and K). e Deputy

understood the purpose of the meetmg was to dxscuss how to proceed with Ms Ahrens’
dlscovery (Exhlblts B, I and J). Rather than address the dzscovered images and the

method of dxscovery (Exhxbzts B, I, and J). Lastly,
the civilian table of punishment and penalties, directing the
statements at (Exhibits B and D). The meeting never discussed@ a .
images and PowerPoint email files (Exhibits B, I, and J).

) | Army Reguiatxons 25-1 and 25-2 violations (Exhibits G, H, and
is currently investigating the violations (Exhibit H).

(Federal employee) to use Mr. Seger’s (Senior Executive Service, TRADOC Deputy G3)
open door policy (Exhibits B, M, and N). organization, the Army Training
Support Center, is a Field Operating Agency under the direction of the TRADOC G3. FEEE ,
IS works within the TRADOC G3 and his offxce is within close proxumty to Mr. Seger $
offxce Without physxcal evzdence 4 35

. B of the TRADOC Staff Judge Advocate’s
ofﬁce On that counsel, mformed Mr. Seger of the situation and preserved Mr.
Seger’s potential decision authority over this allegation by only discussing generalities

2
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offer (Exhibit B). -

under Mr. Seger’s gmdance mformed jnot to discuss the allegations
since the issue was not within his chain of command. also stated that
could use Mr. Seger’s open door policy, but advised against it repeating that ,

ould potentially require Mr. Seger as a decision authority concerning the allegations.

On 4 August 2008, Major General Abraham Turner (Deputy Chief of Staff, TRADOC
G3/5/7) appointed [ J 2s an Army Regulation 15-6 Investigating Officer
responsible for investigating the allegatxons forwarded by the Office of Special Counsel, Merit
Systems Protection Board.

L Investigation

On 4 August 2008, L.§ 1 began the investigation by consulting the
designated legal advisor, leal In the course of the investigation, I personally
interviewed seventeen people connected with the allegations, beginning w1thm
ending with {b}(6) I obtained thirteen sworn statements, four official memorandums of
record, one certified email statement, and records of conversations with B
I8 In the course of the investigation, I have determined the following facts:

(b former hard drive as a result of the Army
Training Support Center Support Directorate’s legitimate standard operating
procedures concerning life cycle replacement, computer imaging, and data transfer
(Exhibit A, B, and G). The TRADOC Staff Judge Advocate’s office interpretation of
Army Regulation 25-2, Chapter 4, paragraph 4-5a(7) permits —search of
(5)i6) government hard drive while executing her supervisory
responsibilities. Further, because -govemment laptop frequently travels
with her, connecting the hard drive to the govemment Iaptop did not vxoiate Army
Regulation 25-2, Chapter 4, paragraph 4.5a(5). [EET=.
these legal interpretations (Exhibits G and X).

| (Federal employee of TRADOC G3/5/7 ) in undergarments sexu
exphclt material attached to email sent o] ' .

dated 9
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March 2006; sexually explicit material in a PowerPoint presentation attached to email
| dated 9 December 2005; and inappropriate email images
attached to email sent to numerous recipients, dated 2 November 2005 (Exhibit F).

iscovered sexually explicit material attached to[EEuEEEaTS S
incoming email fromiRRNENE dated 9 December 2005, 2 June 20{)6 and 5 June 2006
(Exhibit F). gRSEE nsed his AKO account and it can not be determined whether he
used a government computer or a personal computer. £ states that he uses

three computers simultaneously while working, with at least one personal computer
within the suite (Exhibit T).

d. (Federal employee) observe :
¢ CAC cards and email, but only for her
understanding of official government uses (Exhibit V).
e.
f. , Deputy Director of Army Trammg Support Center, is conducting an
igati - alleged violations of Anny Regulanons 25-1
g

response to i § possible misuse of government eqmpment to transmit

sexuaﬂy exphclt material and other inappropriate matemal
. aescnbm

discovery, and not addressing the issue (Exhibit J).

4
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summarizes the meeting by stating that he had never in the hfetIme of his career T
observed a senior leader act like { , opinion, [}
{olEls does not understand comumand responsibilities and falled to focus on the
(Exhibit J).

acknowledges addressing two alleged Army Regulation 25-1 and 25-2

violations. He is investigating sexually explicit material found on| ‘

computer. He also stated that printing of the material was “n:regular ”
tems from the Army Criminal Investigation

‘ thag actions may have been improper

Dms: n’s statement to §
(Exhibit K).

f covernment computer to other email
recipients (Exhibit L). He did not iscover sexually explicit material or other |
inappropriate images on old and new computers an
computer (Exhibit L).

oM . o of Mr. Seger’s open door pohcy and

the 1mphcat10ns associated with usmg the policy (Exhibits M and N). [ L

further encouraged s to discuss the situation with him and g
eclined (Exhibit B).

k. Fort Eustis DOIM strictly adheres to the Army Regulations 25-2 and 25-2. Further,
the DOIM monitors all government systems for improper use utilizing the SMS
system. The Fort Eustis DOIM never discovere mproper use of

government systems (Exhibits O and P).

[ further stated that he deletes and does not forward“mappropnate”
emaﬂ he receives (Exhibit Q).

in the past Blblt R). [ also states he does not forward this matriai ut
does delete it (Exhibit R).

i refused to nrovide an official statement (Exhibit §). However, he did
wish to express thaf] {316 | is a loyal government employee He found the
allegations “hard to comprehend ” He also shared that &= [ was a “church-
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118

going” woman and “loving grandmother” (Exhibit S).

{8 physically works at Fort Indiantown Gap, Pennsylvania and no longer works
for Alion Science and Technology. He declined to provide his contract supervisor
contact information. His current federal contract through Coalescent Technology
remains in email

(5)/6} i L adult
content” email, but pcrsonaﬁy does not classify such email as pomographxc (b
also informed me that he uses three computers at work, with at least one personal
computer within the suite. He further stated that he never used government
computers to send “adult content” material to (Exhibit T).

i was never a government employee with TRADOC. Personnel and
secunty checks validated that was never a member of the armed
services, a Department of the Army civilian employee, or a federal contractor
(Exhibit U).

business. She also states that she may have used computer to send
o | was not present. She also admuts that she has personal
photographs on her computer She is remorseful for her choices (Exhibit V).

scored a 92% on her annual information technology assurance

examination (Exhibit W).

and movies within [ cmail folders, mostly contained within her sent and
deleted folders. These i images include personal sexually explicit images. The
inspection also discovered all the images and PowerPoint presentations found by.
These images are consolidated on a compact disc, labeled ‘ERETE
Aug 08” (Exhibit X). In the inspection, legitimate government work dominated
the files. The sexually explicit images were sporadic.

,  obtained the images fro 208 saved email files, which
are consohdated within five compact discs (Exh1b1t Y)

Findings

‘ | improperly used government equipment to transmit sexually
exphclt and other inappropriate material. Examples include inappropriate images of
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sexually explicit material attached to email sent to
dated 12 September 2006; sexually explicit
dated 5 June 2006; sexually

, dated 2 June

lin undergarments;

material attached to email sent to
explicit material attached to email sent to
2006 inappropriate image attached to email sent to

b § . dated 9 March 2006; sexual[y exphczt
material in a PowerPomt prescntatxon attached to email sentf '

numerous recipients, dated 2 November 2005 (Exhibit F).
used government equipment to transmit sexually explicit material. | used his
AKO account and it can not be determined whether he used a government computer
or a personal computer. B states that he uses three computers simultaneously
while working, with at least one personal computer within the suite (Exhibit T). Both
are violations of Army Regulation 25-1, Chapter 6, paragraph 6-1f(1) and Army
Regulatlon 25-2, Chapter 4, paragraph 4- 5r(7) No evidence exists suggesting that

_ | | transmitted sexually explicit
or mappropnate material (Exmbxts L,Q,R,and S) No federal employment records
exist fo 5 serving as a member of the armed forces, a federal employee,

or a federal contracior (Exhibit U).

i improperly

unproperly
. b)e) . mail accounts, violating
Army Regu}atxon 25-2 Chapter 4, paragraph 4- 53(9) (Exhibits B, C, D, and V). No

evidence exists suggesting the others improperly shared passwords and accessed other
user email accounts.

¢. No systemic shortfalls allowed for the misconduct. Both the Fort Bustis DOIM and
the Army Training Support Center’s information technology staff (Support
glrectorate) strictly adbere to Army Regulations 25-1 and 25-2 (Exhibits A, L, O, and
). Both also create and execute procedures and systems that enforce employee
compliance of these regulauons However, management shortfalls enabled the
misconduct. £ [ created a work environment that permitted the
misconduct by not enforcmg Army Regulations 25-1 and 25-2 (Exhibits B, D, E, and

[ former Chief of Video Tele-Training, ancjii
prevmus supervzsor, tolerated an environment that permitted i mappropnate conduct
and contributed to the current environment within the Video Tele-Training (Exhibits

a9 (Executive Director of Army Training Support Center)

7
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did not provide effective leadership in addressing these issues when brought to his
attention. When initially addressing the alleged violations of Army Regulations 25-1 -
W focused on perceived violations by the reporting individual il
partially due to incorrect advice he received from technical staff.
However, his initial focus on the reporting individual and lack of attention to the
underlying violations reported created the perception that management tolerated the
inappropriate conduct and would not effectively deal with complaints concerning that
conduct (Exhibits B, I, J, and K). This created the perception among some employees

that management approved of the inappropriate conduct and would resent efforts to
correct it.

IV. Recommendations

RIDRE supervisors take appropriate remedial and disciplinary action against
her for her violations of AR 25-1 and AR 25-2.

) supervisors take appropriate remedial and disciplinary action to address
Ius fazlure to exercise appropriate leadership and use sound judgment in his attempts
to resolve the issues identified in this investigation when they were made known to
him in May 2008.

¢. ATSC leaders receive appropriate professiona] training designed to enhance their
ability to effectively lead their organization and to appropriately respond to Equal
Employment Opportunity issues.

d. Headquarters, TRADOC, Deputy Chief of Staff, G-3/5/7 leaders review the ATSC
supervisory structure and rating schemes to ensure all employees and managers are
supervised and rated appropriately and fairly.

vestigating Officer
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