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Federal Aviation
Administration

Memorandum

Date: e e
From: Air Traffic Organization, ATO
To: All Field Facilities

Subject: Cell Phones in Operations/Work Areas

Cellular telephones can cause audio rectification interference to air traffic controller headsets.
This harmful interference has the possibility of seriously degrading, obstructing, or interrupting
with radio frequency transmissions.

Due to the safety implications related to this issue, effective immediately, cellular phones shall
be powered off in all operational areas, at any facility where ground-to-ground or ground-to-air
communication is conducted. Union negotiations are not required.

David B. Johnson é’chard L. Day z ) M

Vice President Vice President Vice President
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Federal Aviation
Administration

Memorandum
Date: JUL 29 2009

To: Service Area Directors. En Route and QOceanic Services

From:
Director, En Route and Oceanic Safety and Operations Support (AJE-3)

Subject:  Usage of Wireless Equipment in Air Route Traffic Control Center (ARTCC)
Operational Areas

Numerous agency directives require ATO approval of equipment prior to use in operational
areas. On September 20, 2006. a memorandum was issued specifically prohibiting use of new
wireless devices in control rooms without authorization from AJE-3 (Attachment A). A
subsequent memorandum issued on February 18, 2009, reiterated this guitdance and stated that
Air Traffic Managers shall prohibit use of any unauthorized wireless equipment in operational
arcas. (Attachment B).

AJE-3 recently completed an audit of wireless devices in use in ARTCC operational arcas and
finds most of them have not been approved for use in accordance with these memorandums and
agency directives. Accordingly, all ARTCC's must adhere to following guidance:

e Cell phones of any type are prohibited from usc in the operational control room
excluding ATC ZERO situations as specified in JO 1900.47B. Air | raffic Organization
Operational Contingency Plan. Cell phones are confirmed to cause interruption to
National Airspace System (NAS) equipment and must be powered off. Vibrate mode,
silence mode, airplane mode or any other mode is not authorized.

e Plantronics CA12CI) wireless headsets are not authorized. Air Iraffic Managers
shall ensure no wireless dcvices are connected to any NAS operational equipment: this
includes all VSCS equipment at operational positions and ancillary positions.

e Spectralink cordless phones are permitted for use in the operational areas for
non-control purposes.

e Immediately remove any wireless device. in accordance with FAA and FCC regulations,
if there 1s an indication it may be causing interference to the NAS.
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¢ Do not purchase for use or integrate any new wireless device into operational areas
without prior approval from the Director , Safety and Operations Support. AJE-3

AJE-3 is working with Technical Operations. Spectrum Engineering Services. to identity devices
with push-to-talk capabilities that can be authorized for use in operational areas for non-control
purposes.

If you have questions, pleasc contact Dennis Copfer 202-267-7176 or e-mail at
dennis.copferiy taa gon.




Federal Aviation
Administration

Memorandum
Date DEC 3 1 7869

fo Distitbutior

From CDucaior Temumal Satets and Operations Support ATL 2

Director Fn Route and Oceanie Safets and Operations Support

AT R

Subject Use of Wareless Headsets m A Trathic Control Operational Nieas for Ground to
Crround Communieattons

In response to Termimal and En Route treld tacihiy requests to use the Planttonies CAL2CD
wireless headsets a Satety Risk Management Pancl (SRMPY was convened to determine the
assoctated tisks and develop mitigations for the use of these units in An Trathic Contiol
opciional areas tor ground to-gronnd communications  The satety assessment described mthe
SRAM Document (SRMD Y was performed by applyimg the SRA process as defimed by An
Prattic Organtzation Satety Management System (SMVS) Manual version 208 dated May 2006
Fhe panel sas completed 1n November 2009 and the final SRMD o~ currentiy bemg cucudated

tor stenatures

Lhe SRAIP utilized the prehimumany hazards analssis (PH A ool tordentity five hasands all of
which were classttied as mitral and residual Tow 1isks The panel s recommended safety
nutications were o provide tamng on the use applications and himtations of Plantionies
CAL2CD wireless headset

Fhe SRANP analy zed the Plantronies CAT2CD for potential safety isks 1o the Navond Mirspace
System (ONVASY and sdentihied some nutigations for them T s important to note that this unit was
purchased locally and thus was never tormaliy tested N kev assumption made by the pancl was
that o headquorters Tevet organization or program othice would be designated to manage this
oroctam and conduct the appropriate testing requacd to onsre the wireless headsaes would not
necaltively impact NAS commuunmeations Fhis rostiog s schedulded to he completed tor Fermimal
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vorce switch svstoms by Feboeary 20000 Tosunz tor o Rowte vorce ~witch svstams has not s ot

heen schoduled

Fhe SRMD docaments two vears of usace data ot this sastem and show s that thae werd no
problems s use Ao there s a demonstrated history of pettormance by the Plantronics
CAL2CD mthe NAS wath no reported negative impact to NAS communications . Based on this
history and given paragraph 3 116 of the Satety Management System Manaal ¢ Risk
Assumption Strategy 1 we e authorrzing the use of this device priot to having the tesung
completed  The SMS manual tefers to this as a Risk Assumption Strategy as tollows

316 Risk Assumption Stiategy

Fhe sk assumpuion suategy 1s simply accepting the hkehihood o1 probability and the
consequences assoctated with arish s occurrence Teis not aceeptable 1o use an assumption
strategy 1o treat high risk assoctated with a hazard - The Satety risk must stidl be reduced to
medium or fow before 1t can be weepted mto the NAS as requied by SRM documented in
this manual

Pending results of the scheduled testing the use of the Plantronies C A2CD wireless headset in
Ant Trathe Control Operational arcas tor ground to ground communicatrons i~ authorized unda
the foltowing condiions

I Onhy the Planttomies € A2 headset s authorized tor use

1

Use s restiicted to members of the operational team while dischargimy the duties of
OMIC OSIC CLC TMC or other duties that 1equite active montoring of oparations
They may be used to provide monitoring of one or more operattonal postttons and/or to
citect landhine coordmation

Use of this device durmg the conduct of a pertormance or certifrcation skatls check must
be done maccordance with the provisions of doect momtorng contamed im FA A Order
312004

o

1 The umt may not be used at any Fermmal or Fn Route operational postions including
Radar Radar Assocnite Hand oft Coordinators or any assist posttions by any personncl
asstgned to those posttions for any purpose to metude mter or it factlity coordination
o1 any coordination typreally assocrated with those posiions

S The unitmay not under any circumstances be used o two way communicatron with
arteratt

6 Lhe headsets are onhy authorized at fucthities that were using thaom prion 1o then remon al
from scrvice Bapanded use of these headsets at other tacthities s not anthonzad

Pt s discoverad that the headsct~ ao causmg any tvpe ob imtorforonce with NS Voo
swoitches the heedsets shall mmcdiate v bo romovad from ~savice Hoeadguontarns shall b
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nottbired of any maordent that rosalts msuspocted o wtual mterfercnce causea by the

headset

I vou have any questions of destie futther mlormation plodase contact facob Dorsey Manavar
Ferminal Reguirements Group VL 2> a0 02023 36 8600 o1 Dranne Bodenhamer Managar

Fechimical Performance Support MNIE 36 at (202) 193 3270

Distiibution

Ducecior Central Termmal Operatons AT-C

Duector, Eastern Termimal Operations AT T

Duector Western Ternmunal Operations VT W

An Trathie Manager T astem | o Route and Oceanic Operations
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Federal Aviation
Administration

Memorandum
Date: FEB 1 8 2004

To: Service Area Directors, En Route and Oceanic Services

=X M

From: %5. _ .Director. En Route and Occanic Satety and Operations Support

Subject:  Wireless Equipment and Usage in the Operational Control Room

A memorandum was distributed by the Air Traffic Organization (ATO) in December 2005 to
restrict the usc of cellular phones in all opcerational areas due to potential interference with
controller headsets and radio frequency transmissions. A subsequent memorandum. dated
September 20. 2006 (attached). prohibited the use of any new wireless devices in the control
room without authorization from En Route and Oceanic Services. Safety and Operations Support
offices.

Per FAA JO 7110.65S, Air Trattic Control. paragraphl-1-7. Safety Management System (SMS).
FAA Order 1100161, Air Trattic Satety Oversight, paragraph 4-1. Elements Related to
Acquiring and Implementing New Systems, FAA Order 1000.37. Air Tratfic Organization
Safety Management System, and FAA Order 1000.39, Air Traffic Organization En Route and
Oceanic Services Safety Management System. all wireless equipment must be approved by the
ATO prior to use in the operational areas.

[t has come to our attention that commercial. off- the- shelf wireless headsets and similar
cquipment has been purchased for use in the operational areas without the required approyal.
Examples of such equipment are Plantronics CA12CD Wireless Headsets plugged into NAS
operational positions and coreless telephones acquired after September 2006, Air Traffic
Managers shall prohibit the use of unauthorized wireless equipment in operational arcas.

Please ensure vour facilities conduct an audit of all wireless equipment being used within the
operational areas. The audit must include manufacturer, model. and purpose of use. Submit the
audit information and any requests for approval to ATO-W by COB March 27. 2009. Submit the
ATO-W approval to ATO-E. En Route and Oceanic Services, Safetv and Operations Support.
Technical Performance Group. AJE-36. for tinal authorization.

It vou have questions. please contact Diane Bodenhamer at (202) 493-5276 or e-mail at
drane.bodenhamera faa.gos.



Federal Aviation
Administration

Memorandum

Date: SEP 20 m

To: All En Route and Qceanic Service Area Directors

From:

Director, En Route and Oceanic Safety and Operations Support

Prepared by: [ 22n2zer. Technical Performance Support

Subject: Wireless Devices

Due to requests for additional usages of wireless devices in the operating area, Technical
Operations (ATO-W) has been asked to further clarify its’ position stated in ATO Maintenance
Alert No.102229 regarding cell phone usage in the control room. Pending the clarification from
ATO-W, any new wireless devices are prohibited from use in the control room without
authorization from the En Route and Oceanic Safety and Operations Support office (current
cordless telephones are excluded).

If you have any questions regarding this matter, contact Martin W. Adams at (202) 267-7406.

Attachment A
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Federal Aviation
Administration

Memorandum

Datc: FEB 1 8 2006
To: Service Area Directors, En Route and Oceanic Services
From: Director, En Route and Oceanic Safety and Operations Support

Subject:  Wireless Equipment and Usage in the Operational Control Room

A memorandum was distributed by the Air Traffic Organization (ATO) in December 2005 to
restrict the use of cellular phones in all operational areas due to potential interference with
controller headsets and radio frequency transmissions. A subsequent memorandum, dated
September 20, 2006 (attached), prohibited the use of any new wireless devices in the control

room without authorization from En Route and Oceanic Senvices, Safety and Operations Support
offices.

Per FAA JO 7110.658, Air Traffic Control, paragraph1-1-7, Safety Management System (SMS),
FAA Order 1100.161, Aiwr Traftic Safety Oversight, paragraph 4-1, Elements Related to
Acquiring and Implementing New Systems, FAA Order 1000.37, Air Traffic Organization
Safety Management System, and FAA Order 1000.39, Air Traffic Organization En Route and
Oceanic Services Safety Management System, all wireless equipment must be approved by the
ATO prior to use in the operational areas.

1t has come to our attention that commercial, off- the- shclf wircless headsets and similar
equipment has been purchased for use in the operational areas without the required approval.
Examples of such equipment are Plantronics CA 12CD Wireless Headsets plugged into NAS
operational positions and coreless telcphones acquired after September 2006. Air Traffic
Managers shall prohibit the use of unauthorized wireless equipment in operational areas.

Please ensure your facilities conduct an audit of all wireless equipment being used within the
operational areas. The audit must include manufacturer, model, and purpose of use. Submit the
audit information and any requests for approval to ATO-W by COB March 27. 2009. Submit the
ATO-W approval to ATO-E, En Route and Oceanic Services. Safety and Operations Support,
Technical Performance Group, AJE-36. for final authorization.

If you have questions. please contact Diane Bodenhamer at (202) 493-5276 or e-mail at
dinne bodenhamerda faa, oov,

Attachment B





