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Special Counsel Carolyn N. Lemer
U.S. Office of Special Counsel
1730 M Street, N.W. Suite 300
Washington, D.C. 20310-0101

RE: Whistleblower Investigation, Network
Enterprise Center, Fort Buchanan, Puerto Rico,
OSC File Number DI-14-0026

Dear Ms. Lerner:

In accordance with Title 5, United States Code, Sections 1213(c) and (d), the enclosed
report is submitted in response to your referral of information requesting an investigation of
allegations and a report of findings in the above referenced case.

The Secretary of the Army (SA) has delegated to me his authority, as agency head, to
review, sign, and submut o you the report required by Title 5, United States Code, Sections
1213(c) and (d). [TAB A].

The Department of the Army (DA) has enclosed two versions of its report. The first
version of the report contains the names and duty titles of military service members and civilian
. employees of the DA. This first version is for your official use only, as specified in Title 5,
United States Code, Section 1213(e); we understand that, as required by that law, you will
provide a copy of this first version of the report to the Whistleblower, the President of the United
States and the Senate and House Armed Services Committees for their review. Other releases of

the first version of the report may result in violations of the Privacy Act’ and breaches of
personal privacy interests.

The second verston of the report has been constructed to eliminate references to privacy-
protected information and is suitable for release to all others as well as any regulations that
require protection. We request that only the second version of the report be made available on
your web-site, in your public library, or in any other forum in which it will be accessible to
persons not expressly entitled by Jaw to a copy of the report.

' The Privacy Act of 1974, Title 5, United States Code, Section 552a.
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INFORMATION INITIATING THE INVESTIGATION

By letter dated February 21, 2014, the Office of Special Counsel (OSC) referred to the
SA specific allegations made by an anonymous whistleblower against the Fort Buchanan
Network Enterprise Center (NEC), 106th Signal Brigade, 7th Signal Command (Theater), Fort
Buchanan, Puerto Rico, which form the basis of this investigation and Report. The OSC advised
that those allegations, if accurate, disclosed that NEC officials may have engaged in actions
constituting a violation of law, rule, or regulation and an abuse of authority. Specifically, the
whistleblower made the following allegations:

OSC Referred Allegation 1: Mr. [NEC Director], the NEC Director, on several
occasions, improperly gave gifts (gift cards) and awards (including free lunches) to contract
employees who are employed by GC&E Systems Group. These actions were improper in that
they involved the expenditure of agency funds on contract employees’ awards and created the
appearance of an employee/employer relationship between contract employees and agency
management. '

OSC Referred Allegation 2: Government-sponsored Avaya Voice training was
improperly provided to contract employees (Mr. [GC&E Employee #1], Mr. [GC&E Employee
#3], and Mr. [GC&E Employee #2]) between September 20, 2013, and October 4, 2013,

OSC Referred Allegation 3: Mr. [NEC Director] improperly promoted Mr. [GC&E
Employee #1] and Mr. [GC&E Employee #2] to Network Engineer contract positions without
the guidance of the Contracting Officer, Mr. [COR], or the Contract Site Manager, Ms [GC&E

Site Lead].

OSC Referred Allegation 4: Mr. [GC&E Employee #1] and Mr. [GC&E Employee #2]
were promoted without the required experience, training, and certifications for their positions.

OSC Referred Allegation 5: Contract employees regularly engage in inherently
governmental functions, such as attending meetings for federal employees and conducting

training for top management.

OSC Referred Allegation 6: Mr, [NEC Director] directed contract employees to work on
projects outside the scope of their contract, such as the construction of a gazebo on government

property.

OSC Referred Allegation 7: Materials for the gazebo building were purchased on a
Government Purchase Card at Home Depot, but were later returned to the store and logged by
the responsible Parties as “furniture.”

OSC Referred Allegation 8: Contract employeeé are permitted to use government-owned
vehicles to conduct on-base work, while federal employees are required to use their own vehicles
for both on and off-base work. ;



CONDUCT OF THE INVESTIGATION

Shortly before the OSC’s referral of the whistleblower’s allegations to the SA, the 7th
Signal Command (Theater) Inspector General (IG) also received complaints regarding the Fort
Buchanan NEC. By letter dated January 27, 2014, the 7th Signal Command (Theater), Inspector
General (IG) referred the allegations it had received concerning the Fort Buchanan NEC to the
Commander, 106th Signal Brigade, Joint Base San Antonio, Fort Sam Houston, Texas. [TAB
B]. Specifically, the complaints to the IG made the following allegations:

(1) Mr. [NEC Director], NEC Director, created an unhea]thy command climate, in
violation ()f AR 600-100, Paragraph 1-6;*

(2) Mr. [COR], Contracting Officer representative, received handyman services at his
residence from Mr. (GC&E contract employee) as a favor, in violation of the Federal
Acquisition Regulation (FAR), Paragraph 3.101-2;

(3) On or about 25 October 2013, Mr. [NEC Director] improperly directed Mr. [Network
Specialist #1] (DA Civilian) to discuss classified information over a non-secure line, in violation
of AR 380-5, Paragraph 6-13;

{4) On or about 14 August 2013, Mr. [NEC Director] improperly used the Government
Purchase Card to make unauthorized purchases ($2509) for gazebo materials, in violation of the
Army Government Purchase Card Standard Operating Procedures, 14 January 2014;

(5) Mr. [NEC Director] improperly discussed negotiated terms of an upcoming GC&E
contract to get six additional contract employees for the inside/outside plant with GC&E
officials, in violation of FAR paragraph 3.104-3;

(6) GC&LE employees were provided government-sponsored Avaya Voice and Switch
training, in violation of Government Contract #W91RUS-08-D-0004;

(7y GC&E employees were moved to different positions (Network Engineers,
Administrative Assistant, Commmunications Technician, Network Switches Configuration, IT
Specialists, and Configurations Management) within the NEC without the required training and
qualifications listed in Government Contract #W91RUS-08-D-0004, in violation of the FAR,
paragraph 3.101-2; and

(8) GC&E employees were required to construct a gazebo and build a Christmas float at
the NEC during duty hours, in violation of Government Contract #W91RUS-08-D-0004.

? Allegations 1, 2 and 3 that were received by the 7th Signal Command (Theater) 1G concerning the Fort Buchanan
NEC are not addressed in this Report since they were not referred by the OSC to the SA for investigation. They are
merely referenced above as additional background information.
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By memorandum dated January 29, 2014, the Commander, 106th Signal Brigade,
appointed Mr. [IO] as an investigating officer (10) pursuant to Army Regulation (AR)15-6,
Procedures for Investigating Officers and Boards of Officers (October 2, 2006)” with a mandate
to conduct an investigation into the IG-initiated complaint of alleged misconduct at the Fort

Buchanan NEC. [TAB Dl

Subsequently, the 7th Signal Command (Theater), IG also received a Department of
Defense (DoD) 1G Hotline case with the same allegations as those that had been previously
received by the 7th Signal Command (Theater), IG. However, since they were the same
allegations as those already being investigated by IO in the AR 15-6 investigation that had been
initiated by the 106th Signal Brigade, there was no need to pursue another investigation or
amend that effort.

Shortly thereafter, by letter dated March 4, 2014, the SA, through the Army Office of
General Counsel (OGC), forwarded the OSC referral to the Commander, U.S. Army Network
Enterprise Technology Command (NETCOM). [TAB E]. NETCOM subsequently referred the -
matter to the 7th Signal Command (Theater), its subordinate command, for investigation.

By email dated March 5, 2014, the Commander, 106th Signal Brigade, directed the 10 to
add the allegations set forth in the OSC referral letter to the ongoing AR 15-6 investigation
because of the similarity of the allegations. [TAB F]. The 10 received the formal addendum
regarding the allegations made to OSC on March 27, 2014. In the interim, on March 13, 2014,
the I0 completed the AR 15-6 report of investigation (ROI).

BACKGROUND

The investigation conducted in response to the OSC-referred allegations principally
focuses on Mr. [NEC Director], the NEC Director, and his interactions with contract employees
from GC&E Systems Group. To facilitate a better understanding of the facts and circumstances
associated with the whistleblower ailegations to the OSC, and the resultant findings and
recommendations, it is helpful to understand the organizational structure and functions of the 7th
Signal Command (Theater) and the Fort Buchanan NEC.

Organizational Structure of the Fort Buchanan NEC

The Fort Buchanan NEC is located at Fort Buchanan, Puerto Rico. It includes twenty-
three (23) Department of the Army Civilians (DACs) and twenty-one (21) contractors from
GC&E Systems Group. [TABs 1 and 2]. The Fort Buchanan NEC is one of twenty-one (21)
NECs assigned to the 106th Signal Brigade, whose headquarters is located at Joint Base San
Antonio (JBSA), Fort Sam Houston, Texas. [TAB 3]. The twenty-one NECs are geographically-
dispersed throughout CONUS and Puerto Rico and are organized under four (4) Area Support
Teams.

* AR 15-6 promulgates guidelines for Army administrative investigations. Army commands and organizations
frequéntly appeint investigating officers under provisions of AR 15-6 to investigate ali manner of allegations and
concerns. [TAB CJ.



The Fort Buchanan NEC is one of nine (9} NECs assigned to Area Support Team 3. The
leadership for Arca Support Team 3 is located at JBSA Fort Sam Houston along with the
leadership of the other Area Support Teams. The Area Support Team 3’s higher headquarters,
the 106th Signal Brigade, is a subordinate brigade of the 7th Signal Command ('I‘h«eater)4 whose
headquarters is located at Fort Gordon, Georgia. [TAB 3].

7th Signal Command (Theater) is the CONUS theater signal command and is one of the
subordinate theater signal commands of the Network Enterprise Technology Command
(NETCOM)/9th Signal Command (Army), whose headquarters is located at Fort Huachuca,
Arizona. [TAB 3].

At all times relevant to the allegations and AR 15-6 investigation, NETCOM was a
direct reporting unit (DRUY to DA’s Chief Information Officer (CIO)/G6; however, pursuant to
General Orders (GO} No. 2014-02, dated March 6, 2014, NETCOM was disestablished as a
DRU and reassigned, together with its authorities and responsibilities, subordinate elements,
personnel, and resources to Second Army. Second Army is now a DRU to CIO/G6. ® [TAB 4].

Mission of Second Army and Fort Buchanan NEC

Second Army serves as the single point of contact for Army missions and functions
related to reporting on, assessing, planning, coordinating, integrating, synchronizing, directing
and conducting Army network operations. Subject to coordination with U.S. Army Cyber
Command, Second Army plans, coordinates, integrates, synchronizes, directs and conducts
network defense measures within all Army networks and, as directed, within Department of
Defense Information Networks. Mindful of the Secretary’s commitment to unity of effort,
Second Army will maximize communication, coordination, and information sharing with the
HQDA Chief Information Officer/G--6 and U.S. Army Cyber Command in the execution of these
missions and functions.

M Signal Command (Theater} may also be referred to as “7" Signal Command.”

> A direct reporting unit is defined in AR 10-87, Army Commands, Army Service Component Commands, and Direct
Reporting Units, September 4, 2007, as an Armyy organization comprised of one or more units with institutional or
operational support functions, designated by the SA, normally to provide broad general support to the Army in a
single, unique discipline not otherwise available elsewhere in the Army. DRUs report directly to a HQDA principal
and/or ACOM and operate under authorities established by the SA.

% 1t should be noted that an additional organizational structure/command matter is established in General Order
2014-2, specifically, it affirms that on | October 2010, the Secretary of the Army established U.S. Army Cyher

" Command as an operational Army force reporting directly to Headquarters, Department of the Army (HQDA).
Subsequently, at the direction of the Secretary of Defense, the Secretary of the Army assigned U.S. Army Cyher
Command to U.S. Strategic Command. The Secretary of Defense has designated U.5. Army Cyber Command as the
Army Force Component Headquarters of U.S. Cyber Command, a sub-unified command of U.8. Strategic
Command. Thus, U.S. Army Cyber Command is the primary Army headquarters responsible for cyberspace
operations in support of Joint requirements and serves as the single point of contact for reporting and assessing
Army cyberspace incidents, events and operations in Army networks, and for synchronizing and integrating Army
responses thereto. U.S. Army Cyber Command, in coordination with Second Army, plans, coordinates, integrates,
synchronizes, directs and conducts an infegrated defense within all Army networks, and, as directed, within
Department of Defense Information Networks. Mindful of the Secretary’s commitment to unity of effort, the HQDA
Chief Information Officer/G-6, U.5. Army Cyber Command and Second Army will maximize communication and
information sharing in the execution of the missions and functions.
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The mission of the Fort Buchanan NEC (hercinafter “NEC”) is to enable customer
success through the operation and maintenance of command and control communication systems
by embracing emerging information management technologies and methodologies. To that end,
the NEC provides IT support to 12 Commands spread across the island of Puerto Rico. It plans
for and, on order, conducts contingency operations as well as maintains garrison operational and
situational awareness. Moreover, the NEC maintains haison with mission commanders and
leaders. lts additional responsibilities include: supporting 5,000 to 8,500 combined reserve and
active component military and civilian employees across Puerto Rico and the outlying Caribbean
DoD and non-DoD agencies; conducting daily operations to provide Enterprise Services support
to mission commanders; maintaining and improving Enterprise Services, and infrastructure for
those who live, work, and raise families at Fort Buchanan, Puerto Rico.

NEC Command Climate and a Blended Workforce

The 10’s investigation delved deeply into the NEC Director’s “management style” and
how his subordinates responded to him. Additionally, as a result of that inquiry, the issue of
challenges inherent in a “‘blended workforce” comprised of both Department of the Army
Civilians (DACs) and contractor employees was often mentioned by several of the witnesses as
contributing to the “us” versus “them” attitudes that pervaded the NEC workplace. Hence, the
dynamics of these seemingly unrelated issues somewhat complicated Mr. [NEC Director]’s
ability to supervise and maintain “order and discipline” and respect for all members of this NEC
“team.” Nevertheless, he sought to establish an “esprit d” corps” within his blended workforce
while adhering to the appropriate legal standards for working with contractor employees. Mr.
INEC Director]’s management style was to be direct and firm, in-essence, a “no nonsense”
manager.

Mr. [NEC Director] assumed the duties of the Director of the Fort Buchanan NEC in
February 2013. Prior to that appointment, he had held several Information Technology (IT)
positions, including several supervisory IT positions, at the 106™ Signal Brigade in San Antonio,
Texas, between 2009 and his assignment to Fort Buchanan.

Shortly after arriving at Fort Buchanan, Mr. [NEC Director] testified, in detail, as to the
Town Hall meeting he held with the NEC staff. {TAB 5, Mr. [NEC Director], Statement,
February 18, 2014]. There were numerous complaints submitted to him regarding the poor
command climate that he “inherited” when he assumed the Director’s duties. Mr. INEC Director]
categorized those complaints into “four core areas requiring immediate leadership
involvement/attention” which he categorized as “promotions and hiring actions”;
“communications issues’; team work issues™; and “training deficiencies”. Specific examples
from these four categories included the following areas: nepotism; unqualified applicants being
hired; lack of training; lack of customer service mentality; lack of personal accountability;
micromanagement; poor scheduling and last minute taskings; profanity; do away with the “24/7”
shift since there was no operational need for it; and conflicts between DACs and contractors.



In response to the complaints, Mr. [NEC Director] implemented some new rules and
enforced both the new and existing rules to include the following:

“no sleeping at the workplace, arriving late and/or leaving early is unacceptable,
profanity at the workplace will not be tolerated, schedules will be published 90
days in advance, smoking will not be tolerated inside 50 feet from each facility,
no cooking with open fires inside the facility, unplanned overtime will not be
executed unless Operational Impact is determined/approved by NEC Director ,
one voice will represent the NEC via Operations center, CMEs [contractor
manpower equi_vaients]7 will no longer work without governmental
representation, working between 2200 to 0600 and weekends will be shared
between DACs and CMEs, ...No golfing on government time, no alcohol
consumption at the work place, nepotism hiring will not be tolerated between
DACs and CME’s,...cells phones are not authorized in a facility processing
collateral information, Junch breaks will not exceed 60 minutes, personnel will
not take 59 minutes on their own accord, employees will be respected and
screaming will not be tolerated. Areas mentioned above are within Merit
Principles, my employees are treated with respect and dignity at all times.”

Both testimonial and documentary evidence gathered during the AR 15-6 investigation
revealed that a number of the interviewed witnesses were very unhappy with the command
climate that developed when they first starting experiencing Mr. [NEC Director]’s management
style. In his February 11, 2014 statement, Mr. [Network Specialist #3] described the situation as
follows:

“Regarding the command climate at the Network Enterprise Fort Buchanan; T have
noticed most peers and supervisors on edge and stressed since the arrival of our new
director, Mr. [NEC Director]. I have felt some anxiety as a result of multiple tasks and
changes implemented by Mr. [NEC Director]. However, I do understand that this is to be
expected whenever a new administration takes over to correct deficiencies or to make
processes more efficient. T am no stranger to change having served in the military for 21
years plus my 13+ years at this command as a civilian. Most of my peers have no military
background and might not be accustomed to the aggressive character of Mr. [NEC
Director] in taking charge. In my humble opinion the problem lies in that there are
too many changes too quick considering that we are 1) going through a major data
and voice network cutover preparation, 2) the shift from an easy going routine
from the previous administration as compared to the gung ho nature of the
present, 3) the diminishing of personnel over a span of seven years through
layoffs of contractors and death, retirement, or transfers of DAC employees, 4)
the lack of experience of some younger employees, and 5) the sustained operation
with increased tasking with this diminishing workforce. All have an effect on
people that may cause mental, physical, and emotional stresses of the workforce
making them less productive. The cultural differences play an important factor

7 Contractor Manpower Equivalents or “CMEs” is a term utilized within the DoD when specifically referencing the
manpower work load equivalent of work performed by contractor employees, but, it is also a term used to reference
contractor employees, in general.



from that in the mainland, and other people being assigned to Fort Buchanan have
met with similar experiences.”

On the other hand, Mr. [106th Staff Member], a civilian employee who had worked with
Mzr. [NEC Director] at Fort Sam Houston, San Antonio, Texas, just prior to Mr. [NEC
Director]’s move to Fort Buchanan, stated in his March 10, 2014 statement the following about
Mr. [NEC Director]’s management style which was in essence, a “take charge” approach to
management:

“Mr. [NEC Director]’s leadership produced an environment that set the
conditions for successful accomplishment of every mission assigned to the 106th
Operations Center. While tenaciously driven to improve the processes and
communication by which tasks were assigned, actioned and reported, his assertive
style of leadership and task management clashed with many subordinates
unaccustomed to such a personality. Mr. [NEC Director]'s energy and detail
oriented focus on all aspects of a task was often perceived by many in the Ops
Center as micromanagement and detrimental to the professional competence and
professional development of the team. Despite the numerous clashes in
personality, Mr. [NEC Director] was an unfailing advocate for every one of his
subordinates, whether it was a professional matter or a personal family issue.
Some positive improvements implemented by Mr. [NEC Director] in the 106th
Operations Center include: Standardization of incident reporting thresholds and
formats to senior leaders, refinement of multilateral communications across
various agencies and development of Ops Center to Brigade staff validation
process relating to management of assistance requests, RFIs, and task orders. A
few changes that | would recommend to Mr. [NEC Director]'s leadership style
include: recognition of morale deterioration in team resulting from approach to
management, the ability to empower subordinate leaders to accomplish tasks
without intrusive oversight and an acceptance of resource limitations when
volunteering for additional tasks from other staff sections.”

Lastly, another perspective is provided by Ms. [GC&E Site Lead], the Site Lead for the
GC&E contract at the NEC Fort Buchanan, and Mr. [GC&E Program Manager], the GC&E
Program Manager for the NEC Fort Buchanan contract. In a memorandum for record (MFR), 8
dated February 12, 2014, the 10O summarized Ms. [GC&E Site Lead] and Mr. [GC&E Program
Manager]’s testimony on Mr. [NEC Director]’s management style as follows:

“[GC&E Site Lead] explains Command Climate as fine when she talked about it
with her staff. She had a meeting with her staff about three weeks prior to me
conducting the interview. When I asked how the climate was compared to two

8 It should be noted that the 10 received testimony from Ms. [GC&E Site Lead] and Mr. [GC&E Program Manager]
and captured it in both a _
1-1/2 hour audio tape as well as in the above referenced MFR.
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(2) years ago she thought it was the same. She did state that the staff has been
doing more things, more taskings. She goes on to explain what they do now to
view and monitor the networks is on a computer-screen compared to looking at
the actual equipment as they did before. [GC&E Program Manager] explains the
differences between leadership styles. He said with the previous Director the
atmosphere was more laid back, less strict. Mr. [NEC Director] runs a
professional outfit that the contract meets his requirements as stated in the
contract and he is very by the books. Differences are that the people that did not
work very hard in the past now have to work. We have a few personnel that are
being influenced by DACs. [GC&E Site Lead] states that she hears rumors all the
time, and that she sees GC&E employees talking the DACs behind buildings.
Both [GC&E Site Lead] and [GC&E Program Manager] agree with the approach
Mr. [NEC Director] is using. [GC&E Site Lead] goes on to explain that the
operational reporting is done with an EXSUM [Executive Summary] now, no
longer using email anymore. She perceives this as the NETCOM way. Now the
contractors have to learn and change to the new formats, which is something they
never had to do before. This is the way we have to process things to the 106™. In
summary, the environment has changed to a more professional structure and
personnel are held more accountable. [GC&E Site Lead] states that she cannot
say no to change.”

APPLICABLE LAWS, RULES AND REGULATIONS, AND
RELEVANT CONTRACT AUTHORITIES GOVERNING
CONTRACTS AND INTERACTION WITH AND
RECOGNITION OF CONTRACTOR EMPLOYEES

Generally, the Federal Government is required to recruit its employees either through
hiring under competitive appointment or through procedures otherwise required by the civil
service laws.” Federal employees are persons who are appointed, supervised by a federal officer,
and perform federal functions pursuant to authorization from a congressional act or executive
order.’”® There is a “long-standing rule that persons performing purely personal services for the
Government must be placed on Government payrolls and made subject to [government]
supervision.”"" Consequently, the Government may not enter a contract for personal services
unless it has received explicit Congressional authorization. '

The most basic codified definition of a personal services contract comes from the Federal
Acquisition Regulation (FAR): “Personal services contract means a contract that, by its express
terms or as administered, makes the contractor personnel appear to be, in effect, Government
Employees ...”"" The extremely fact-specific nature of the determination as to whether a
contractor employee is performing a personal services contract or a non-personal services

? See Civil Service Act, Title 5, USC, Sections 3301-3397, 7301 (2006).

10 Tite 5, USC, Section 2105(a).

' Pers. Servs. Private Contract v. Gov’t Pers.-Statutory Emp’t Ceilings, 32 Comp. Gen. 427, at 430 (1953).
2 FAR 37.104 (a) and (b).

* FAR 2.101.



contract makes the analysis both simple and complex. Indeed, in any given scenario, reasonable
minds easily could differ about whether to characterize an employment situation as being
executed or performed as a personal services or a non-personal services contract marnner.

Over the years, however, the personal services contracts ban has become a relatively
consistent and clear formulation: “In simple terms, this means that the [glovernment cannot hire
contractors to be used in the same manner as a government employee, nor can Supervisors
exercise sirnilar control and management authority over contractor personnel as they may a
government worker.” When determining whether such services contracts are proper, the FAR
cautions that “fejach contract arrangement must be judged in the light of its own facts and
circumstances . . ..”"" Whether the Government “exercise[s] relatively continuous supervision
and control over the contractor personnel performing the contract” becomes the determinative
factor.”® A personal services contract can arise under the contracts terms or “in the manner of its
administration during performance.””

Whether the government’s treatment of a non-personal service contract employee crosses
the line and creates an impermissible employer-employee relationship must be judged in light of
the particular circumstances. The key question is whether the government exercises relatively
continuous supervision and control over the contractor personnel performing the contract at
issue. Accordingly, FAR 37.104(c)(2) states, “The sporadic, unauthorized supervision of only
one of a large number of contractor employees might reasonably be considered not relevant . . .7

To assist agencies in making the fact-specific determinations required for each
circumstance, FAR 37.104(d) lists criteria to be applied when analyzing “whether or not a
proposed contract is personal in nature.” The criteria include:

(1) Performance on site;
{(2) Principal tools and equipment furnished by the government;
(3) Services are applied directly to the integral effort of agencies or an
organizational subpart in furtherance of assigned function or mission;
(4) Comparable services, meeting comparable needs, are performed in the same
or sumilar agencies using civil service personnel;
(5) The need for the type of service provided can reasonably be expected to last
beyond 1 year; _
(6) The inherent nature of the service, or the manner in which it is provided,
reasonably requires directly or indirectly, government direction or supervision of
contractor employees in order to—
(a) Adequately protect the Government's interest;
(b) Retain control of the function involved; or
(c) Retain full personal responsibility for the function supported in a duly
authorized Federal officer or employee.

" Glenn I. Voelz, Contractors in the Government Workplace: Managing the Blended Workforce 51 (Gov't Inst.
Press 2010).

15 FAR 37.104(b). .
' FAR 37.104(c)(2) {referring to that inquiry as “the key question™); see also Consultant Servs., T.C. Assocs.,

B-193035, 79-1 CPD ] 260, at 1 (Comp. Gen. Apr. 12, 1979).
17 FAR 37.104(c).
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The presence of any or all of the above elements in the performance of a contract
intended to be for non-personal services could create an improper employee-employer
relationship, but as the Government Accountability Office (GAQO) found in a 2008 study “[sjuch
a finding can only be established based on a case-by-case analysis of the totality of the
circumstances of each case.”'® The GAO did acknowledge that the primary consideration for
determining whether a personal services contract exists is not whether such a contract exists by
its terms, but rather the nature of the relationship between the contractor and the Government in
practice.

For instance, in W.B. Joley, B-234146, March 31, 1989, 89-1 CPD § 339, the protester
alleged that the proposed contract would lead to a personal services contract because—

“among other things, the government provides the workplace and the tools to be
used and establishes the workhours and the work to be done . . . [and] essentially,
that the presence of certain elements listed in [FAR] 37.104(d) . . . as factors to be
considered in assessing whether a proposed contract is personal in nature renders
the contract a personal services contract.” Id at 2.

The GAO disagreed and held that the

“‘key question’ in determining whether a contract is for personal services is:
“Will the government exercise relatively continuous supervision and control over
contractor personnel performing the contract . . . we do not think the presence of
these factors per se (emphasis in original) renders the contract a personal services
contract.” Id at 3.

The elements in FAR 37.104(d) are not the exclusive list of characteristics of an
employer-employee relationship although they are “indicia of continuous supervision and control
of contractor personnel by the government.” In the Joley case, the GAO stated, “[f]actors such
as the contractor’s right to hire and fire employees, to grant or deny individual leave requests,
and to reassign [contractor] employees negate the existence of a personal services contract as
defined in the FAR.”

Performance of Inherently Governmental Functions
FAR Part 7.5, Inherently Governmental Functions, § 7.503 Policy.
(a) Contracts shall not be used for the performance of inherently governmental functions.
(b) Agency decisions which determine whether a function is or is not an inherently

governmental function may be reviewed and modified by appropriate Office of Management and
Budget officials.

% 11.S. Government Accountability Office, GAO-08-360, Defense Contracting: Army Case Study Delineates
Concerns with Use of Contractors as Contract Specialists, at 15 (2008).
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(d) The following is a list of examples of functions generally not considered to be inherently
governmental functions. However, certain services and actions that are not considered to be
inherently governmental functions may approach being in that category because of the nature of
the function, the manner in which the contractor performs the contract, or the manner in which
the Government administers contractor performance. This list is not all inclusive:

(1) Services that involve or relate to budget preparation, including workload modeling,
fact finding, efficiency studies, and should-cost analyses, etc.

(2) Services that involve or relate to reorganization and planning activmes

(3) Services that involve or relate to analyses, feasibility studies, and strategy options to
be used by agency personnel in developing policy.

{4) Services that involve or relate to the development of regulations.

(5) Services that involve or relate to the evaluation of another contractor’s performance.

(6) Services in support of acquisition planning.

(7) Contractors providing assistance in confract management (such as where the
contractor might influence official evaluations of other contractors).

(8) Contractors providing technical evaluation of contract proposals.

(9) Contractors providing assistance in the development of statements of work.

(11) Contractors working in any situation that permits or might permit them to gain
access to confidential business information and/or any other sensitive information (other than
situations covered by the National Industrial Security Program described in 4.402(b)).

(12) Contractors providing information regarding agency policies or regulations, such as
attending conferences on behalf of an agency, conducting community relations campaigns, or
conducting agency training courses.

(13) Contractors participating in any situation where it might be assumed that they are
agency employees or representatives.

(e) Agency implementation shall include procedures requiring the agency head or designated
requirements official to provide the contracting officer, concurrent with transmittal of the
statement of work (or any modification thereof), a written determination that none of the
functions to be performed are inherently governmental. This assessment should place emphasis
on the degree to which conditions and facts restrict the discretionary authority, decision-making
responsibility, or accountability of Government officials using contractor services or work
products. Disagreements regarding the determination will be resolved in accordance with
agency procedures before issuance of a solicitation.

The Proper Role and Duties of the Contracting Officer and the
Contracting Officer’s Representative

The Department of Defense (DoD) relies heavily on the private sector to carry out aspects
of the Department’s mission. Because of the critical reliance on contractor support and the large
expenditures involved, contract surveillance is vital to ensuring that contractors provide quality
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services and supplies in a timely manner; to mitigating contractor performance problems; and to
ensuring that the Federal Government (Government) receives best value for the Warfi ghter.”

Under the Federal Acquisition Regulation (FAR), the Contracting Officer is responsible
for all contracting actions, ensuring compliance with the terms of the contract, and safeguarding
the interests of the United States in its contractual relationships. The FAR, however, also
recognizes that the Contracting Officer may need advice and assistance in areas of audit, law,
engineering, information security, transportation, and other fields, as appropriate.

Contract quality surveillance also is an essential activity for which the Contracting
Officer may require assistance. With assistance from the contracting office, the requiring
organization — the organization most familiar with the technical complexities and nuances of
the requirement — bears a heavy share of the contract quality surveillance burden. As experts
on the contract requirement, members of the requiring organization may be granted specific
authority by the Contracting Officer to conduct contract surveillance as a Contracting Officer’s

Representative (COR).

A COR’s raison d’étre is verifying that the contractor is fulfilling the contract
requirements and then documenting that performance. CORs monitor contract performance and
provide the Contracting Officer with documentation that identifies the contractor’s compliance
or noncompliance with the terms and conditions of the contract. A COR should document as
much as possible about contract performance including conversations and meetings with the
contractor, contractor performance, or any other issues. As the subject matter experts and the on-
site contact for the Contracting Officer, who may be in a completely different location, CORs
essentially function as the eyes and ears of the Contracting Officer and they are liaisons between
the Government and contractor. Note, however, that contract surveillance is not solely the
responsibility of the Contracting Officer and the COR. Others may have designated surveillance
responsibilities under Parts 42, 45, or 46 of the FAR.

DFARS 252.201-7000 defines 2 COR as “an individual designated in accordance with
subsection 201.602-2 of the DFARS and authorized in writing by the Contracting Officer to
perform specific technical and administrative functions.” According to FAR 1.602-2(d) CORs:

(1) Shall be a Government employee, unless otherwise authorized in agency regulations;
(2) Shall be certified and maintain certification in accordance with the current Office of
Management and Budget memorandum on the Federal Acquisition Certification for
Contracting Officer Representatives (FAC-COR) guidance, or for DoD, in accordance
with the current applicable DoD> policy guidance;

(3) Shall be qualified by training and experience commensurate with the responsibilities
to be delegated in accordance with agency procedures;

(4) May not be delegated responsibility to perform functions that have been delegated
under 42.202 to a contract administration office, but may be assigned some duties at
42.302 by the contracting officer;

** A more fuller discussion of the roles and responsibilities of the Contracting Officer and the COR are contained in
a publication entitled COR Handbook, dated March 22, 2012, issued by the Director, Defense Procurement and
Acquisition Policy, Office of the Under Secretary of Defense {Acquisition, Technology and Logistics), Department
of Defense,
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(5) Has no authority to make any commitments or changes that affect price, quality,
quantity, delivery, or other terms and conditions of the contract nor in any way direct the
contractor or its subcontractors to operate in conflict with the contract terms and
conditions;

(6) Shall be nominated either by the requiring activity or in accordance with agency
procedures; and

(7) Shall be designated in writing, with copies furnished to the contractor and the contract
administration office—

(1) Specifying the extent of the COR's authority to act on behalf of the contracting officer;
(11) Identifying the limitations on the COR's authority;

(iii) Specifying the period covered by the designation;

{iv) Stating the authority is not re-delegable; and

(v) Stating that the COR may be personally liable for unauthorized acts.

Additionally, according to the Department of Defense COR Guide, the COR also shall:

(1 Establish and maintain individual COR files for each contract in accordance with
DFARS PGl 201.602-2(it). COR files shall be available for review by the Contracting
Officer, Inspector General, the U.S. Government Accountability Office, internal review
officials or other officials as authorized by the Contracting Officer;

0O Review and understand terms and conditions of the contract;

i Perform COR duties/responsibilities as designated by the Contracting Officer;

[J Not appoint, designate, re-designate or sub-designate COR duties/responsibilities to
other persons;

[ Provide reports on contract performance to the Contracting Officer. If advised by the
Contracting Officer that reports are inadequate, ensure that follow-on reports address
issues expected by the Contracting Officer to meet the adequate standard in the QASP;
00 When advised by Contracting Officer/COR management that COR designation will be
terminated, ensure all reports/records/communications are made available to
management, the successor COR and the Contracting Officer; and,

O If circumstances change and there 18 a reasonable expectation that the COR cannot
perform effectively, (i.e., personal COIl, change in assignment, etc.), notify COR
management and the Contracting Officer to request that a successor COR be designated.

Authorized Recognition of Contractor Employee/Contract Performance

Because of DoD’s critical reliance on contractor support in executing the Department’s

missions, and given the large expenditures involved, contract surveillance is vital to ensuring that
contractors provide quality services and supplies in a timely manner; to mitigating contractor
performance problems; and to ensuring that the Federal Government receives best value.””

* A more expansive discussion of the roles and responsibilities of the Contracting Officer and the COR are
contained in the DeD COR Handbook, dated March 22, 2012, issued by the Director, Defense Procurement and
Acquisition Policy, Office of the Under Secretary of Defense {Acquisition, Technology and Logistics), Department
of Defense, dated March 22, 2012, retrievable at htip://www.acq.osd. mil/dpap/epic/epfdocs/US AGG1390-
12_DoD_COR_Handbook_Signed.pdf.
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Under the FAR, the Contracting Officer is responsible for all contracting actions,
ensuring compliance with the terms of the contract, and safeguarding the interests of the U.S.
Government in its contractual relationships. Contract quality surveillance is an essential duty of
every Contracting Officer. The requiring organization-~the organization most familiar with the
technical complexities and nuances of the requirements associated with the contract—also bears
a heavy share of the contract quality surveillance burden. As experts on the contract
requirements, members of the requiring organization may be granted specific authority by the
Contracting Officer to conduct contract surveillance as a Contracting Officer’s Representative
(COR). A COR serves as the on-site “eyes and ears” of the Contracting Officer, verifying that
the contractor is fulfilling the contract requirements and documenting that performance.

The basic tenets of fiscal law provide that: government agencies may use appropriated
funds only for the “purpose” for which Congress appropriated them, the obligation of funds must
occur within the time limits applicable to that appropriation, and the amount of the obligation
and expenditure must not exceed the amounts Congress has appropriated. All three elements:
purpose, time, and amount, must be observed for an obligation or expenditure of appropriated
funds to be lawful.

It is axiomatic that government contractors receive their awards and recognition
whenever the government pays the confractor for having completed the terms and conditions of
the contract. Some forms of government contract provide incentive “fees” or “awards” for
certain performance milestones or accomplishments such as completing a project ahead of
schedule or under budget. Nevertheless, personnel within government often desire to provide
some sort of recognition to individual contractors for the contributions they may have made
towards mission accomplishment. However, awards programs in the federal government are
based on statutes. Specific statutes authorize the establishment of awards programs for military
and civilian personnel of the Army, and the expenditure of appropriated funds in furtherance of
such award programs. For instance, sections 11241125 of Title 10 of the United States Code
(U.S.C.) address military award/recognition programs, and 5 U.S.C. 45114513 address civilian
award/recognition programs.

In contrast, there exists no statutory authority permitting the award of Commander's
coins, certificates of appreciation, or similar nonmonetary incentives to contractors. Rather,
DoD and Army manuals, regulations, and policies expressly prohibit such awards. The DoD
COR Handbook goes so far as to caution that the Government “cannot use certificates to
recognize a contractor or individual contractor employees, because doing so could complicate
the source selection process on future contracts” by . . . leading to allegations of bias, protest to
the GAQ, and delay.

Even though individual awards and recognition are prohibited, the Contracting Officer,
COR, and the requiring activity have myriad ways in which to document and acknowledge
contractor performance, whether it be negative feedback or “kudos.” Documenting how well a
contractor performs on a confract is an essential part of the performance assessment process on
which other Contracting Officers depend when evaluating a particular contractor’s submissions
on future competitions. DoD policy directs CORs to provide regular performance comments to
the Contracting Officer and notes that such comments should be “contractually based and
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professional; applicable to the monthly reporting period; performance based; specific, fully
detailed, and stand alone; based on information gathered during audits, when possible, and fully
supported.” Further, comments should not be beyond the scope of the contract; request
information that is not applicable to the contract; request contractor personnel actions {(e.g.,
hiring, firing, or disciplinary action); personal (all comments are seen by higher leaders); or
simply be copied and pasted from one month to the next without verifying whether the condition
still exists.

Finally, Contracting Officers use information received from CORs to document
contractor performance in performance assessment databases. Section 872 of the Duncan Hunter
National Defense Authorization Act of 2009 (Public Law 110-417), enacted on October 14,
2008, requires the development and maintenance of an information system that contains specific
information on the integrity and performance of covered federal agency contractors and grantees.
The Federal Awardee Performance and Integrity Information System (FAPIIS) was developed to
address these requirernents. FAPIIS provides users with access to integrity and performance
information consolidated from other systems such as the Contractor Performance Assessment
Reporting System (CPARS), proceedings information from the Entity Management section of
the System for Award Management (SAM) database, past performance information from the
Past Performance Information Retrieval System; and suspension/debarment information from the
Performance Information section of SAM. It is through these systems, and the regular payment
of a contractor’s bills, that government contractors are authorized to receive acknowledgment of

their performance.

Ethics Issues Associated with Contractors in the Workplace

Showing favoritism towards contractor employees or taking actions that create the
appearance that the federal employer is endorsing a contractor, including the presentation
of awards, gifts, certificates of appreciation, or other forms of recognition to contractor
personnel, is not only prohibited by Army Regulations governing departmental award
programs, but are contrary to the principles of ethics and integrity that govern the Federal
workplace. The Standards of Ethical Conduct for Employees of the Executive Branch,
codified at Title 5, Code of Federal Regulations (CFR) and DoD (DoD) 5500.07-R, Joint
Ethics Regulation (JER), retrievable at _
hitp:/fwww dtic.nil/whs/directives/corres/pdf/5 50007 pdf, specify the ethics standards
governing interaction by DoD military personnel and civilian employees with contractors
and contractor employees.

In essence, a basic tenet of federal employment is that public service is a public trust. As
provided for under 5 C.F.R. § 2635.101, each employee has a responsibility to the United States
Government and its citizens to place loyalty to the Constitution, laws and ethical principles
above private gain. To ensure that every citizen can have complete confidence in the integrity of
the Federal Government, each employee shall respect and adhere to the principles of ethical
conduct set forth in this section, as well as the implementing standards contained in this Part and
in supplemental agency regulations.
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It is primarily the ethics issue of prohibited “endorsements” that impacts on the
appropriate arms length working relationship that must be observed in the Federal workplace
between Federal employees and contractor employees.

The general rule on endorsements is provided at Title 5, CFR 2635.702(c)),
which states:

“Endorsements. An employee shall not use or permit the use of his Government.
position or title or any authority associated with his public office to endorse any
product, service or enterprise except: (1) In furtherance of statutory authority to
promote products, services or enterprises; or (2) As a result of documentation of
compliance with agency requirements or standards or as the result of recognition
for achievement given under an agency program of recognition for
accomplishment in support of the agency's mission.”

The JER, paragraph 3-209, in turn, states:

"Endorsement of a non-Federal entity, event, product, service, or enterprise may
be neither stated nor implied by DoD or DoDD employees in their official
capacities and titles, positions, or organization names may not be used to suggest
official endorsement or preferential treatment of any non-Federal entity . . ..”

The “endorsements” concern, to include acts that foster an endorsement perception, has
led to the general prohibition against giving awards, certificates of appreciation, or similar acts of
recognition to contractor employees. In essence, such actions, which may appear to serve as
recognition of a job well done or for outstanding performance, could be viewed by the public as
conveying a special token of appreciation to those private sector contractors who “enjoy” or are
“fortunate” to have a business relationship with the Federal Government.

Additional cautionary pronouncements with respect to what an award, a gift, a certificate
of appreciation, or-other forms of recognition represent are found in the Office of Government
Ethics’ (OGE) August 29 2006 DAEO-Gram DO-06-023 entitled “Ethics and Working with
Contractors—Questions and Answers. Attached to DAEO-Gram DO-06-023 is a 29-page
“guestions and answers” document. The following is a question and answer relevant to the
instant discussion excerpted from page 29.

Question: May an employee provide a letter or other statement discussing the
quality of a particular contractor’s performance?

Answer: Maybe. The OGE rule on endorsements, 5 C.F.R. § 2635.702(c),
generally prohibits an employee from using his official position, title or authority
to endorse any product, service or enterprise. Therefore, statements commending
the performance of a contractor or contractor’s products generally are not
permissible. However, the rule does not prohibit an employee from making a
simple factual statement that the contractor’s work satisfied the Government's
requirements. . .. In addition to section 2635.702, there may be other policies or
procedures, such as agency procurement or public affairs policies, that limit the
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situations in which an employee may make statements about a contractor’s
performance. '

Example: A contractor asks an employee for a letter stating that the contractor
performed all its work under a particular contract. After consulting with the
contracting officer, the employee provides a statement indicating that the
contractor met all benchmarks, submitted all reports, and delivered a fully
operational product to the agency. This would not be a prohibited endorsement,
even if it is anticipated that the contractor will share the letter with prospective
customers.

While none of the above references specifically concern the presentation of awards,
certificates of appreciation, other forms of recognition to contractor employees, they do embody
instructive ethics principles relevant in justifying the prohibition against presenting any such
“endorsements” to contractor employees.,

Actual or Perceived Conflicts of Interest

One of the ethics issues associated with contractors in the federal workplace is the issue
of actual or perceived conflicts of interest. The following provisions concern the actual or
perceived conflicts of interest between contractors and federal government officials/personnel:

1. Federal Acquisition Regulation (FAR).

Subpart 3.11—Preventing Personal Conflicts of Interest for Contractor Employees
Performing Acquisition Functions.

§ 3.1101. Definition

“Personal conflict of interest” means a situation in which a covered employee has a financial
interest, personal activity, or relationship that could impair the employee’s ability to act
impartially and in the best interest of the Government when performing under the contract. (A
de minimis interest that would not “impair the employee’s ability to act impartially and in the
best interest of the Government” is not covered under this definition.)

(1) Among the sources of personal conflicts of interest are—
(1) Financial interests of the covered employee, of close family members, or of other

members of the covered employee’s household;

(i) Other employment or financial relationships (including seeking or negotiating for
prospective employment or business); and

(i11) Gifts, including travel.

(2) For example, financial interests referred to in paragraph (1) of this definition may arise
from-—
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(1) Compensation, including wages, salaries, commissions, professional fees, or fees for
business referrals; _

(it) Consulting relationships (including commercial and professional consulting and
service arrangements, scientific and technical advisory board memberships, or serving as an
expert witness in litigation);

(1ii) Services provided in exchange for honorariums or travel expense reimbursements;

(iv) Research funding or other forms of research support;

(v) Investment in the form of stock or bond ownership or partnership interest (excluding
diversified mutual fund investments);

(vi) Real estate investments;

(vit) Patents, copyrights, and other intellectual property interests; or

(viii) Business ownership and investment interests.

§ 3.1102 Policy.
'The Government’s policy is to require contractors to—
{(a) Identify and prevent personal conflicts of interest of their covered employees; and

(b) Prohibit covered employees who have access to non-public information by reason of
performance on a Government contract from using such information for personal gain.

2. Department of Defense Instruction (DoDI) 1400.25, Enclosure 3, paragraph
11.b.2.

To avoid issues in connection with contractual relationships and obligations, actual or perceived
conflicts of interest, and actual or perceived acts of favoritism, persons, organizations, or
companies having a commercial or profit-making relationship with the DoD or with a DoD
Component will not be granted recognition. The single exception is if the contribution is deemed
to be unrelated to and completely outside any contractual relationship with DoD and the
recognition is clearly in the public interest. Recognition is limited to a letter or a certificate of
appreciation to the individual or to the organization signed at the lowest applicable level of the
organization.

Establishing Contract Modifications

FAR Part 43, Contract Modifications, § 43.102 Policy.

(a) Only contracting officers acting within the scope of their authority are empowered to
execute contract modifications on behalf of the Government. Other Government personnel shall

not—
(1) Execute contract modifications;
(2} Actin such a manner as to cause the contractor to believe that they have authority to

bind the Government; or
(3) Direct or encourage the contractor to perform work that should be the subject of a

contract modification.
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(b) Contract modifications, including changes that could be issued unilaterally, shall be
priced before their execution if this can be done without adversely affecting the interest of the
Government. If a significant cost increase could result from a contract modification and time
does not permit negotiation of a price, at least a ceiling price shail be negotiated unless
impractical. '

SUMMARY OF THE
EVIDENCE OBTAINED FROM THE INVESTIGATION,
AND AGENCY DISCUSSION

The AR 15-6 10 conducted an extensive investigation of the eight allegations referred
by OSC to the Army. All of the witnesses germane to the allegations were interviewed by the
10. Each witness interviewed in the context of the AR 15-6 investigation was asked to respond
to a set of questions developed by the 10 to solicit specific information relevant to the
anonymous whistleblower’s allegations. Further, when required for completeness or clarity,
some of the witnesses were interviewed several times. It should be noted that several of the
witnesses’ testimony was captured in both written sworn statements as well in several audio
tapes.m Additionally, the 10 gathered over 350 documents and testimonial evidence in
furtherance of his effort to thoroughly investigate the subject allegations. A summary of the
testimony provided by the witnesses relevant to each of the eight OSC-referred allegations as
well as the documents assembled as part of the imvestigation, and a discussion of the merits of
each of the OSC-referred allegations in light of the testimonial and documentary evidence
follow.

OSC REFFERED ALLEGATION 1: Mr. [NEC Director], the NEC Director, improperly
gave gifts (gift cards) and awards (including free Iunches) to contract employees who are
employed by GC&E Systems Group. These actions were improper in that they involved
the expenditure of agency funds on contract employees’ awards and created the
appearance of an employee/employer relationship between confract employees and agency
management.

Summary of the Evidence Pertaining to Allegation 1

There is no dispute that Mr. [NEC Director] presented awards to GC&E contractor
employees. For example, Mr. [NEC Director] presented gift cards to Mr. [GC&E Employee #4]
and Mr. [GC&E Employee #2] in June 2013 and a restairant gift card to Mr. [GC&E Employee
#1] in September 2013. The IO discovered no evidence that government funds were used to
purchase the awards.

! In addition to their written statements, Mr. [NEC Director], Mr. [Chief, Information Assurance], Ms. [GC&E Site
Lead], Mr. [GC&E Program Manager], Mr. [Chief, IT Support], and Mr, [Chief, Business and Plans] provided
testirnony recorded in audio tapes, but none of that testimony has been transeribed to date. Collectively, over 12
hours of audio taped testimony was provided by all of these witnesses.
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Ms. [GC&E Site Lead], GC&E site manager, Mr. [GC&E Program Manager], GC&E
Program Manager, and Mr. [NEC Director] state that the awards were purchased by GC&E.
While Mr. [NEC Director] states that he announced that the awards were presented on behalf of
GC&E, none of the interviewed civilian employees recall the announcement. These employees
perceived that Mr. [NEC Director] was showing favoritism to the contractor employees and
assumed that Mr. [NEC Director] had purchased the awards with his own money.

Relevant Testimony Pertaining to Allegation 1

Mr. [System Administrator] 21T Specialist (System Administration}, NEC, testified on
February 10, 2014 that on June 25, 2013, at Building 527, NEC Director, Mr. [NEC Director],
presented awards to GC&E’s “Top Performers” [GC&E Employee #2] and [GC&E Employee
#4] that included Gift Cards to local restaurants. He also testified that photos of this award
presentation were taken. The 10 included copies of these photos as an exhibit in his ROL
Additionally, Mr. [System Administrator] stated that at on September 6, 2013, at Building 511,
during a NEC Information Meeting, Mr. [NEC Director] made an award presentation to Mr.
[GC&E Employee #1] for his “outstanding performance.” Similarly, photos of this award
presentation were also taken. The 10O included photos from this event as an exhibit in his ROL
Further, during another situation, Mr. [System Administrator] testified that Mr. [NEC Director]
had contractors compete to have lunch paid for by Mr. [NEC Director], when on September 25,
2013, Mr. [NEC Director] conducted a competition on “How to Fill an Inventory Form” DA
3161 in the least possible time. Mr. [NEC Director]’s rules were that the group that completed
the inventory form faster than the other group would be invited to have lunch paid for by him.
There was a tic between the two groups of contractors and the Contract Site Manager, Ms.
[GC&E Site Lead], decided who would win the competition. The winning contractor team was
lead by Mr. [GC&E Employee #1]. Among the GC&E employees who competed in Mr. [NEC
Director]’s exercise were Ms. XX, Mr. XXY, Mr. XXZ, Mr. XYZ, Mr. [GC&E Employee #4],
Mr. [GC&E Employee #1] and others.

Mr. [Chief, Business and Plans], Division Chief, NEC, testified on March 7, 2014 that he
was present at the June 25, 2013 presentation when Mr. [NEC Director] presented to two GC&E
contractor employees, Mr. [GC&E Employee #4] and Mr. [GC&E Employee #2], with cash gift
cards. Mr. [Chief, Business and Plans] described the presentation by stating that Mr. [NEC
Director] expressed his appreciation for the work performed by these two contractor employees.
Further, he testified that though Mr. [NEC Director] did not state where the item/award came
from, it was his “impression was that the gift cards were provided by him. At no point did he
state that the awards/gift cards were being presented on behalf of the GC&E or any other
source.” Additionally, though to the best of his knowledge no government funds were used or
expended, Mr. [NEC Director]’s remarks gave him impression that the award/gift cards were
presented by him as being given by Mr. [NEC Director] personally. Finally, Mr. [Chief, Business
and Plans] stated that his perception of the event what that it “showed or demonstrated Mr. [NEC
Director]’s favoritism/preference of some specific contractors and also over civilians employees.
His actions and attitude show a continued pattern and behavior” as the Director with influence on
contractor related matters. Lastly, he testified that “Mr. [NEC Director]’s behavior, ethics,

% Herein after Mr. [System Administrator] will also be referred to as “Mr. [System Administrator] * or “Mr.
[System Adntinistrator].”
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integrity and legality on these matters is very questionable.” Mr. [Chief, Business and Plans]
made similar comments about Mr. [NEC Director]’s award presentation which occurred in
September 2013 when Mr. {NEC Director] presented cash gift cards to Mr. [GC&E Employee
#1], a contractor employee.

Also, Mr. [Network Specialist #1], IT Specialist (Network), testified on March 10, 2014
that he was present at the June 25, 2013 presentation. He stated that Mr. [NEC Director] had sent
a message to all Department of the Army civilian (DAC) employees at B376 to report to
Building 527 so he could present a cash award to both Mr. [GC&E Employee #2] and Mr.
[GC&E Employee #4]. Mr. [Network Specialist #1] described this session as a “the town hall
meeting style (all NEC personnel mandated participation).” Further, he testified that Mr. [NEC
Director] basically spoke about their great performance, presented them with the awards, but did
not address were the awards came from, essentially, he just “expressed what a great job” they did
and presented the awards to the contractor employees. Also, Mr. [Network Specialist #1]
testified that he was not aware if any government funding was used for the award. Mr. [Network
Specialist #11's perception of this event was that “Mr. [NEC Director] should give awards only
to DAC employees not contractors. No awards have been issue to DAC employees by Mr. [NEC
Director] in the past year that I am aware of. I believe the awards should have been presented by
the contractors’ company not by a DAC director. Lastly, Mr. [Network Specialist #1] testified
that he was not present at the September 2013 award presentation conducted by Mr. [NEC
Director].

Another NEC employee, Mr. [Network Specialist #2], IT Specialist (Network), attended
the June 25, 2013 award session when in front of NEC personnel gathered for the event, Mr.
[NEC Director] called two contractor employees, Mr. [GC&E Employee #4] and Mr. [GC&E
Employee #2], to the front of the assembled group and presented a gift award to each in
appreciation for their performances. Mr. [Network Specialist #2] stated that he could not recall
where Mr, [NEC Director] stated where the award came from nor was he aware if any
government funding had been used to purchase the award. Further, he testified that his
perception of the event was that “{t]he event took me by surprise because I was always told that
DAC supervisors could not present awards to contractors. It had to be presented by personnel
from their company. Iam not exactly sure why they got the award or what they did to earn it. It
seemed to me that they got it for doing their work. Well, there is a lot of other employees at the
NEC (DAC/Contractors) that do excellent work every day and very seldom does anyone get
recognized.” Lastly, with respect to the award presentation held in September 2013, Mr.
[Network Specialist #2] testified that Mr. [NEC Director] called Mr. [GC&E Employee #1] to
the front of the room and presented him with a gift certificate for good performance. Mr.
Vasquez testified that Mr. [NEC Director] never stated where the item/award came from nor was
he aware if any government funding was used for the award. His perception of the event was that
“[a]gain, the event took me by surprise” for the same reasons he stated relative to the June 2013

award event.

NEC employee, Mr. [Chief, IT Support] , Chief, IT System Support, testified with
respect to the June and September 2013 award sessions recalling the events that transpired and
his sentiments toward those events similar to the testimony provided by the other NEC
employees. Though he did not attend the June 2013 award ceremony, with respect to the
September 2013 event, he, too, testified that he was left with the “impression that the gift cards
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were provided” by Mr. [NEC Director], and, that “at no point did he state that the awards/gift
cards were presented on behalf of the GC&E (Contractor).”

Further, NEC employee Mr. Information Security Specialist #2, IT Specialist,
INFOSEC, testified that he attended both award ceremonies both in June 2013 when Mr. [NEC
Director] gave cash awards /gift cards to two contractor employees, Mr. [GC&E Employee #2]
and Mr. [GC&E Employee #4], which were Visa gift cards each worth $50.00 and in and
September 2013 when contractor employee, Mr. [GC&E Employee #1], was given a Longhorn
gift card valued at $50.00. Mr. Information Security Specialist #2 said that Mr. [NEC Director]
was the only person giving the awards and that it was never stated where the item/award came
from. Further, he testified that his perception was “that it was that is all his idea and he bought
them” and that “[t]his is just a public display of his favoritism towards [GC&E Employee #1].”
Lasty, he stated that he was not aware if any government funding was vsed to purchase those
awards/gifts.

Lastly, Mr. [NEC Director], Director, NEC, testified on March 7, 2014 with respect to
the issue of presenting items/awards to contractor employees. Mr. [NEC Director] testified that
in June 2013 and September _2013, the following occurred:

“items were purchased by GC&E leadership, during the announcement while
alongside GC&E leadership I stated ‘this award is presented on behalf of
GC&E...Some items were gift cards and others were cash handouts (e.g. Dec
2013 GC&E Holiday gathering), all were funded/provided by GC&E. Cash
handouts never exchanged hands between GC&E and 1....the purpose for the
presentation of the award...[was] determined by GC&E (longevity, performance,
etc...)....[no] government funding was used for the item/awards.”

When asked by the IO if there is an established award program to award contractors, he
answered “no.” However, with respect to an established award program to award DACs, he
testified that there were only a few examples of awards being given to DACs and expressed the
following sentiments on that mater that he had shared in an email to Mr. [Chief, Business and
Plans] (Deputy NEC Director) on May 21 2013:

“I'Chief, Business and Plans],

Over the past several months we've withess several personnel receive
recognition for their superior performance. Any reason why we have not
submitted any of our superstars? Are we so busy that we're not able to take a
knee/30 minutes and write about the
accomplishments/performance/creativity/exuberance/attitude/self
development/teamwork/educational enhancement/etc?

I've been here almost four months and can identify several TOP performers:

[names redacted]

I'm sure all of you can identify countless accomplishments every Team member
has accomplished this FY let alone the previous times each and every one of us
has acknowledged their superior performance by stating "Thank you" or a pad on
their shoulder as a gesture for their commitment to restoring the Network or
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finding the solution impacting every member tied to our network. The number of
TT's resolved over the last 90 days and ICE comments depicting the superior
customer service. Even the execution of IDIQ, copier forensics saving our main
customer over $50K annually, expediting CAFE 151 install, 1300 and 1301
deployment, and finally the hundreds of items we have identified on our property
books.

Let's do the right thing for our people and get them recognized.

[Administrative Assistant],

Get a copy of the requirements and next window of opportunity, relay message
to every member within the NEC that they have the ability to nominate their
Teammates/peers as well.”

Summarized Army Findings

After review and analysis of all available testimonial and documentary evidence pertinent to the
eight OSC referred allegations, the Army determined the merits of these allegations as detailed below.

Discussion of Allegation 1

Mr. [NEC Director] made public presentations in the government workplace to GC&E
contractor employees on two different occasions. On Jane 25, 2013, Mr. [NEC Director] sent a
message to his subordinate employees directing them to report to Building 527. At this gathering
of Army and contractor employees, Mr. [NEC Director] presented $50 cash gift cards to two
GC&E employees, Mr. [GC&E Employee #4] and Mr. [GC&E Employee #2]. A photograph
was taken to memorialize the presentation. During the investigation Mr. [NEC Director]
explained the gifts cards were provided by GC&E to recognize their employees. No GC&E
personnel, other than the two recipients, participated in the presentation. There is no evidence
that government funds were used to purchase the gift cards. -

Although Mr. [NEC Director] asserts that he announced during the presentation that he
was presenting the gift cards on behalf of GC&E, none of the other Army employees interviewed
recall such an announcement. Instead, Army and contractor employees at the presentation
perceived that Mr. [NEC Director] had purchased the gift cards with his own money and was
presenting them as awards to express his appreciation for the GC&E employees’ good
performance. Some Army employees viewed the gift card presentations as favoritism by Mr.
[INEC Director| towards the GC&E employees. Army witnesses complained Mr. [NEC Director]
should have been giving awards to Army employees, not contractor employees.

Similarly, on September 6, 2013, during a meeting of Army employees at Building 511,
Mr. [NEC Director] publicly presented a $50 restaurant cash gift card to GC&E employee Mr.
[GC&E Employee #1]. A photograph was taken of the presentation. Mr. [NEC Director] states
the gift card was provided by GC&E to recognize Mr. [GC&E Employee #1] performance. No
GC&E personnel, however, other than Mr. [GC&E Employee #1], participated in the
presentation. There is no evidence that government funds were used to purchase the gift card.

Mr. [NEC Director] asserts he announced he was presenting the gift card on behalf of
GC&E. None of the Army employees interviewed during the investigation recall such an
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announcement. Instead, Army employees at the presentation again perceived that Mr. [NEC
Director] had purchased the gift card with his own money to award Mr. [GC&E Employee #1]
for his good performance. Some Army employees viewed the gift presentation as favoritism by
Mr. [NEC Director] towards the GC&E employee.

As previously noted above, showing favoritism towards contractor employees or taking
actions that create the appearance that the federal employer is endorsing a contractor, such as the
presentation of gifts, certificates of appreciation, or other forms of recognition 1o contractor
personnel, including the presentation of contractor purchased gifts and awards by Army
personnel to contractor employees is contrary to both the Standards of Conduct that govern the
ethics and integrity in the Federal workplace and to Department of Defense (DoD) policy on
recognizing contractor performance. The Standards of Ethical Conduct for Employees of the
Executive Branch, codified at Title 5, Code of Federal Regulations (CFR) and DoD (DoD)
5500.07-R, Joint Ethics Regulation (JER), retrievable at
httpy//www.dtic. mil/whs/directives/corres/pdf/550007r pdf, specify the ethics standards
governing interaction by DoD military personnel and civilian employees with contractors and
contractor employees. Further, the standards of ethical conduct and DoD policy concerned with
prohibited “endorsements” establish guidance to ensure an appropriate arms length working
relationship is observed in the Federal workplace between Federal employees and contractor
employees.

In essence, a basic tenet of federal employment is that public service is a public trust. As
provided for under 5 C.F.R. § 2635.101, each employee has a responsibility to the United States
Government and its citizens to place loyalty to the Constitution, laws and ethical principles
above private gain. To ensure that every citizen can have complete confidence in the integrity of
the Federal Government, each employee shall respect and adhere to the principles of ethical
conduct set forth in this section, as well as the implementing standards contained and in
supplemental agency regulations.

The ethics concern with prohibited “endorsements” is specifically reflected in the
appropriate arms length working relationship that must be observed in the Federal workplace
between Federal employees and contractor employees.

The general rule on endorsements is provided at Title 5, CFR 2635.702(c)),
which states:

“Endorsements. An employee shall not use or permit the use of his Government
position or title or any authority associated with his public office to endorse any
product, service or enterprise except: (1) In furtherance of statutory authority to
promote products, services or enterprises; or (2) As a result of documentation of
compliance with agency requirements or standards or as the result of recognition
for achievement given under an agency program of recognition for
accomplishment in support of the agency's mission.”

The JER, paragraph 3-209, in turn, states:

25



"Endorsement of a non-Federal entity, event, product, service, or enterprise may
be neither stated nor implied by DoD or DoD employees in their official
capacities and titles, positions, or organization names may not be used to suggest
official endorsement or preferential treatment of any non-Federal entity . . ..”

The “endorsements” concern supports the general prohibition against presenting awards,
gifts, certificates of appreciation, and other forms of recognition to contractor employees. In
essence, these actions suggest recognition for a job well done or for outstanding performance,
and can be reasonably viewed by the public as conveying a special token of appreciation to those
private sector contractors who “enjoy” or are “fortunate” to have a business relationship with the
Federal Government.

Similarly, guidance fostering these principles is found in the most recent DoD
pronouncement on awards for contractor employees whereby DoD tightened the rules as to the
extent to which a DoD organization can recognize actions taken by contractor employee that are
separate and apart from meeting a contractual requirement. DoDI 1400.25-M, Civilian
Personnel Management, Subchapter 451, Awards, December 1, 1996, SC451.15.2.2., states:

“Persons or organizations having a commercial or profitmaking relationship with
the Department of Defense or with a DoD Component shall not be granted
recognition, unless the contribution is substantially beyond that specified or
implied with the terms of the contract establishing the relationship, or the
recognition is clearly in the public interest.”

This instruction, which was in effect in 2013 when Mr. [NEC Director] presented the gift
cards to the GC&E employees, has been amended in DoD Instruction 1400.25, DoD Civilian
Personnel Management System: Awards, 4 November 2013, Enclosure 3, paragraph 11.b.(2), to
make the concerns regarding displays of favoritism and improper endorsements more clear:

“To avoid issues in connection with contractual relationships and obligations,
actual or perceived conflicts of interest, and actual or perceived acts of
favoritism, persons, organizations, or companies having a commercial or profit-
making relationship with the DoD or with a DoD Component will not be granted
recognition. The single exception is if the contribution is deemed to be unrelated
to and completely outside any contractual relationship with DoD and the
recognition is clearly in the public interest. Recognition is limited to a letter or a
certificate of appreciation to the individual or to the organization signed at the
lowest applicable level of the organization.”

Applying the above principles and rules, and under the facts as presented by the
testimonial evidence, it appears Mr. [NEC Director], in his capacity as the NEC Director, used
his official position to either endorse the performance of the certain contractor employees, imply
his official endorsement of their contract performance, or imply preferential treatment of the
contractor employees by presenting cash gift cards (as awards) to them in work place gatherings.
This is so even though Mr. [NEC Director] did not present an official looking DoD or Army
award or certificate to the contractor employees. Mr. [NEC Director]’s actions implied he was
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“recognizing” them by presenting an award to them. He used his official position to “recognize”
them by presenting awards on behalf of the contractor emplover to the contractor’s employees at
the NEC’s work place gathering on two separate occasions. Regardless whether Mr. [NEC
Director] stated that the awards were being presented on behalf of GC&E, the presentations
clearly created the reasonable perception that he was endorsing the contractor employees’
performance or that he was displaying favoritism toward certain contractor employees.

Under the facts provided, despite what were probably the best and most innocent of
intentions, Mr. [NEC Director]’s actions created a reasonable perception that he was either
endorsing the performance of certain contractor employees, or that he was showing favoritism
towards those contractor employees or their contractor employer. Therefore, the finding is Mr.
[NEC Director] violated both 5 CFR 2635.702(c) and DoD 5500.07-R, paragraph 3-209 when he
used his official position to present awards to contractor employees at two separate work place
gatherings. Further, it is a reasonable conclusion that he violated the spirit and intent of the
revised DoD guidance as well which provided clarification with respect to the appropriateness of
recognizing contractor employee performance as being subject to the single exception that “if the
contribution is deemed to be unrelated to and completely outside any contractual relationship
with DoD and the recognition is clearly in the public interest. Recognition is limited to a letter or
a certificate of appreciation to the individual or to the organization signed at the lowest
applicable level of the organization” rather than the previous standard in effect during the award
period in question which read “unless the contribution is substantially beyond that specified or
implied with the terms of the contract establishing the reldtlonsmp, or the recognition is clearly
in the public interest.”

In effect, Mr. [NEC Director] presented an award on behalf of a contractor — who should
have been the appropriate party to present the cash gift cards and say “Thanks for the great job!™

Conclusion. Army Findings as to Allegation 1:
This allegation is PARTIALLY SUBSTANTIATED.

With respect to the part of the allegation that Mr. [NEC Director] improperly gave gifts
(gift cards) and awards (including free lunches) to GC&E contract employees in that they
involved the expenditure of agency funds, this portion is unsubstantiated. There is no evidence
that government funds were used to purchase the subject cash gift cards or free lunches.

However, with respect to that part of the allegation that Mr. [NEC Director]’s
presentation of awards or gifts to the GC&E contractor employees was improper because Mr.
[NEC Director] improperly engaged in conduct that created the appearance that he was
endorsing the contractor employees or showing favoritism towards them, this portion is
substantiated. Clearly, no matter how well intentioned Mr. [NEC Director] was in to seeking to
recognize the contractor employees performing contract work for NEC as part of the “team,” his
conduct in presenting the cash gift cards to them in the workplace gatherings was not in accord
with 5 CFR 2635.702(c) and DoD 5500.07-R, paragraph 3-209, and the spirit and intent of DoD
policy guidance, in that, at a minimurn, they created a reasonable perception that he was
endorsing contractor employees.
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Had Mr. [NEC Director] “personally” wished to recognize contractor employees for their
contributions to the mission of the NEC, he should have coordinated his proposed actions with
the appropriate Contracting Officer or COR to ensure that any such recognition took the form of
a factual “Letter of Input” to the contractor organization, which then the contractor may have
elected to recognize one or more of its contractor employees on an individual basis, Further, it
would have been appropriate for Mr. [NEC Director], or other members of the NEC
management, to provide the Contracting Officer or COR with specific, detailed, stand alone, and
fully supported information about contractor employee performance-~whether in the form of
“negative feedback” or kudos”- to facilitating the documentation of same in established
contractor performance assessment databases (as described in the DoD COR Handbook), as part
of the contract quality surveillance process.

OSC REFFERRED ALLEGATION 2: Government-sponsored Avaya Voice training was
improperly provided to contract employees (Mr. [GC&E Employee #1], Mr. [GC&E
Employee #3] , and Mr. [GC&E Employee #2]) between September 20, 2013, and October
4, 2013.

Summary of the Evidence Pertaining to Allegation 2

Mr. [NEC Director] assumed his position as the NEC Director on February 10, 2013.
Prior to his arrival, an ongoing contract with GC&E (W91RUS-08-D-0004) that had been in
place with the Fort Buchanan NEC since November 6, 2007 contained the following task, as was
described in the subject contract’s Executive Summary:

“This acquisition for operation and maintenance (O&M) for Directorate of
Information Management (DOIM) communication systems identified in this
Performance Work Statement and specified in individual task orders. Support
required will include the following: Administrative Telephone Services (ATS)
such as Switchboard Console Operations; Inside Plant; Customer Services
(Telephone); Outside Plant (Cable); and Information Technology Services (TSC)
such as LAN Administration and System Maintenance, Help Desk Assistance,
Software installation, hardware and software troubleshooting, and web master
support; Video Teleconferencing (VTC) support to include establishing and
scheduling of VTCs; Defense Message Switching (DMS) operation; Technical
Control Facility(TCF) operations and maintenance (O&M) to include the TCF
matrix switch;, Configuration Management of the installation infrastructure to
include creating and updating drawings using Computer-Aided Drawing (CAD)
engineering support; ;and Land Mobile Radio (LMR) Network Management, and
Control System (Master Controller Management).”

Further, GC&E contract, W91RUS-08-D-0004 provides that the government will fund
training for new equipment for current contractor employees subject to the following provisions:

C.1.2 TRAINING.
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C.1.2.1 The contractor shall provide all training to ensure contractor
personnel maintain technical proficiency for the O&M of the systems and
equipment listed in Attachment 1 of installation task orders. Training for existing
equipment shall be provided at no additional cost to the Government. The
Government will not provide or fund training to obtain certification for new
contractor employees. '

C.1.2.2 If during the term of this contract, the Government installs
new equipment that requires training to meet the certification requirements
of this contract, the Government will provide one-time training (tuition, per
diem, and travel in accordance with the Joint Travel Regulations) for those
employees currently working on site. If an employee who has received
Government-provided training as described above should vacate his/her position
for any reason, the contractor shall provide certified personnel to complete the
requirements of this contract at no additional cost to the Government.” (emphasis
added).

The contract has had numerous modifications over the years. The pertinent language
from the contract, in effect during the Avaya training, and set forth again in Modification 14,
effective 1 November 2013, states that DoD civilians will be responsible for the telephone
switching equipment:

C.2.3.4.1 The contractor shall maintain, install, de-install, move or remove (as
identified on the appropriate service form) all cable -- to include copper, coaxial,
CATS or CAT6 and fiber optic cable -- associated with the Administrative
Telephone System. This includes all connectors, terminations, and ducts from
point of demarcation. to the installation point for the required service.
Government Department of Defense civilians will be responsible for the
telephone switching equipment but the contractor shall be responsible for the O &
M of customer requirements from the switch through to the customers end item
(phone or other applicable device) location. The cable requirements are in
Attachment 1, paragraph 4, of this PWS.

On September 30, 2013, via an email, Mr. {NEC Director] directed Ms. [ Administrative
Assistant] to reserve training positions for Mr. [GC&E Employee #1] (GC&E employee), Mr.
[GC&E Employee #3] (GC&E employee), Mr. [GC&E Employee #2] (GC&E employee), and
Mr. [Network Specialist #3] (DAC) on the training roster for the government funded Avaya
Voice System training known as CM6 Bootcamp that was to be held during the week of
September 30, 2013-October 4, 2013. A total of 4 DACs and 3 GC&E employees were trained

on the Avaya Voice System.

With respect to this Avaya Training and other training that contactor employees were
sent to attend, Mr. [System Administrator] sent an email to the 10, dated March 13, 2014,
stating that he believed any such training was “illegal because contractors are supposed to have
such training and certification before they were put into that position.” Further, Mr. [System
Administrator] provided additional testimony with respect to the Avaya Training when he
testified that certain actions taken by Mr. [NEC Director] were illustrative of:
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“fraud, waste and abuse actions taking place at the Network Enterprise Center
(NEC), Fort Buchanan, Puerto Rico. The list is not inclusive and involves
Defense Contractors actions and NEC’s Director Decisions. The list was
compiled using the following as references: the Standards of Ethical Conduct for
Employees of the Executive Branch, the Joint Ethics Regulation and the Federal
Acquisitions Regulations. Providing training to contractors. The government
may provide fraining to contractor personnel if required by the contract and it
doesn’t create an appearance that the government is favoring one contractor over
another. Avaya Voice Training provided from September 30-October 4, 2013 to
contractors - [GC&E Employee #1], [GC&E Employee #3] and [GC&E
Employee #2] ~ whose functions are not required by the contract and not related
to the training content. Who paid for the training, the government or the
contractor?”

Additionally, Mr. [Chief, IT Support], testified that generally, Mr. [NEC Director]
showed preferential treatment for contractor employees to receive training, sometimes resulting
in replacing training spaces allocated for DACs to contractor employees so the contractor
employees could be trained instead of the DACs. He attested to the following:

“During a running training provided by Black Box under the I3MP project, he
showed up at Bldg 511 and removed the people assigned to take training and
accommodated the ones he selected. From there, it was also obvious his
preference over Mr. [GC&E Employee #1], who participated in a lot of training
where none was related to his functions. In addition, he was the one that selected
the personnel to take the rest of remaining training...In several training [sessions]
personnel that required [certain] training because it...related to [their work] as
DAC employees were removed from that training and spaces were then occupied
by Contractors.”

The GC&E Site Manager, Mrs. [GC&E Site Lead] stated during her February 12, 2014
interview with the IO that any training provided to GC&E employees, including the Avaya
training, was always relevant to the employees’ duties and within the scope of the contract.

Unfortunately, however, the IO, inexplicably, did not ask Mr. [NEC Director] specifically
about the Avaya training during any of their multiple interview sessions, which was captured in
both two written and sworn statements as well during an audio interview conducted on February
13, 2014. During Mr, [NEC Director]’s audio interview, Mr. [NEC Director] stated he tried to
treat contractor staff and DAC staff equally and would split training up, about 50/50 between
contractors and DACs, as it related to their individual duties. Without delving further into the
issue of the propriety of Mr. [NEC Director]’s actions specifically with respect to the Avaya
training, the 10 made a finding that the Avaya training was not required because neither the
contract nor the then pending modification to the contract required GC&E to maintain the
telephone switch (an electrical device that routes a phone call to the proper line).
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After the ROI had been completed and approved by the Approving Official, and during
the drafting of this Report, the need to supplement the evidence gathered during the I0’s
investigation arose with respect to the merits of Allegation 2. For clarification purposes, the
OGC requested that further evidence be gathered regarding what exactly is the “Avaya” Voice IT
communication system and how the introduction of that new system to Fort Buchanan was
affected by the taskings that were to be performed under the subject GC&E contract in place at
the Fort Buchanan NEC. This was particularly necessary to obtain additional details on this
matter besides the testimony from Ms. [GC&E Site Lead] wherein she asserted “that any training
provided to GC&E employees, including the Avaya training, was always relevant to the
employees’ duties and within the scope of the contract” as well as the general statement provided
by Mr. [NEC Director] that he would split training up, 50/50 between contractors and DACs, as
it related to their individual duties.

To that end, on June 20, 2014, testimony was received from two NETCOM subject
matter experts (SMEs) in an effort to determine whether the Avaya training was permitted under
the terms of the contract: Mr, {G-3 Network and Engineering Branch Chief], G-3 Network and
Engineering Branch Chief, 7t Signal Command, and his “voice infrastructure” expert, Mr. [G-3
Unified Capabilities Action Officer]. The significance of their testimony is staggering and
dramatic, and in essence, altered the complete analysis of the subject allegation and the merits of
Allegation 2. Mr. [G-3 Network and Engineering Branch Chief] testified to the following:

“I am the 7th Signal Command (Theater), G3 Network and Engineering Branch
Chief for the Continental United States (CONUS) Theater. My engineering
responsibilities include but are not limited to VolP, VoSIP, Long Haul Circuits,
TDM telephone switches, Network Modernization CONUS, Multiprotocol
Labeled Switching and any other engineering requirements for the CONUS
Theater. In 2013-2014 the Program Manager (PM) for Installation Information
Infrastructure Modernization (13MP) fielded an Internet Protocol {IP) based voice
system to Fort Buchanan. This Voice over Internet Protocol (VoIP) Local Session
Controller (LSC) is the first of 1ts kind in the Army CONUS Theater. The old
voice switch was analog and required someone to locally manage the device. The
VoIP LSC is more of a computer server. The phones that operate with this LSC
are IP based and run off of Category 5/6 cables unlike the old PBX which ran off
of copper cables. This technology will change the way the Army operates and
maintains voice services infrastructure as IP technology allows for remote
management by voice and network experts whereas legacy technology must be
managed locally by voice experts.

The PM was required to provide New Equipment Training (NET) to support the
Avaya VolP LSC at Ft. Buchanan because it was new technology. This new
technology will be supported by the LAN administrator, Network Engineers,
desktop administrators, inside and outside plant personnel. As such they all
should receive NET training on the Avaya L.SC.”

Mr. [G-3 Unified Capabilities Action Officer] testified to the following:

31



“I am the Unified Capabilities Action Officer for the CONUS Theater including
operations for Voice infrastructure. The Program Manager (PM) for Installation
Information Infrastructure Modernization (13MP) fielded an Internet Protocol (IP)
based voice system to Fort Buchanan in 2013-2014, which 1s the first of its kind
in the Army CONUS Theater. This technology will change the way the Army
operates and maintains voice services infrastructure as IP technology allows for
remote management by voice and network experts whereas legacy technology
must be managed locally by voice experts. The PM is responsible for providing
New Equipment Training (NET) for this new technology. Voice switch
administrators, network administrators, network engineers, and voice services
touch labor support require would all require this training. The 7th SC(T)
requested that the 2Znd Regional Cyber Center (RCC) receive this training as well,
however, PM funded training slots were limited so ultimately the decision resided
with the local Network Enterprise Center Director to determine which of

the local adminisirators received the training in order to best support the local
O&M mission for voice services.”

Consequently, based on the overwhelming importance of the testimony provided by Mr.
{G-3 Network and Engineering Branch Chief] and Mr. [G-3 Unified Capabilities Action Officer],
it is clear that providing the subject Avaya training to the servicing GC&E contractor employees
was both necessary and critical to their ability to meet the requirements imposed on GC&E by
the subject contract with the NEC for providing the necessary services to the Fort Buchanan
location. The Avaya system, a new technology, was fielded by the Army’s I3MP office. I3MP
funded both the Avaya system and the Avaya training. They explained in detail that the old
phone system was “an analog system” that ran through copper wires. The new Avaya system is
a voice over internet protocol (VoIP) system that runs through the computer network. Because
VolIP is running through the network and is a completely different type of system, it is
imperative that those responsible for the VoIP system receive new equipment training: This
would include LAN administrators, network engineers, desktop administrators, and the
inside/outside plant personnel. They concluded that due to the limited number of training
positions it was up to the NEC Director to prioritize who would be trained first.

Discussion of Allegation 2

The first question to be answered is whether contractor personnel could be provided
Avaya training, at government expense, under the terms of the contract. The 10 determined it
was improper because the contract states that DACs will maintain the telephone switch and
GC&E “shall be responsible for the O & M of customer requirements from the switch through to
the customers end item (phone or other applicable device) location.” The IO’s is an incorrect
finding as explained above and as is further addressed below.

While the Avaya switch will be maintained by DACs, the Avaya VolIP is an entirely
different type of technology that impacts many different sections within the NEC. In simple
terms, the old copper-wire system was a mechanical system - the phone signal arrived at the
switch, the switch would route the signal to the proper line, and the signal was then carried from
the switch to the phone. If a switch was updated or replaced with a different model, it had no
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effect on the person who ensured a signal arrived from the phone company line or on the person
who maintained the line between the switch and the phone.

A VoIP system, on the other hand, is routed through the computer network so the LAN
administrators and network engineers must understand the VoIP system to ensure the myriad
parts of the network system are all able to “talk” to one another. Even the person installing a
VolP phone requires some level of training because the phones must be programmed rather than
merely plugged into a phone jack. The increase in complexity is similar to transitioning from a
dial-up internet modem to today’s home internet systems with modems, wireless routers, and
multiple internet and Bluetooth capable devices.

The 7™ Signal Command (Theater)’s SMEs were emphatic that LAN administrators,
network engineers, inside/outside plant technicians, etc. are required to be trained on the Avaya
VolIP system. There is no logical reason why it should matter if those personnel are DACs or

contractors.

The contract expressly states the Army will provide training required for new equipment
to the contractor’s existing personnel. The Avaya system was “new equipment” and Mr, [NEC
Director], Ms. |GC&E Site Lead], and the 70 Signal Command (Theater) SMEs agree that
Avaya training was required for the contractor personnel who received it ((GC&E Employee #3]
[NEC Director] — LAN administrator; [GC&E Employee #2] — network engineer; and, [GC&E
Employee #1] — inside/outside plant technician at time of training and currently a network
engineer assistant).

Conclusion. Army Findings as to Allegation 2:

This allegation is NOT SUBSTANTIATED. The contract provides for government
funded training of contractors for new equipment and the contractor personnel who were trained
had a valid requirement for the training.

OSC REFERRED ALLEGATION 3: Mr. [NEC Director] improperly promoted Mr.
[GC&E Employee #1] and Mr. [GC&E Employee #2] to Network Engineer contract
positions without the guidance of the Contracting Officer, the Contracting Officer’s
Representative (Mr. [COR]), or the GC&E Contract Site Manager (Ms. [GC&E Site

Lead]).
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OSC REFFERED ALLEGATION 4: Mr. [GC&E Employee #1] and Mr. [GC&E
Employee #2] were promoted without the required experience, training, and certifications
for their positions.

Summary of the Evidence Pertaining to Allegations 3 & 4

In late June/early July 2013, during a regular, weekly meeting with technical personnel,
Mr. [NEC Director] asked two contractors who were present, Mr. [GC&E Employee #2]
(GC&E) and Mr. [GC&E Employee #4] (GC&E), if they had considered applying for a vacant
contract Network Engineer position. Mr. [Chief, Information Assurance][Chief, Information
Assurance], Chief, Information Assurance Division, NEC also testified that he was at this

D
meeting. >

On July 24, 2013, the NEC’s administrative assistant, Ms. [Administrative Assistant] ,
sent out an email to numerous individuals announcing Mr. [GC&E Employee #2]’s selectmn
which provided the following announcement:

“On behalf of Mr. [NEC Director], NEC Director and Ms. [GC&E Site Lead],
GS&E Site Manager

The NEC want to congratulate Mr. [GC&E Employee #2] for his promotion as
the
Network Engineering for the NEC.

Mr. [GC&E Employee #2] will be starting his new assignment as the NEC
Network

Engineering the next Thursday, July 25 2013 and will be working side by side
with Mr. [Information Security Specialist #1} during the following schedules:
Monday to Friday from 0700 to 1600.

Congratulations once again to Mr. [GC&E Employee #2].
Vir

2 1t is noted that Mr. {Chief, Information Assurance] provided extensive detailed oral and written testimony in both
a 35-page written staterment as well as testimony recorded in a four hour long audio interview recording conducted
on February 12, 13, and 14, 2014, and several “clarifying” emails including one dated February 27, 2014, The
subject areas covered by his testimony are numerous and include such areas as: misuse of a government credit card
to purchase a gazebo for an outside break area; concerns with “declining” morale within the NEC organization;
disagreements with operational and personnel changes within the NEC; Mr. [NEC Director] allegedly attending the
December 2013 GC&E Christmas party and presenting two GC&E contractor employees, Mr. {GC&E Employee
#1] and Ms, [GC&E Employee #5], with “the equivalent of cash awards” which resuited in “many DA civilian and
contract personnel present were left with a feeling of discomfort at having witnessed the situation.”; numerous other
examples of “favoritism” between Mr. [NEC Director] and contractor employees; as well as many other issues and
concerns, some of which were also the subject of most of the allegations that OSC referred to the Army for
investigation. However, for purposes of this Report, the Army’s narrative Report has primarily focused on
addressing only the eight allegations that OSC referred to the Army. Other witness also brought up additional
maiters that are beyond the scope of this Report. Their testimony is not as detailed as Mr. [Chief, Information

Assurance]’s.
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Ms. [Administrative Assistant]

Mr. ~[COR]24, Contracting Officer Representative, NEC, in an email dated August 22,
2013, submitted a modification to the Performance Work Statement to the installation
contracting office.”> This modification included the addition of a new position — Engineering
Assistant, however, the modification did not identify any individual for the position, only the
requirements for the new position. This email captured 18 different changes to the Performance
Work Statement dated August 22, 2013, including the subject matter, by stating “4. Add to Index
C.2.13 Engineer Assistant (New position).”

Additional testimony relevant to the creation and filling of the subject Engineering
Assistant position was provided by Mr. {Chief, Information Assurance][Chief, Information
Assurance] in his February 12, 2014 statement. He testified that in September 2013, Mr. [NEC
Director] announced during a meeting that he was considering the creation of a network
engineering assistant position, that he believed Mr. [GC&E Employee #1] (GC&E) was an
excellent employee, and that the job would be a good professional development opportunity for
Mr. [GC&E Employee #1]. The contracting officer’s representative (COR), Mr. -[COR], and
Ms. [GC&E Site Lead], the GC&E site lead, were also present. Mr. [Chief, Information
Assurance] stated that he attempted to dissuade Mr. [NEC Director] from this plan because of a
concern of perceived favoritism, that Mr, [GC&E Employee #1] was not qualified, and that it is
the contractor’s responsibility to decide who will fill a contractor employee position. Further,
Mr. [Chief, Information Assurance] also testified that during a NEC staff meeting in September
2013, Mr. [NEC Director] announced Mr. [GC&E Employee #1] had been selected for the
engineering assistant position. However, according to Mr. [Chief, Information Assurance], the
contract modification to create this position was initiated after the announcement.”

The contract modification creating the new position was signed by the Contracting
Officer on January 14, 2014 with an effective date of November 1, 2013, as reflected in Contract
Modification 14. In addition to the creation of this new position of engineering assistant, the new
contract removed two information assurance positions, and one part-time webmaster position.
However, with respect to the Engineering position in question, Contract Modification 14
provides for the following requirements:

C.2.4.1 Engineering. The contractor shall provide technically qualified individual
to support and oversee LAN systems engineering and upgrade, as well as
systemic and infrastructure additions, moves or changes. The contractor shall
have a minimum of five years experience on networks, Cisco equipment and

** Mr. [COR] is also referred to as “Mr. {CORL.”

1t should be noted that it is not customary to identify the individual by name in a coniract modification, only that a
position has been added. Thus, the promotion of Mr. {GC&E employee #2] was not memorialized in the
modification.

2 According to Mr. [Chief, Information Assurance]’s statement of February 12, 2014, it was only following the
public announcement of Mr. {GC&E Employee #1]'s appointment that Mr. [COR], began the process of modifying
the existing contract to include the new position for Mr. [GC&E Employee #1]. However, Mr. [Chief, Information
Assurance]’s assertion is contrary to the documentary evidence reflected in Mr, [COR]’s email dated August 22,
2013.
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systems under windows platform (windows server 2008, 2003, Vista and XP),
Sonet Ring and UNIX. . . . Note: This position is designated IT Level I and under
the IA training requirements JAW BBP/DoD 8576.01M (JASAE IT) The
contractor shall certify the person at this position as IT Level I during the first 6
months of the contract commencement.

C.2.13.1 Engineering Assistant. The contractor shall provide technically qualified
individual to assist the Network Engineer on LAN systems engineering functions
and vpgrade, as well as systemic and infrastructure additions, moves or changes.
The contractor shall have a mininum of five years experience on networks, Cisco
equipment and systems under windows platform (windows server 2008, 2003,
Vista and XP), Sonet Ring and UNIX. . . . Note: This position is designated IT
Level I and under the IA training requirements IAW BBP/DoD 8570.01M
(IASAE II) The contractor shall certify the person at this position as IT Level I
during the first 6 months of the contract commencement.

The 10 gathered additional testimony from other NEC employee witnesses relative to the
establishment and filling of the subject position; some witnesses testifying that Mr. [NEC
Director] did discuss issues with his staff, the COR, and the GC&E site lead while other
testimonial evidence reflecting that Mr. [NEC Director] undertook seemingly unilateral actions
without consulting with those individuals; as well as the need to have qualified contractor
employees to perform the required tasks. Further, the testimony does reflect that, to some degree,
Mr. [NEC Director] did seek, at times, input from his subordinates and their supervisors as well
as NEC contract and contractor officials. The following is representative of the testimony
received on these matters by the 10.

On February 27, 2014, Mr. [Chief, IT Support] averred the following:

“Over the past months NEC Director has been conducting a series of changes in
both the government side and the Contractor. 1 should mention that at the
Contractor side, for my understanding, the Director has been directly influencing
the operations of the contract, over the COR, which is Mr. . Important to
mention is the designation of Mr. [GC&E Employee #1] as a System Engineer
Assistance, a position which was not approved in the contract until recently.
Personally I did not agree with the designation, which I reported to the Director,
telling it not possess the experience and knowledge to pursue that position.
Additionally, I have seen Mr. [GC&E Employee #1] stay with the Director
repeatedly after business hours at the Director office. This is part of why other
contractors see Mr. [GC&E Employee #1] as the favorite employee from the NEC
Director.”

On the other hand, on February 11, 2014, Mr. -{COR], as the COR, testified that:
“During a staff meeting, Mr. [NEC Director] has mentioned and requested our

input into what is the best way to use our resources within our DAC and
Contractors work force. In the past, all Division Chiefs have provided
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recommendations in order to improve ways to accomplish our mission. Recently,
this has become a problem with many employees. Contractor’s reassignments:
On some occasions, GC&E has moved contractors temporarily, in order to cover
or improve the functions that they cover under the contract WOIRUS08D0004.
Our Technical Aid has been moved to cover or assist the outside plant section,
and one of the Systems Administrators was also sent to assist the Network
Engineering due to the new Telephone Switch requirements.”

Similarly, in his statement dated February 11, 2014, Mr. [Network Specialist #3] testified
to the following:

“Regarding the movement of contractor and civilian employees around; Mr.
[GC&E Employee #1] was moved from his position as an outside/inside plant
technician to that of his present duties working with Mr. [GC&E Employee #2] as
data switch technicians. Mr. [GC&E Employee #2] was also moved from the
LAN administration section to take up the position of Network Engineer after the
incumbent took a civilian position in Information Assurance. The Network
Engineer position is a contracted position. He has shifted people around in what T
assumed was for the purpose of load balancing the work force and performing
cross training. The only question that pops my mind is why he would not allow
employees with seniority be given first choice over more junior employees. But
again, [-don’t know all the details or motives why he would make these changes.”

On February 21, 2014, witness [Chief, Business and Plans] testified as to what he
thought about Mr. [NEC Director] generated actions with respect to personnel movements for
contractor positions rather than more appropriately, Mr. [NEC Director] relying on the
contracting officer to perform certain functions in accordance with his responsibilities. To that
point, Mr. [Chief, Business and Plans] testified as follows:

“Meeting with Mr, [NEC Director], Mr. [COR], Mr. [Chief, IT Support], Mr.
[Chief, Information Assurance] and Myself (Friday 0830). In meeting, Mr. [INEC
Director] said that he had spoken to Mr. [name redacted] (GC&E) and that he
assured Mr. [NEC Director] he would give the government 6 Inside/outside plant
workers. I expressed to him that it is not correct to go directly to GC&E to request
the number of contractors require for that functions or tasks. I reminded him and
Mr. [COR] once more that is the KO responsibility to negotiate with contractor
on behalf of the government. In order to perform these functions I explained to
him and Mr. [COR] that what we as the government need is to provide a
Statement of Work where we stipulate the requirements and the workload data to
the KO, the KO will request and negotiate with GC&E and at that time the vendor
will provide us with the proposal to performer the tasks and the number of
personnel they require to complete these requirements.”

One witness, Mr. [Information Security Specialist #1], testified on February 12, 2013,

regarding Mr. [NEC Director]’s actions and decisions that resulted in contractor employee
movements, by sharing the following detailed testimony with the 10:
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“I am writing to express my concerns and denounce several actions taken by the
NEC director Mr. [NEC Director] which put in peril our network security and
create a hostile working environment in our organization:

I. Mr. [NEC Director] went out of his way as a federal employee and told GC&E

management that he wanted two current contractor employees assigned to other
positions, as the new network engincer and network engineer assistant. The first
appointment was for Mr. |[GC&E Employee #2] on July 2013 and the second
appointment was for Mr. [GC&E Employee #1] on December 2013.

H. Mr. [NEC Director] order me to give I'T Network training to those contractors
that he chose using government time and resources.

IIT. Mr. [NEC Director] asked my supervisor Mr. [Chief, Information Assurance]

to order me to give Mr. [GC&E employee #1] the administrator password on our
production network to perform tests for Voice Over IP telephones.
1. 1 have worked for over 8 years with Mr. [GC&E Employee #2] and Mr.
[GC&E Employee #1) and 1 am aware that neither have the networking
knowledge nor experience to perform the tasks of a network engineer. None of
them have the networking certifications required and most important they do not
have the security certifications required to ensure our network is secured.
2. An assistant network engineer position was an invention of Mr. [NEC Director]}
so Mr. [GC&E Employee #1] could avoid the certification requirements. Mr.
[GC&E Employee #1] lack of professional experience, technical knowledge and
poor English language proficiency will make it very difficult for him to obtain the
required certifications. This is a futile way to try to deceive the system because
regulation and our nation’s securify does not care for position names. '
4. In order to manage network environments the person must have a Level 11
certification provided only by DoD. Mr. [GC&E Employee #1] has never
attended the course required for this certification.
5. Unqualified personnel with privileged access to government networks pose an
insider threat to our national security. The Federal Information Security
Management Act requires annual reporting on training and certification of the
Information Assurance (IA) workforce. Network engineers fall under IA
workforce because of their inherent IA related duties. This is defined on the DOD
Directive 8570.01. _
6. [ have personally explained this to Mr. [NEC Director] (NEC director) on two
meetings, but he does not care about regulation and security, all he seems to care
about is on favoring these two employees.
7. Having vncertified personnel working as network engineers is a violation of
Information Assurance security controls. Since we are working currently on our
network Certification and Accreditation Process, creating this violation sets our
IA department for failure on this effort. This is a serious issue because FISMA
requires that certification status is reported annually and our accreditation may be
revoked, resulting on a disconnection from the DISA network.”
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Based on the totality of the testimonial and documentary evidence received by the 10,
and based on his professional expertise as an experienced GS-15 IT professional, the 10 found
the following:

“FINDING: The Training and Certifications required for the position is a
Certified Information System Security Professional (CISSP) that is to be
completed within six months of being assigned to the position. Neither Mr.
[GC&E Employee #2] or Mr. [GC&E Employee #1] are currently certified and
the documentation shown by the contractor on the status of the training and
certification for Mr. [GC&E Employee #2] and Mr. [GC&E Employee #1] show
them both assigned to the positions on 1 Nov of 2013, and a Certification required
date of 1 May of 2014. (Statements: [Chief, Information Assurance] / Tab 8,
[Information Security Specialist #1] / Tab 13). Mr. [GC&E Employee #2] was
placed in the Network Engineer position on 24 July 2013, as stated by the
statements of Mr. [System Administrator] and Mr, [Chief, Information Assurance]
which included the email announcing the assignment. Mr. [GC&E Employee #2]
has been in the position for more than six (6) months and is not certified, he does
not have the certification required for the position...neither Mr. [GC&E
Employee #2] nor Mr. [GC&E Employee #1] have the required experience to
satisfy the contract requirements of five (5) years of experience on networks.”

Discussion of Allegations 3 & 4

The allegation that Mr. [NEC Director] improperly promoted two contractor employees
without the input of the contracting officer, COR, and the site manager implies that Mr. [NEC
Director] actually promoted them. However, contrary to that perception, the employer (GC&E)
is the only authorized entity that can promote a contractor’s employees. The evidence does,
however, indicate Mr. [NEC Director] makes his preferences known to GC&E and the contractor
complies. The evidence shows that Mr. [NEC Director] discussed contractor employee
assignments with the contractor site lead and that the COR was involved. The contracting officer
signed/approved the contract modification that created the new contractor position.

The witness statements make it very clear that Mr. [NEC Director] has an authoritarian
leadership style and the NEC staff feels undervalued and ignored. This also leads to a lack of
communication and resulting misperceptions. For example, Mr. [Chief, Information Assurance]
claimed that Mr. [NEC Director] announced the selection of Mr. [GC&E Employee #1] as the
new engineering assistant in September 2013 and this was done before the paperwork had been
submitted to create the position. The facts, however, show the requested change had been
submitted to the Contracting Officer on August 22, 2013.

While some employees noted that Mr. [NEC Director] sought input on the best way to
manage the work force, that GC&E moved its personnel, and that re-assignments were done for
balancing of the workload and cross training, Mr. [NEC Director]’s actions have created a very
strong perception of favoritism for certain contractor employees. These actions include
encouraging Mr. [GC&E Employee #2] to apply for a position, creating a new position, and
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allowing the contractor to fill these positions with people who do not have the requisite
qualifications.

The findings of the investigating officer clearly show that neither contractor employee
[{GC&E Employee #1] or [GC&E Employee #2] had the requisite training and experience for
their positions and one of them was not certified within the required six month period.

Though Mr. [NEC Director] did not break any laws, however, it is clear that his
management style has severely impacted the morale of the unit. Moreover, it is reasonable to
assert that he possibly jeopardized the NEC mission by allowing unqualified personnel to fill the
two engineering positions.

CONCLUSION. Army Findings as to Allegations 3 & 4:

With respect to Allegation 3 that Mr. [NEC Director] promoted contractor employees
without consulting with the contracting officer, COR, and contractor, this Allegation is
UNSUBSTANTIATED.

However, with respect to Allegation 4 that contractor positions were filled with personnel
who did not have the required experience, training, and certification for thetr posttions, this
Allegation is SUBSTANTIATED.

OSC REFERRED ALLEGATION 5: Contract employees regularly engage in inherently
governmental functions, such as attending meetings for federal employees and conducting
training for top management.

Summary of the Evidence Pertaining to Allegation 5

Mr. [System Administrator] provided a very detailed account of what he considered to
be inappropriate actions taken by Mr. [NEC Directorj with respect to contractor employees
performing what he characterized to be inherently governmental functions at NEC. In his
statement provided on February 10, 2014, he attested to the following events:

“This is a list of fraud, waste and abuse actions taking place at the Network
Enterprise Center (NEC), Fort Buchanan, Puerto Rico....Having contractors brief
top management on administrative/technical procedures. [GC&E Employee #1]
did a presentation on CAPRs and Work Ticket processes to GS 13 and above on
what he considered was the proper procedures without any kind of experience or
expertise in the area. [GC&E Employee #1] introduced himself as the SME on
these matters. Mr. [GC&E Employee #3] [NEC Director], contractor, is scheduled
to brief government employees on Project Manager without any kind of
experience or expertise in the area; and most important, without an certification as
project manager. [GC&E Employee #3} [NEC Director] position is LAN
administrator NOT in management position as project manager. Mr. [NEC
Director] invites Contractors to participate in GS meetings where issues
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pertaining only to government employees are discussed. Mr. [NEC Director] also
asks Contractors for their feedback or input in management decisions that only
pertain to government employees giving the perception that they have the same
rights and privileges of other GS or government employees. ... Having contractors
perform GS duties Operator, [name redacted] (the Contract Site Manager’ sister),
performs duties of an Administrative Assistant — answering the phones, writing e-
mails, and taking minutes at GS employees’ meeting held on September 6, 2013,
When the Admin Assistant is on leave, the Contractor/Operator takes the GS
place performing her duties. ...Contractors performing GS function during
shutdown furlough Segundo COR who is contracted as tech Controller at the
Network Enterprise Center, Operations Center, Blgd.376, was directed by Mr.
[NEC Director], NEC Director, to perform the duties of information Technology
(IT) Specialist at the Help Desk from 2 October until the furlough ends. Other
contractors with functions at the Operations Center were transferred to Help Desk
Functions visiting customers around the military installations. They are: [two
names redacted]

Discussion of Allegation 5

Subpart 7.5 of the Federal Acquisition Regulation (FAR) sets forth “policies and
procedures to ensure that inherently governmental functions are not performed by contractors
for service contracts. As guidance and for illustrative purposes, FAR §§ 7.503(c) and (d) give
examples of functions that are and are not considered “inherently governmental functions:”

L3

“(c) The following is a list of examples of functions considered to be inherently
governmental functions or which shall be treated as such. This list is not all
inclusive:

(1) The direct conduct of criminal investigations.

(2) The control of prosecutions and performance of adjudicatory functions other
than those relating to arbitration or other methods of alternative dispute
resolution.

(3) The command of military forces, especially the leadership of military
personnel who are members of the combat, combat support, or combat service
support role.

(4) The conduct of foreign relations and the determination of foreign policy.

(5) The determination of agency policy, such as determining the content and
application of regulations, among other things.

(6) The determination of Federal program priorities for budget requests.

(7) The direction and control of Federal employees.

(8) The direction and control of intelligence and counter-intelligence operations.
(9) The selection or non-selection of individuals for Federal Government
employment, including the interviewing of individuals for employment.

(10) The approval of position descriptions and performance standards for Federal
employees.

(11) The determination of what Government property is to be disposed of and on
what terms (although an agency may give contractors authority to dispose of
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property at prices within specified ranges and subject to other reasonable
conditions deemed appropriate by the agency).
(12) In Federal procurement activities with respect to prime contracts --

(1) Determining what supplies or services are to be acquired by the
Government (although an agency may give contractors authority to acquire
supplies at prices within specified ranges and subject to other reasonable
conditions deemed appropriate by the agency);

(ii) Participating as a voting member on any source selection boards;

(iii) Approving any contractual documents, to include documents defining
requirements, incentive plans, and evaluation criteria;

(iv) Awarding contracts;

(v) Administering contracts (including ordering changes in contract
performance or contract quantities, taking action based on evaluations of
contractor performance, and accepting or rejecting contractor products or
services);

{vi) Terminating contracts;

(vii) Determining whether contract costs are reasonable, allocable, and
allowable; and

(viii) Participating as a voting member on performance evaluation boards.
{13) The approval of agency responses to Freedom of Information Act requests
(other than routine responses that, because of statute, regulation, or agency policy,
do not require the exercise of judgment in determining whether documents are to
be released or withheld), and the approval of agency responses to the
administrative appeals of denials of Freedom of Information Act requests.

(14) The conduct of administrative hearings to determine the eligibility of any
person for a security clearance, or involving actions that affect matters of personal
reputation or eligibility to participate in Government programs.

(15) The approval of Federal licensing actions and inspections.

{16) The determination of budget policy, guidance, and strategy.

(17) The collection, control, and disbursement of fees, royalties, duties, fines,
taxes, and other public funds, unless authorized by statute, such as 31 U.S.C. 952
(relating to private collection contractors) and 31 1.5.C. 3718 (relating to private
attorney collection services), but not including --

(1) Collection of fees, fines, penalties, costs, or other charges from visitors
to or patrons of mess halls, post or base exchange concessions, national parks, and
similar entities or activities, or from other persons, where the amount to be
collected 1s easily calculated or predetermined and the funds collected can be
easily controlled using standard case management techniques; and

(i) Routine voucher and invoice examination.

(18) The control of the treasury accounts.

(19) The administration of public trusts.

(20) The drafting of Congressional testimony, responses to Congressional
correspondence, or agency responses to audit reports from the Inspector General,
the Government Accountability Office, or other Federal audit entity.
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(d) The following is a list of examples of functions generally not considered to be
inherently governmental functions. However, certain services and actions that are
not considered to be inherently governmental functions may approach being in
that category because of the nature of the function, the manner in which the
contractor performs the contract, or the manner in which the Government
administers contractor performance. This list is not all inclusive:

(1) Services that involve or relate to budget preparation, including workload
modeling, fact finding, efficiency studies, and should-cost analyses, etc.

(2) Services that involve or relate to reorganization and planning activities.

(3) Services that involve or relate to analyses, feasibility studies, and strategy
options to be used by agency personnel in developing policy.

(4) Services that involve or relate to the development of regulations.

(5) Services that involve or relate to the evaluation of another contractor’s
performance.

(6) Services in support of acquisition planning.

(7) Contractors providing assistance in contract management (such as where the
contractor might influence official evaluations of other contractors).

(8) Contractors providing technical evaluation of contract proposals.

(9) Contractors providing assistance in the development of statements of work.
(10) Contractors providing support in preparing responses to Freedom of
Information Act requests.

(11) Contractors working in any situation that permits or might permit them to
gain access to confidential business information and/or any other sensitive
information (other than situations covered by the National Industrial Security
Program described in 4.402(b)). '

{12) Contractors providing information regarding agency policies or regulations,
such as attending conferences on behalf of an agency, conducting community
relations campaigns, or conducting agency training courses.

{(13) Contractors participating in any situation where it might be assumed that they
are agency employees or representatives.

(14) Contractors participating as technical advisors to a source selection board or
participating as voting or nonvoting members of a source evaluation board.

(15) Contractors serving as arbitrators or providing alternative methods of dispute
resolution.

{16) Contractors constructing buildings or structures intended to be secure from
electronic eavesdropping or other penetration by foreign governments.

(17) Contractors providing inspection services.

{18) Contractors providing legal advice and interpretations of regulations and
statutes to Government officials.

(19) Contractors providing special non-law enforcement, security activities that
do not directly involve criminal investigations, such as prisoner detention or
transport and non-military national security details,”

The evidence relevant to the subject allegation reflects that contractor employees attend

meetings, conduct training, and brief top management on administrative and technical details.
These types of activities are not similar to the examples given in the FAR as being inherently
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governmental. FAR 7.503(d) lists the types of services that are generally not considered
inherently governmental and gives examples including serving as a technical advisor to a source
selection board, participating in reorganization and planning activities, and conducting agency
training courses. The FAR cautions that how the services are conducted could cause some of
these examples to approach being in the category of inherently governmental, however, there is
no indication that the services provided by the contractor come close to approaching inherently
governmental services,

CONCLUSION. Army Findings as to Allegation 5:

This allegation is UNSUBSTANTIATED. There is no evidence to support a finding that
the contractor employees were performing inherently governmental tasks. Rather, the evidence
reflects that the witness’s recitation of the types of tasks being performed by the contractor are
routine contractor support type tasks which include providing training, giving briefings, and
attending meetings. It should be noted that the mere attendance at a meeting, is not illustrative of
performing inherently governmental tasks.

OSC REFERRED ALLEGATION 6: Mr. [NEC Director] directed contract employees to
work on projects outside the scope of their contract, such as construction of a gazebo on

government property.
Summary of the Evidence Pertaining to Allegation 6

There are several examples cited by witnesses that reflect Mr. [NEC Director] directing
contract employees to work on projects outside the scope of their contract, though the Site
Manager, Ms. [GC&E Site Lead] testified that Mr, {NEC Director] did not discuss any matters
with her regarding performing work that was outside of the contract’s scope. Further, she stated
to the IO that there were no conversations about new work that is not currently within the scope

of the GC&FE contract.

Other testimonial evidence gathered during the investigation indicates the following
circumstances reflect that Mr. [NEC Director] directed contract employees to work on projects
outside the scope of their contract. For example, Mr. [Chief, Information Assurance] testified in
his February 10 and 12, 2014 statements that due to a manning shortfall in the warehouse, Mr.
[NEC Director] temporarily transferred his administrative assistant to the warehouse to assist at
that site, and that Mr. [NEC Director] had a contractor employee temporarily fill the
administrative assistant position duties. Upon review of the GC&E contract terms, none of
those contract terms provide for the contractor to fulfill the duties of an administrative assistant.

Further, another witness, Mr. [Chief, Business and Plans], stated in his February 21, 2014
statement that on the morning of August 8, 2013, Mr. [NEC Director] told him that he had
received from Mr. [AST Director]AST Director, the AST 3 Director, approval to purchase two
gazebos for buildings 527/376., and that later on that morning, Mr. {NEC Director] told him that
he was “planning to go with Mr. [GC&E Employee #1], (His favorite contractor) to Home
Depot in the afternoon to buy the gazebos™ and that they were going to see the gazebos and ask
for a cost estimates so they could advise Mr. [AST Director] about the total costs for the gazebo
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materials. Also, Mr. [Network Specialist #3] averred in his February 11, 2014 statement that “I
understand through word of mouth that he (Mr. [GC&E Employee #11) was supposedly involved
in assisting Mr. [NEC Director] with building materials for a gazebo for building 527 during
non-duty hours. Truth be known, Mr. [NEC Director] had requested volunteers during his first
town hall meeting to help build the gazebo to expedite its construction and drive down the labor
cost.” Another witness, Mr. [System Administrator], in his February 10, 2014 statement,
testified that Mr. [GC&E Employee #1] was not on duty during the shopping trip and that “[o]n
August 14, 2013, contractor [GC&E Employee #1] submitted Sick Leave to cover the time used
to shop for construction materials with NEC Director, Mr. [NEC Director}, at Home Depot from
noon until 2100 hours.” Again, the GC&E contract does not provide for the contractor to fulfill
these types of duty.

Discussion of Allegation 6

A contractor is hired to perform specific functions. A number of issues arise if the
contractor is directed or asked to perform other functions. These issues include restrictions on
personal service contracts, tasks outside the “scope of work,” under or overpaying the contractor,
and possibly violating the prohibition on accepting voluntary services.

There is insufficient evidence to warrant a finding that Mr, [NEC Director] directed any
contractor employees to work on the gazebo or any other project. However, the evidence does
reflect that Mr. [NEC Director] asked for volunteers to assist with the gazebo and Mr. [GC&E
Employee #1] accompanied him, in a non-duty status, to Home Depot.

31 U.S. Code § 1342 provides, in part, “An officer or employee of the United States
Govermnment or of the District of Columbia government may not accept voluntary services for
either government or employ personal services exceeding that authorized by law except for
emergencies involving the safety of human life or the protection of property.” Mr. [NEC
Director] possibly violated this law by allowing Mr. [GC&E Employee #1] to volunteer to assist
in the trip to Home Depot.

There are two readily apparent dangers with allowing contractor employees to
“volunteer” their services, regardless of whether the volunteerism was actively solicited or tacitly
condoned. The first issue is the volunteer can seek payment after the services are provided. The
second issue is one of perceptions. The contractor, competitors, employees, or even the public at
large, can view “volunteerism” as a required quid pro quo to obtain or keep a contract or, as in
this case, that Mr. [NEC Director] favored certain GC&E employees and, in return, the
contractor and employees “volunteered” to help and did not object to duties outside of the scope
of their work.

Assigning a contractor employee to temporarily work as an administrative assistant is
more troubling. Only the contracting officer, acting within his or her authority can issue a
contract change. FAR § 43.102(a). This rule prohibits other government personnel from
executing a contract change, acting in such a manner as to cause the contractor to believe they
have authority to bind the government, or directing or encouraging the contractor to perform
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work that should be the subject of a contract modification. Any contract change not made by the
contracting officer is unauthorized.

An additional FAR provision comes into play here, specifically the restrictions for
entering into a personal services contract. FAR Part 37.104 sets forth the rule generally
prohibiting personal services contracts:

37.104 -- Personal Services Contracts.

(a) A personal services contract is characterized by the employer-employee
relationship it creates between the Government and the contractor’s personnel.
The Government is normally required to obtain its employees by direct hire under
competitive appointment or other procedures required by the civil service laws.
Obtaining personal services by contract, rather than by direct hire, circumvents
those laws unless Congress has specifically authorized acquisition of the services
by contract.

{(b) Agencies shall not award personal services contracts unless specifically
authorized by statute (e.g., 5 U.S.C. 3109) to do so.

(© |

(1) An employer-employee relationship under a service contract occurs

when, as a result of

(i) the contract’s terms or

(1i) the manner of its administration during performance, contractor
personnel are subject to the relatively continuous supervision and control of a
Government officer or employee. However, giving an order for a specific article
or service, with the right to reject the finished product or result, is not the type of
supervision or control that converts an individual who is an independent
contractor (such as a contractor employee) into a Government employee.

(2) Each contract arrangement must be judged in the light of its own facts
and circumstances, the key question always being: Will the Government exercise
relatively continuous supervision and control over the contractor personnel
performing the contract. The sporadic, unauthorized supervision of oniy one of a
large number of contractor employees might reasonably be considered not
relevant, while relatively continuous Government supervision of a substantial
number of contractor employees would have to be taken strongly into account
(see (d) of this section).

(d) The following descriptive elements should be used as a guide in assessing
whether or not a proposed contract is personal in nature:

(1) Performance on site.

(2) Principal tools and equipment furnished by the Government.

(3) Services are applied directly to the integral effort of agencies or an
organizational subpart in furtherance of assigned function or mission.

(4) Comparable services, meeting comparable needs, are performed in the
same or similar agencies using civil service personnel.

(5) The need for the type of service provided can reasonably be expected
to last beyond 1 year.
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(6) The inherent nature of the service, or the manner in which it is
provided, reasonably requires directly or indirectly, Government direction or
supervision of contractor employees in order to --

(1) Adequately protect the Government’s interest;

(i1) Retain control of the function involved; or

(iii) Retain full personal responsibility for the function supported
in a duly authorized Federal officer or employee.
(e) When specific statutory anthority for a personal service contract is cited,
obtain the review and opinion of legal counsel.
(f) Personal services contracts for the services of individual experts or consultants
are limited by the Classification Act. In addition, the Office of Personnel
Management has established requirements which apply in acquiring the personal
services of experts or consultants in this manner (e.g., benefits, taxes, conflicts of
mnterest). Therefore, the contracting officer shall effect necessary coordination
with the cognizant civilian personnel office.

A contractor can be hired to perform the duties of an administrative assistant without
violating the prohibition on personal services contracts. In this case, Mr. [NEC Director] created
the perception of a personal services contract by arranging for a contractor employee to perform
work outside the scope of the contract.

Further, it should be noted that a contractor and or a competitor contractor can file a
claim against the government when tasks are assigned, officially or unofficially, that are outside
the scope of the contract. For example, if a custodial contractor’s employees are tasked to paint
the building in addition to cleaning the building, several potential claims arise. The custodial
coniractor will likely seek more money; a local painting company could file a protest with the
Government Accountability Office or in the Court of Federal Claims alleging that the
government denied it the opportunity to bid on the contract; and, the contractor would be able to
claim higher wages, overhead, and other costs for performing the additional work.

Yet another risk of having contractor employees perform work outside the scope of the
contract is overpayment. One such example is paying an electrical engmeer to perform less
specialized tasks such as custodial services.

CONCLUSION. Army Findings as to Aliegation 6:

This allegation is SUBSTANTIATED. Mr. [NEC Director] improperly utilized volunteer
labor, improperly exerted control over the duty assignment of a contractor employee, and
improperly tasked the contractor employees to perform work beyond the scope of their contract.
OSC REFERRED ALLEGATION 7: Materials for the gazebo building were purchased on
a Government Purchase Card at Home Depot, but were later returned to the store and

logged by the responsible Parties as “furniture.”

Summary of the Evidence Pertaining to Allegation 7
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Allegation 7 does not allege an apparent violation of any law or regulation in that there 18
nothing inherently improper with purchasing supplies at a commercial store with the
Government Purchase Card (GPC); returning those purchases; or categorizing a gazebo, or the
materials to build one, as furniture. However, the discussion that follows focuses on the facts and
circumstances surrounding the vse of the Government Purchase Card (GPC) to buy materials to
construct a gazebo at Fort Buchanan from the local Home Depot store and the return of those
items to the Home Depot.

The GPC is similar to a consumer debit card. It is used for minor purchases, usually
under $3,000, and it streamlines payment procedures and reduces the administrative burden
associated with purchasing supplies and services. The GPC provides “on the spot” purchasing,
receiving, and payment authority for individuals other than contracting or purchasing officers.
Only designated “card-holders,” such as a unit supply clerk, are permitted to use the GPC but the
card-holders can use the GPC for authorized unit purchases. Card-holders, approving officials,
finance personnel, etc., are required to take certain training courses regarding the use and
processing of GPC purchases.

There are various regulations that pertain to the use of the GPC, purchase of supplies,
approval levels, accounting, etc. as well as command/unit internal policies and procedures.
During the relevant time period, the brigade required NECs to obtain higher-level approval to
make purchases for non-essential purchases because of the tight budget constraints placed on the
Army’s spending levels that were being adversely affected by sequestration and furlough related
matters.

The process for requesting and gaining approval for GPC purchases of the represented by
the gazebo involves the following steps: Normally, the following is the process for requesting
and gaining approval for GPC purchases: a need is identified; the GPC cardholder makes the
purchase; the budget staff at the unit and the brigade “S-8” (Resource Manager) reconcile the
books. However, when there is a purchase contemplated which might be considered to
something a bit out of the ordinary such as an unusual purchase (such as bottled water) or a tight
budget situation, that usually triggers the need to increase the number of players to at least know
about the purchase if not approve it, thus, complicating a relatively quick and streamline process
for making low dollar value purchases. Thus, as is reflected by the preponderance of the
evidence, the appropriate steps that were needed to ultimately purchase the gazebo materials
were undertaken, given the “unusual” nature of the purchase (not office supplies or a small
appliance) and the tight fiscal times that were experienced throughout the DoD and the Army
during 2013.

Mr. [System Administrator] testified on February 10, 2014 that contractor employees
were expected to “volunteer” to do construction work regarding the gazebo and that Mr. [NEC
Director} was accompanted by contractor emplyee [GC&E Employee #1] to Home Depot to
purchase the gazebo materials. Also, Mr. [Chief, Information Assurance] testfied on February
12, 2014 to the following:

“During April 2013, Mr. [NEC Director] stated his intention to try and procure a
gazebo to serve as an outside break area for employees. Based on his stated
intention, I provided Mr. [NEC Director] and Mr. [Chief, Business and Plans]
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with an example of one costing less than $1,300.00 at Costco. While I never
received feedback on the submission, 1 later found during the summer of 2013
that a significant amount of lumber had been purchased as part of a project to
obtain the materials to build the gazebo. Based on Mr, [NEC Director]’s
comments, I understood that the gazebo was ultimately intended to be constructed
by NEC DA Civilians and Contractors. The lumber sat outside of Building 527
for around a month or more. ... Although I never received further feedback or
inquiry from Mr. [Hand Receipt Holder] or Mr. [NEC Director], the lumber was
retrieved by Home Depot several weeks later. This is the only information of
which I am aware regarding the potential misuse of the Government IMPAC. Mr.,
[Chief, Business and Plans], though, did brief me on several occasions that the
project was ill-advised and that he had communicated such to Mr. [NEC Director]
on multiple occasions prior to and following the Director’s decision.”

Mr. [Chief, Business and Plans] testified on February 21, 2014 to the following:

“Reference the use of IMPAC card to by construction material without proper
authorization incurring on waste of money for the government. Sometime in April
Mr. [NEC Director] came with the idea to provide to employees an area outside
buildings 527/376 with a roof to the can smoke and can be use for others NEC
activities also. I recommended to him to see if the brigade can authorize him to
buy two pre fabricate gazebo (easy to assembly) like the one sale at the PX, Sears,
Home Depot, SAMs or COSCO. Mr. [Chief, Information Assurance] shows me
the pictures for a gazebo that he saw during the weekend at Home Depot and the
price was around $1,100.00. I send Mr. [Hand Receipt Holder] to go get more
information to see if this item can met Mr. [NEC Directorj expectations for the
gazebo. ...In morning of 08 Aug 2013 Mr. came to me and talked me that he got
Mzr. [AST Director] (AST 3 Director) approval to purchase the two gazebos {or
buildings 527/376. Then around 11:00am Mr. [NEC Director] said to me that he
was planning to go will Mr. [GC&E Employee #1] (His favor contractor) to
Home Depot in afternoon to buy the gazebos... After | prepared the work plan for
the next day and I went to see Mr. Gonzalez to discuss the work plan for Friday,
and said to me that Mr. [GC&E Employee #1] have just requested the Friday off
and asked why 1 was not notify on this, he said that talked Mr. [GC&E Employee
#1] he need to get the approval from the site manager before can let me know
about it. At that moment I got very offset with this situation I went and question
the site manager why I was notify of this change... she said that contractor also
can take leave.... [Mr [NEC Director]] left the three estimates in my desk with a
note for Mr. {Hand Receipt Holder] to start the coordination to buy the gazebo
material with GPC and instructed MR. [Hand Receipt Holder] to check with S-8
is funding available for these purchase. ... Then after purchase was executed and
delivery Mr. Cain for the brigade called and asked him for the AST 3 director
approval and Mr. {Hand Receipt Holder] talked him that he need to talk to Mr.
[NEC Director] in reference to Mr. [AST Director] approval. After a couple of
week went by and nobody was able provide or insure that Mr. {AST Director)
approved this purchase. Mr.[106™ staff member #2] called Mr. [Hand Receipt
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Holderx] asks him to see if he can return material back to the vendor, Mr. [Hand
Receipt Holder] was able work with Home Depot Manager and he agreed to get
the material back but the government will pay for transportation.”

Based on the preponderance of the evidence, both testimonial and documentary, that was
gathered by the 10, including the above specific testimony detailed above, the following is a
chronological breakdown of the facts and circumstances related to the subject gazebo building

materials purchase:

April 2013 — Mr. [NEC Director] decides to install a gazebo as an outdoor break area for
NEC employees. Mr. [NEC Director] testified on February 18, 2014 that in April 2013, he
“Irleceived verbal authorization from Mr, [AST Director] to purchase materials for Gazebo with
the intent to construct project myself during personal time (weekend).” [TAB 5, Mr. [NEC
Director], statement, Febroary 18, 2014].

August 8, 2013 — Mr. [NEC Director] telis Mr. [Chief, Business and Plans] that the Area
Support Team Director, Mr. [AST Director], has given approval for the NEC to purchase two
gazebos and he is going to Home Depot to get estimates for Mr. [AST Director]. [as was
reflected in Mr. [Chief, Business and Plans]’s statement of February 21, 2014; see also TAB 6,
Mr, [NEC Director]’s statement of March 7, 2014].

August 14, 2013 — Mr. [NEC Director] obtains quotes from Home Depot. [Tab 7, Home
Depot receipt/quote].

August 2013 — Mr. [NEC Director] gives the estimates to Mr. {Chief, Business and Plans]
with a note for Mr.
[Hand Receipt Holder], the NEC Administrative Specialist, to start the approval/coordination
process to buy the gazebo material with the GPC and instructed Mr. [Hand Receipt Holder] to
verify with the brigade S-8 (the higher headquarters finance division) that funding is availabie.
Mzr. [Hand Receipt Holder] submitted the purchase request for the lumber, and, subsequently, the
brigade S-8 approved the purchase. [as was reflected in Mr. [Chief, Business and Plans]’s
statement of Febiruary 21, 2014].

August 29, 2013 — Mr. {Hand Receipt Holder] submits purchase request. [Tab §,
Workflow System email, dated August 29, 2013].

August 29, 2013 ~ Ms. [106th Budget Analyst][106th Budget Analyst], 106" Signal
Brigade, 5-8 Budget Analyst, informs Mr. [Hand Receipt Holder] that ““As of this time,
purchases for furniture buys is not authorized. Did Mr. [NEC Director] approve this purchase?”
[Tab 8, [106th Budget Analyst] email to [Hand Receipt Holder], dated August 29, 2013].

Angust 30, 2013 — The previous email is forwarded to Mr. [NEC Director]. Mr. [Hand
Receipt Holder] then sends an email to Mr. [NEC Director], “Please disregard (the previous
email), Ms. [106th Budget Analyst] “is referring to furniture purchase and we are not purchasing
furniture” . . . Ms. [106th Budget Analyst] “also wanted to know if you had authorized this
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purchase, the PR (purchase request) is already approved. All I have to do now is purchase the
wood.” [Tab 8, [Hand Receipt Helder] email to [NEC Director], dated August 30, 2013].

September 3, 2013 — Mr. [Hand Receipt Holder] places an order for gazebo supplies with
Home Depot in the amount of $2,430.73. [TAB 9. Home Depot receipt]. Note, to the contrary,
to this piece of evidence, however, Mr. [System Administrator] testified that Mr. [NEC Director]
wrongfully used the GPC and made the purchase on the day Mr. [NEC Director] went to Home
Depot with Mr. [GC&E Employee #1].

September 2013 - The lumber was delivered and several weeks later [106™ Staff Member
#21, the Resource Manager from the 106" Signal Brigade, calied Mr. [Hand Receipt Holder]
asking for proof of Mr. [AST Director]’s approval. The NEC did not have written confirmation
and Mr. {106th Staff Member #21 directed the NEC to return the lumber to Home Depot. {Tab
10, email between Mr. [Hand Receipt Holder] and Mr. [NEC Director], dated September 27,
2013; see also Tab 5, [NEC Director] statement dated February 18, 2014, page 3; and as was
also discused in Mr. [Chief, Business and Plans]’s statement of February 21, 2014].

September 17, 2013 — Mr. [NEC Director] attempts to expedite the approval process for
the gazebo by emailing Ms. [106th Budget Analyst] — “Attempied to reach you ref expediting
the approval process to purchase tools/supply/and safety equipment, goal is to construct a gazebo
@ our NEC headquarters NLT 29 Sep 13. ASD3, Garrison leadership, and local Safety POC has
granted our request, upon receipt please process remaining purchase request prior t0 Wednesday
(18 Sep 13).” [Tab 11, [NEC Diréctor] email to [106th Budget Analyst], dated September 17,
2013].

September 18, 2013 — LTC [AST Deputy Director], Area Support Team 3, Deputy
Birector, informs Mr. [NEC Director] that the purchase will not be approved — “Construction of
the requested gazebo is classified as a furniture request and can’t be purchased using the current
Justification due to fiscal constramts.” LTC [AST Deputy Director] then provided other potential
avenues to obtain funding. Mr. {AST Director] was copied on this email. [Tab 11, LTC [AST
Deputy Director] email to [NEC Director], dated September 18, 2013].

October 15, 2013 — Mr. [Hand Receipt Holder] pays Home Depot $79.01 to pick-up the
merchandise ordered on September 3, 2013. [Tab 12, Home Depot receipt].

It should be noted that contrary to the above chronology developed from the available
evidence, the following testimony was provided to the IO on March 13, 2014, by Mr. [AST
Director] when questioned about his knowledge of the gazebo materials purchase:

“- What do you know about the items bought at Home Depot for the
purpose of building a Gazebo? Nothing really I heard about it from the new ASD
of AST3

- Who authorized this purchase? [ do not know

- What was the reason the purchase was to be categorized as "furniture”
instead of "construction materials”? Do not know.”
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Discussion of Allegation 7

There is nothing inherently wrong with using a GPC to purchase supplies, materials,
equipment, etc. That is the purpose of a GPC. There is nothing wrong with an agency
expending funds on a gazebo, a picnic area, or a shelter for smokers. These types of facilities or
structures are commonplace on federal installations. An agency usually categorizes purchases
into a variety of categories for budgetary purposes. In this case, the higher headquarters
determined that a gazebo should be categorized as “furniture.” There is no indication this was
improper or done with any wrongful intent.

The facts are fairly straightforward. Mr. [NEC Director] received the “go-ahead” from
Mr. [AST Director] to proceed with the purchase of a gazebo. Mr. [NEC Director] obtained
quotes from Home Depot and Mr. [Hand Receipt Holder] forwarded the first quote to the brigade
S-8. The 5-8 authorized the purchase request and Mr. [Hand Receipt Holder] completed the
purchase. Upon further review of the purchase, higher headquarters determined the gazebo was
considered furniture, but due to the tight fiscal crisis that was prevalent across the federal
government for the greater part of calendar year 2013, especially for DoD and Army activities,
higher headquarters determined that it was not the appropriate purchase to be making during
those tight budgetary times. Hence, it directed the NEC to return the items to Home Depot. The
items were then returned, as was reflected in the assembled evidence.

As an aside, a few words to address the testimony made by Mr. [AST Director] in his
March 13, 2014 testimony when he stated he did not really know anything about the gazebo
purchase until he heard about it from his replacement. The facts show Mr. [AST Director] was
copied on at least two of the emails regarding the disapproval of the gazebo purchase while he
was still the Area Support Team Director. Mr. [AST Director] likely discussed the gazebo
purchase with Mr. [NEC Director] but does not recall the discussion because of the issue’s
relative insignificance when compared to the numerous, high priority issues facing a Director
each day.

CONCLUSION: Army Findings as to Allegation 7:

Though the allegation is SUBSTANTIATED, there is no finding of wrong-doing, As
reflected in the evidence and the above discussion, Mr. [NEC Director} initiated a request to
purchase gazebo materials using the GPC, which was appropriate to use for minor purchases as
in the instant case. There is nothing inherently wrong with using a GPC to purchase supplies,
materials, equipment, etc., or with an agency expending funds on a gazebo, a picnic area, or a
shelter for smokers. These types of facilities or structures are commonplace on federal
installations. An agency usually categorizes purchases into a variety of categories for budgetary
purposes. In this case, the higher headquarters determined that a gazebo should be categorized
as “furniture.” Thus, when Mr. [NEC Director] directed a fairly routine purchase, the purchase
was made, and upon further review, the brigade determined the purchase was not appropriate at
that time because of the then existing fiscal constraints. There is no indication that Mr. [NEC
Director]’s actions surrounding the gazebo were improper or done with any wrongful intent.
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OSC REFERRED ALLEGATION 8: Contract employees are permitted to use
government-owned vehicles to conduct on-base work, while federal employees are required
to use their own vehicles for both on and off-base work.

Summary of the Evidence Pertaining to Allegation 8

The five witnesses who provided written statements (Mr. [Network Specialist #1] on
March 10, 2014; Mr. [Chief, IT Support] on March 10, 2014; Mr. [Chief, Business and Plans]
on Febrouary 21, 2014; Mr. [Network Specialist #2] on March 10, 2014; and Mr. [NEC
Director] on March 7, 2014), were unanimous in stating that the NEC has two government-
owned vehicles and no one is required to use their privately owned vehicle. However, some
witnesses stated personnel prefer to use their privately owned vehicles to avoid the “paper-work
drill” or for other reasons such as for convenience” and because “it is time consuming to go to
B527 (4Miles) to pick up a GOV vehicle” from another location just to get a government
vehicle.

The contract states that “[tJhe Government will provide a vehicle, if available, when an
Information Systems or NOC (sic) contractor employee must either travel off Fort Buchanan or
transport equipment in order to perform contract duties.”

Discussion of Allegation 8

The Army owns and leases vehicles for the performance of official duties by government
personnel. Government contractors may be authorized, by the terms of the contract, to use
“government furnished equipment,” such as vehicles. In this case the contract authorizes
contractor employees to use the NECs vehicles in certain circumstances. There is no evidence
the contractor employees used the NEC vehicles in an unauthorized manner.
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VIOLATIONS OR APPARENT VIOLATIONS OF LAW, RULE, OR REGULATION

The investigation into the matters referred by OSC revealed that Mr. [NEC Director]
violated 5 CFR 2635.702(c) and paragraph 3-209 of DoD Regulation 5500.07-R (Joint Ethics
Regulation) by presenting contractor provided awards to contractor employees. In doing so, Mr.
[NEC Director] gave the impression or appearance that he was impermissibly endorsing or
recognizing the contractor and its employees as well as showing favoritism towards them.

Mz. [NEC Director] violated 31 U.S. C. § 1342 by accepting voluntary labor when he
permitted an off-duty contractor employee to accompany him on a shopping trip to Home Depot
to purchase NEC related supplies.

Mr. [NEC Director] also violated the prohibition against personal services contracts in
FAR 37.104 by supervising and controlling GC&E contractors as if they were Federal
employees. Mr. [NEC Director]’s attempts to modify the GC&E contract on his own accord also
violated the contracting authority granted only to Contracting Officers in FAR 1.6 and FAR 43,

CORRECTIVE ACTIONS UNDERTAKEN

In order to correct and prevent any future occurrences of the above referenced
inappropriate actions taken by Mr. [NEC Director], a targeted training program was developed
for Mr. [NEC Director]. Mr. [NEC Director] completed a two hour “Overview of Acquisition
Ethics” course on March 25, 2014, and a 32 hour “Contracting Officers Representative Training”
course on March 24, 2014. He also completed a 74 hour Army civilian leadership course,
“Civilian Foundation,” on May 15, 2014.

Additionally, the 7 Signal Command (Theater) will provide in-person training to over
100 leaders, including all of its Commanders and NEC Directors, in its upcoming 7™ Signal
Command (Theater) Leaders Summit to be held in August 2014. The training will include topics
such as recognition of contractors, prohibition on accepting voluntary services, and the
prohibition on personal services contracts, and the ethics issues associated with a “blended
workforce” of military and civilian personnel and contractors.

Finally, the Brigade Commander is currently working with the civilian personnel office
to determine if any appropriate administrative action is warranted.

CONCLUSION

The Department of the Army takes very seriously its responsibility to address, in a timely
and thorough fashion, the concerns of the OSC. In this case, the Army conducted a
comprehensive investigation in response to the OSC referral.

The investigation revealed a need for additional remedial training on ethical, fiscal and
contract law considerations when dealing with contracters in the workplace as well as the
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importance of how perceptions can affect the morale in a unit. The Army has taken the
appropriate steps to ensure that all individuals, both those at the Fort Buchanan NEC worksite, as
well as its most senior leaders within the 7" Signal Command (Theater), receive training to
enhance their leader responsibilities in those areas.

Though most of the allegations were not substantiated, those that were reflected that Mr.
[NEC Director] somewhat blurred the lines with respect to the appropriate arm’s length
relationship between contractor personnel and Army civilian employees.

One particular instance of Mr. [NEC Director]’s conduct calls for a special comment on my part.
Clearly, no matter how well intentioned Mr. [NEC Director] was in to seeking to recognize the
contractor employees performing contract work for NEC as part of the “team,” his conduct in
presenting the cash gift cards to them in the workplace gatherings was not in accord with
governing authorities, and, at a minimum, they created a reasonable perception that he was
endorsing contractor employees.

However, suffice it to say that Mr. [NEC Director], in his attempt to zealously begin his “team
building” approach to managing the Fort Buchanan NEC as its Director, as he sought to establish
an “esprit d’ corps™ within his blended workforce, he still needed to be mindful of adhering to
the appropriate legal standards for working with contractor employees. Though Mr. [NEC
Director]’s management style was to be direct and firm, in essence, a “no nonsense” manager, he
immediately took on the difficult task of addressing the poor command climate that he
“inherited” when he assumed the Director’s duties. Consequently, in response to these
complaints, Mr. [INEC Director]| implemented some new rules and enforced both the new and

existing rules.

There is no evidence that Mr. [NEC Director] acted with ill intent. Rather, he did what he
thought would be best for mission accomplishment, though some staff members, however,
perceived that he favored certain contractor employees over the rest of the workforce. In effect,
Mr. [NEC Director]’s actions substantially affected the morale of the office. Although his
infractions may be viewed as “minor,” they nevertheless were improper and he should have

known better.

To that end, T am satisfied with the corrective actions that have been and will be taken by the 7
Signal Command (Theater) management team. Further, the Army found that no criminal
violations had occurred and, thus, made no referral to the Attorney General pursuant to Title 5,
USC, Section 1213(d)}{5)(d).
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This letter, with enclosures, is submitted in satisfaction of my responsibilities under Title
5, USC, Section 1213(c) and (d). Please direct any further questions you may have concerning
this matter to Ms. [Name Redacted], at [Redacted].
Sincerely,

//signed June 25, 2014//#

KARL F. SCHNEIDER
Acting Assistant Secretary of the Army
(Manpower and Reserve Affairs)
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Armv Report Documents

Network Enterprise Center

Fort Buchanan, Puerto Rico
OSC File Number DI-14-0026

Tah/Exhibit Description

TAB A

TAB B

TABC

TAB D

TABE

TABF

3]

Secretary of the Army (SA) delegation to the Assistant Secretary of the Army

(Manpower & Reserve Affairs) his authority, as agency head, to review, sign, and
submit to Office of Special Counsel the report required by Title 5, USC, Sections
1213(b}, (c), and (g}, dated Apnl 17, 2014

Complaints received by the 7th Sigral Command (Theater) Inspector General
(IG) regarding the Fort Buchanan NEC, and by letter dated January 27, 2014, the
7th Signal Comimand {Theater), Inspector General (IG) referred these allegations
to the Commander, 106th Signal Brigade, Joint Base San Antonio, Fort Sam
Houston, Texas.

Army Regulation (AR) 15-6, Procedures for Investigating Officers and Boards of

Officers, dated October 2, 2006

Memoranda for Mr. [10], from the Cominander, 106th Signal Brigade, Subject:
Appointment of Investigating Officer, dated January 29, 2014,

SA memorandum (with suspense of March 21, 2014) forwarding the OSC referral
to the Commander, U.S. Army Network Enterprise Technology Command
(NETCOM) (minus attachments).

Memorandum for Mr, [I0], from Commander, 106th Signal Brigade, Subject;
Adderdum to 29 January 2014 Appointment ag Investigating Officer Pursuant to
AR 15-6 to Conduct an Investigation into a Complaint of Alleged Misconduct at
the Fort Buchanan Network Enterprise Center, dated March 5, 2014,

Crganizational Chart for Fort Buchanan NEC

Organizational Chart for GC&E Contractors assigned to Fort Buchanan NEC
contract



10

11

Organizational Chart for Area Support Team 3's higher headquarters, the 106th
Signal Brigade, a subordinate brigade of the 7th Signal Command (Theater),
headquartered at Fort Gordon, Georgia.

General Order 2014-02, dated March 6, 2014
Statement of Mr. [NEC Director], dated February 18, 2014

Statement of Mr. [NEC Director], dated March 7, 2014-with supporting
documents— '

Tab A-Email between Mr. [INEC Director] and various staff members, dated
November 16, 2613, Subject: OPERATIONS ORDER 201411-105, Call for
Nominations for the 2013-2014 Adjutant General’s Corps Regimental Officer,
Warrant Officer, Noncomnussioned Officer, Soldier and Civilan of the Year

Tab B-Questionnaires filled out by several anonymous employees during Town
Hall meeting and email from Mr. [NEC Director] to Mr. [NEC Employee], dated
February 5, 2014, Subject: FW: Dignity and Respect at the Workplace

Tabs C and D-Representative (legible) Questionnaires filled out by several
anonymons employees during Town Hall meeting

Tab B-Email from [President, GC&E Systemns Group, Inc] to Mr. [NEC Director],
dated Janaury 14, 2014, Subject CME Tardiness 3™ Occurrence

Home Depot receipt/quote for gazebo materials purchase

Email chain between Mr, Gregory [NEC Director], Mr. [Hand Recipt Holder],
Ms. INEC Administrative Support], and Ms. [106th Budget Analyst] from August
26 — August 30, 2013, and Workflow System Purchase dated August 29, 2013,

Home Depot receipt/ Special Services Customer Invoice for order of gazebo
materials

September 27, 2013- Mr, [106th Budget Analyst|, the Resource Manager from the
106" Signal Brigade and call to Mr, [Hand Recipt Holder] asking for proof of Mr.
[AST Director]’s approval. The NEC did not have written confirmation and Mr.
[106th Budget Analyst] directed the NEC to retumn the Jumber to Home Depot,

Email between Gregory [NEC Director] and {106th Budget Analyst], dated

September 17, 2013 concerning Mr, [NEC Director]’s actions to expedite the
approval process for the gazebo by emailing Ms. [106th Budget Analyst] with
“goal to construct a gazebo @ our NEC headquarters NLT 29 Sep 13, ASD3,
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13

Garrison leadership, and local Safety POC has granted our request, upon receipt
please process remaining purchase request prior to Wednesday (18 Sep 13).”

LTC [AST Deputy Director], Area Support Team 3, Deputy Director, informs Mr.
{NEC Director] that the purchase will not be approved because “Construction of
the requested gazebo is classified as a furniture request and can’t be purchased
using the current justification due 1o fiscal constraints.” LTC [AST Deputy
Director] then provided other potential avenues to obtain fundmg Mr. [AST
Director] was copied on this email.

Mr. (Hand Recipt Holder]} pays Home Depot $79.01 to pick-up the merchandise
ordered on September 3, 2013,

Witness Listing for Armay Report ~ DI-14-0026 (copy only in unredacted Army
Report version)



SECRETARY QF THE ARMY
WASHINGTON

17 APR 2014

MEMORANDUM FOR ASSISTANT SECRETARY OF THE ARMY (MANPOWER AND
RESERVE AFFAIRS)

SUBJECT: Delegation of Authority Under Title 5, U.8. Code, Sections 1213{c} and (d}

1. In accordance with Title 10, U.S. Code, section 3013(f), | hereby delegate to you
certain authorities conferred on me, as agency head, under Title 5, U.S. Code,

section 1213. Specffically, you are authorized to review, sign and submit written reports
of investigations of information and related matters transmitted {o the Department of the
Army by The Special Counsel, in accordance with Title 5, U.S. Code, sections 1213(c)
and (d). In addition, you may respond to the Office of Special Counse! (OSC) in other
related OSC matters, subject to coordination in each case with the Office of the Army
General Counsel.

2. When the position of the Assistant Secretary of the Army (Manpower and Reserve
Affairs) (ASA (M&RA)) is vacant, or you are temporarily absent or otherwise not
available to take timely action, these authorities may be exercised by the Principal
Deputy ASA (M&RA) or by the designated Senior Official performing the duties of the
ASA (M&RA). This authority may not be further delegated.

3. This delegation wili remain in effect for 3 years from the date of this memorandum
unless earlier modified or rescinded, in writing, by me.

CF:
Office of the Army General Counsel
Office of the Administrative Assistant to the Secretary of the Army




DEPARTMENT OF THE ARMY
HEADQUARTERS, 7TH SIGNAL COMMAND (THEATER)
423 22ND STREET - BUILDING 21718
FORT GORDON, GEQRGIA 30805-5832

REPLY YO
ATTENTION OF:

S: 28 February 2014

NETC-SFC-IG 27 January 2014

MEMORANDUM FOR Commander, 106" Signal Brigade, Joint Base San Antonio, Fort
Sam Houston, TX 78234

SUBJECT: Inspector General Action Request (Unheaithy Command Climate / Contract
improprieties)

1. The 7" Signal Command (Theater) Inspector General received complaints alleging
misconduct by members of your command (Fort Buchanan Network Enterprise Center
(NEC)). In accordance with AR 20-1, Inspector General Activities and Procedures, we
are referring the matter to you for appropriate action.

2. Request you provide a copy of the investigation to this office upon completion, NLT
28 February 2014. The results of your action will be used as the basis for our response
and notification to the subjects of the investigation. Please read AR 600-20, Army
Command Policy, paragraph 5-8, as pari of your investigation.

3. If an Investigating Officer (IQ) is appointed, contact your local SJA office prior to
beginning the investigation to exchange relevant information and discuss / clarify the
allegations / tssues of concern,

4. Request that your investigation address, at a minimum, the following allegations and
issues:

a. Allegation 1: That Sl EEERE NEC Director, created an unhealthy
command climate, in wolat:on nf AR 600 100, Paragraph 1-6.

b. Allegation 2: That§ : Contractmg Officer Representative, received

handyman services at his res S 1 (GC&E contract employee)
as a favor, in violation of the Federal Acqu:smon Regu!atron Paragraph 3.101-2.

c. Ailegatzon 3 That on or about 25 October 2013, i e improperly
directed GRGEEEEETEEEE (DA Clvilian) to discuss classified mform jon over a non-

secure line, in wo!a’aonoR 380-5, Paragraph 6-13.

FOR OFFICIAL USE ONLY (FOUQ)
Dissemination is prohibited except as authorized by AR 20-1.




NETC-SFC-IG
SUBJECT: Inspector General Action Request (Case Label / Case Number)

d. Allegation 4. That on or about 14 August 2013, | i p'operly
used the Government Purchase Card to make unauthorized purchases ($2509) for
gazebo materials, in violation of the Army Government Purchase Card Standard
Operating Procedures, 14 January 2014.

e. Allegation 5: That BRIENE improperly discussed negotiated terms of the an
upcoming GC&E contract to get six additional contract employees for the inside/outside
piant with GC&E contract officials, in violation of the Federal Acquisition Regulation,
Paragraph 3.104-3.

f. issue 1. Were GC&E employees provided government-sponsored Avaya Voice
and Switch training, in violation of Government Contract #WV91RUS-08-D-0004.

g. Issue 2. Were GC&E employees moved to different positions (Network
Engineers, Administrative Assistant, Communications Technician, Network Switches
Configuration, |T Specialists, and Configurations Management) within the NEC without
the reguired training and qualifications listed in Government Contract #W91RUS-08-D-
0004, in violation of the Federal Acquisitions Reguiation, Paragraph 3.101-2.

h. issue 3: Were CG&E employees required to construct a gazebo and build a
Christmas float at the NEC during duty hours, in violation of the Government Contract
#WS1RUS-08-D-0004.

5. This Inspector General document contains privileged information that is protected
IAW paragraphs 3-2 through 3-5 of AR 20-1. Dissemination of the document will be
restricted to the absolute minimum, consistent with your requirement to provide a reply-
and will be returned to this office when your action is complete. Unauthorized

retention or reproduction of IG documents is strictly prohibited.

6. Your points of contact are SR i Chief, Assistance and
Investigations, Inspector General Oﬂ” ice, at DSN I T

Encl
AR 600-20 Excerpt

Command inspector General

FOR OFFICIAL USE ONLY (FOUO)
Dissemination is prohibited except as authorized by AR 20-1.
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Army Regulation 15-6

Boards, Commissions, and Commitiees

Procedures for
Investigating
Officers and
Boards of
Officers

Headguarters
Department of the Army
Washington, DC

2 October 2006

UNCLASSIFIED




DEPARTMENT OF THE ARMY
HEADQUARTERS, 106™ SIGNAL BRIGADE
2408 GUN SHED RDAD, SUITE 3637
JESA FORT SAM HOUSTON, TEXAR TRIZA.4107

REFLY 10
RTTEUTION ¥

NETC-5FB _ 28 January 2014

MEMORANDUM FOR §i IR . ~rca Support Director, 93° Signal
Brigade (Strategic), 662 Sheppard Place Jomt Base Langley-Eustis, VA 23604

SUBJIECT: Appointment of investigating Officer

1. Yeu are hereby appointed as investigating officer pursuant to AR 15-8 to conduct an
investigation into & complaint of alleged misconduct af the Ft Buchanan Network
Enterprise Cender. Detfails pertaining to the reporied violations are in the enclosed
memorandum prepared by the Inspecior General's Office of the 7" Signal Command

{Theater).

2. In your investigation, use informal procedures under AR 15-8. You will make
findings to assess the validity of allegations made by the complainarnt to determine (o
ihe maximum extent possible what actually ncourred.

3. Hin the course of your investigation you come {o suspec! that the individual has
commitied an offense in viofation of the UCMJ, you must advise the individua! of his/her
riphts under Article 31, UCMJ. In addition, you must provide them a Privacy Act
statement before you solicit any (further) personal information. You may oblain
assistance with these legal matiers from the office of the Slaff Judge Advocate.

4. Submit vour findings and recommendations to the appointing authornty,
on DA Form 1574 within 10 days.

CoL, SC
Commanding




SECRETARY UF THE ARMY
WASHINGTORN

Suspense: March 21, 2014

SAGC

MEMORANDUM FOR Commander, U.S. Army Network Enterprise Technology Command,
2133 Custung Street, Fort Huachucs, Arizons 85613

SUBIECT: Whistleblower Investigalion---lmproper gctions to henefit contractor
employees al Network Enlesprise Center (NEC). 106" Signal Brigade, Fort Buchanan,
Prerto Rico- (Office of Specind Counsel File Number T1-14-0026)

Enelosed for your action is 4 Jetter Trom the Office of Special Counsel {GSC),
referring a whistleblower complaint related 1o matters in a commnand or organization
under your authorily. direction, or contio} {Enclosure 11,

The O8C is designated by law Lo receive whistleblower complaints from Depanment
of the Army empioyees (Enclosure 2}, When the OSC determines that there exists a
substantial likelihood that an Army whistiehlower complaint discioses a violation of any
law, rude, or regelation; gross mismanagemen! or wasie of funds; an abose of authority:
or a substantinl and specific danger to public health and safety, the allegations are
referred to me for investigation, | am then required o investigate and submit a writien
report of my findings within 60 days.

Y ou are hereby directed (o initiate an investigation info the allegations referred (o me
by OSC. Upon completion of your investigation, ensure that you initiate appropriate
corrective action as warranted. In addition, prepare a draft Army report setling forth ail
of the informaion required by Title 5. United States Code., §1213(d).

{ have delegated to the Assistam Secretary of the Army (Manpower and Reserve
Alfaics} {ASA (M&ERAY the authority to review, approve, and submal the final Army
report 10 OSC. Upon receipt of the repon, OSC will refer it 10 the whistieblower for
comment. The Army report, the whistleblower's comments, and O8C's analysis will be
{orwarded o the President of the United Siates and 1o the Senate and House Armed
Services Commitices.

In addition, the Army report will be made available for public review and inspoetion
on the DSC web-sile and in its reading room. Because your investigation and repont wil)
directly impact perceptions of the Army as an institution, it is imperative that you




investigate these allegations and prepare your drafl repory in n manner diny facifitates a
clear understanding of the allegations and Army’s response.

You must conduct a ol and far investigation and drafl and submit the detailed repor
that OSC requires within the time allowed. A complete set of g g,usde}mc': and instructinng
is at Enclosure 3. The Office of the Army General Counsei £ 1 of contact
for this matter. Accordingly, please contact R
immediately al ﬂor-by email al
discuss the way forward in this important eff

g 0

Enels

OF:

Inspector General of the Départment of Defensc
Department of the Army Inspecior General
Staff Judge Advocale, NETUCOM

Office of The Judic Advocate General, Labor and Employment Law Division

Executive Communications and Contro! B8

2



DEPARTMENT OF THE ARMY
HEADQUARTERS, 106™ SIGNAL BRIGADE
2406 GUN SHED ROAD, SWNTE 3027
JESA FORYT SAM HOUSTON, TEXAS 78234.6107

REFLY Ti:

GTTERTION v

NETC-SFB

MEMORANDUM FOR [ - <= Support Direclor, 93rd Signal
Brigade (Stralegic), 662 Sheppard Place, Joint Base Langley-Eustis, VA 23604

SUBJECT: Addendum {o 28 January 2014 Appoiniment as investigating Officer
Pursuant to AR 15-6 to Conduct an Investigation into 2 Complaint of Alleged
Misconduct at the Fort Buchanan Network Enterprise Center.

1 References:
a. Reference the caption for the above refarenced initial appointment order

b. Secretary of the Army Memorandum subject. Whistleblower Investigation-
improper actions to benefit contractor employees at Network Enterprise Center (NEC),
106" Signal Brigade, Fort Buchanan, Puerio Rico (Office of Special Counsel File
Number DI-14-0026).

c. U 8. Office of Special Counsel Letter dated February 21, 2014, subject. OSC File
Mo, DI1-14-0026. .

2. in addition to your responsibiiities under reference 1.a., you are also hereby
appoinied as an investigating officer pursuant to Army Regulation (AR} 15-6,
Procedures for Investigating Officers and Boards of Officers, to conduct an informal
investigation into all facts and circumstances surrounding related issues 1o your current
investigation referenced in 1.2, above. This expanded investigative effort will address an
anonymous whistleblower's allegations of violations of laws, rules and regulations and
an abuse of authority at Network Enterprise Center (NEC), 108" Signal Brigade, Fort
Buchanan, Puerto Rico. The purpose of your investigation ie to determine the validity of
the whistieblower's allegations and make findings concemning whether any wrongdoing
occurred, and if so, by whom, and whether adequale policies and procedures are in
place to preclude any recurrence of any improprieties, iregularities, or misconduct
disclosed during your inguiry. '

3. You will review the allegations and background information provided in the Office of
Special Counsel (OSC) referral letter, Reference 1.c.. and ensure your investigation and
the resulling Repori of investigation (RO1) addresses all of the allegations referenced

below in paragraph 4.




NETC-SFB

SUBJECT: Addendum 1o 28 January 2014 Appoiniment as investigating Officer
Pursuant to AR 15-6 to Conduct an Investigation inlo a Complaint of Alleged
Misconduct at the Ft Buchanan Network Enlerprise Center

4. You will specifically investigale and address in the ROl the following allegations:

a. Governmeni~sponsored Avaya Voice {raining was improperly prov:ded to contract
employees ESiS ' beiween Seplernber 20,
2013, and October 4 2013. If so, determine whether any laws, rules, or regulations
were violated, including whether this conduct is a violation of the contract and/or an
improper obligation and expenditure of Government funds?

e : were promoted to Network Engineer contract
positions by

| an agency employee, without the guidance of the
Contracting Off cer, f or Contract Site Manager, h If so,

determine whether this conduct violates any laws, rules, or regulations, including
Federal Acquisition Regulation (FAR) 37.104 by creating the appearance of
Government control over canfractor employees (that is, the appearance of a "personal
services™ contract)? Additionally, if true, did aclions also violate FAR
3.101 and 5 CFR 2635.101. which require empioyees to act impartially and to put forth
an honest effort in performing their duties?

c. N o R - :c promoted without the required experience,
training, and cenifications for their positions. If so, determine whether this conduct
violates any laws, rules, or regulations, including FAR 37,104 by creating the
appearance of Government control over contractor employees and a “personal
services” contract? If so, did this conduct also resull in any contractually related harm
to the Government, such as a deficiency in conlract performance?

d. Contract employees regularly engage in inherently governmental functions, which
are functions so intimately reiated to the public interest as to mandate performance by
Government employees and that require exercise of discretion in applying Government
authority or making value judgments in making Government decisions. If so, did this
conduct violate the contract and FAR 7.5037 If this conduct did not violate the contract,
does the contract itself improperly require coniractors o perform inherently
governmental functions, in violation of FAR 7.5037 Additionally, determine whether
contractor employees engage is such activities as attending meetings for federal
employees and conducting fraining for top management, and, if such activities
constitute engaging in inherently governmental {functions.

e. directed contract employees o work on projects eulsuie the
scope of their contract, such as construction of a gazebo on government properly. H so,
did the Government pay the contractor for this work, and did this constitute an



NETC-SFB

SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer
FPursuant to AR 15-8 to Conduct an Investigation into a Complaint of Alleged
Misconduc! at the F{ Buchanan Network Enterprise Center.

unauthorized expenditure of contract funds? Additionally, if so, did this work viclale or
subver government rules on competition and/or violate 5 CFR 2635.704, which
prohibils using contractor services “for other than authorized purposes?”

f. Matenials for the gazebo building were purchased on a Government Purchase
Card (GPC) at Home Depot, but were later returned o the stored and logged by the
responsible parties as “furniture.” If so, did this conduct violale any laws, rules, or
reguiations, including any GPC rules or regulations and/or 8 CFR 2635101, which
requires employees to pul forth an hones! effort in performing their duties?

g. Contract employees are permitied to use government-owned vehicles to conduct
on-base work, while federal empioyees are required to use their own vehicies for both
on and off-base work. |If so, does this conduct violate any laws, rules, or regulations,
and aiso the contraci terms and/or 5 CFR 2635.704, which prohibits Government
empioyees from using Government property for other than authorized purposes?

h. | i properly discussed negotiated terms of the an upcoming
GC&E contrac! to get six additional contract employees for the inside/outside plant with
GC&E contract officials. If so, did this conduct violate FAR 3.104-3 and did
improperly attempt to discuss contract madifications without the authority to do so or
without the presence of a warranted contracting officer?

i. Contract employees who are employed by GC&E System Group regularly
receive improper benefits, as a result of their relationships with agency employees,
including such items as gift cards for meals, awards for "outstanding performance”. and
a lunch paid for by |JSEEEEE for the winning teams in an inventory form completion
competition.. H so, did this conduct violate any laws; rules, or regulations concerning
the expenditure of agency funds on contract employee awards including FAR 2.101-
tand/or Department of Defense Instruction 1400.25, volume 451(November 4, 2013)
and/or did this conduct create an appearance of an imprope: relationship violating the
rules of ethics (Executive Order 12674 as modified by Executive Order 12731)7

& This investigation has been directed by the OSC pursuant to a whistleblower
complaint. Your report of investigation will form the basis for the development of the
final Army narrative report that will be submitted to the OSC in satisfaclion of the
requirement imposed on agencies by 5 United States Code 1213. Because this is a
whistieblower investigation, the whistleblower has cerlain rights. Pursuant to OSC
policy, you normally must interview the whistleblower. Specifically, hefshe must be
interviewed and afforded a meaningful opportunity to provide histher oral testimony and



NETC-SFB

SUBJECT: Addendum to 28 January 2014 Appomtmeni as Investigating ONicer
Pursuamt to AR 15-6 to Conduct an investigation into @ Complaint of Alleged
Misconduct at the Ff Buchanan Network Enterprise Center.

to provide written documentation, if any, in support of his/her aliegations. However, in
the instant case, the whistleblower has chosen fo remain anonymous. If, during the
course of an inferview with a witness, an individual discloses that they are the
whistleblower, you are to contact] S | and advise them of this assertion.
Inturn, BEaR e e _ E Office of the Amy
General Counsel of this matter and she wu!! adwse as to how 1o proceed further with
this witness.

6. This investigation takes priority over all normal duties, TDY and leave. You are
directed to start this investigation upon receipt of this notice. In conducting this
investigation, use the informal procedures of AR 15-6, Chapler 4. You will be required
to interview witnesses, obtain statements, and obtain documentary evidence (e.g.,
lefters, e-mails, investigalive reporis, efc.). To the fullest extent possible, all witness
statements will be sworn and reduced to writing. You will interview all witnesses in
person, if practical. You should contact those witnesses you consider relevant during
the course of your investigation. Caution all individuals that they must not discuss the
subject matter of the investigation with anyone other than a properly detailed
investigator. Upon completing your investigation, make appropriate findings and
recommendations, including correclive and/or disciplinary actions, and report them to
me through the Office of the Command Judge Advocale.

7. In your invesligation you are nol limited to the issues and guestions listed above.
You will investigate any relevant and related matters that you may discover that fall
under the areas for invesligation described above. You are advised not {o investigate
matiers that do not fall within the areas for investigation described above. If you are in
doubt about the relevance of a matter, yeu wnt consult your legal advisor, Ms

who can be contacted 2! IEEEE & You will consult with your legal advisor
prior to beginning your investrgahon Before beglnmng your investigation, you wil
receive a legal briefing for further guidance and additional information about how you
should proceed from your legal advisor.

B. If you obtain or are provided evidence from other investigative reports, you may
consider the exhibits collected by the investigator{s}, but you may not consider another
investigator's conclusions as evidence.

9. You should contact withesses you consider relevan! during the course of your
investigation. As you develop new facts, you should interview any individuals that
you deem necessary to complete a thorough investigation. Obtain sworn statements
from all witnesses whom you determine may have information relevant fo this



NETC-8FB

SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer
Pursuant o AR 15-6 to Conduct an Investigation into & Complaint of Alleged
Mistonduct at the Ft Buchanan Network Enterprise Center.

investigation. Document all statements in writing, preferably on a DA Form 2823
{(Swarn Statement), and have withesses verify their statements when final. In the
event that you are unable to obtain a sworn statement from a witness, you will
prepare a detailed memorandum for record (MFR) memaorializing the interview and
explaining why a sworn statement was not obtained. You should maintain an
eleclronic version in "word” of all witness stlatemenis, This will faciiitate the use of
extracts directly from the wilness's statememnt, to be used if needed, during the
drafting of the final Army narrative report which will be submilied to OSC. You should
conduct separate interviews for each witness and conduct the interviews in person if
practical. In addition, you mus! provide all persons interviewed with a Privacy Act
siatement befare you solicit any information.

10. It is unnecessary to, and you are strongly encouraged not to, obtain
personal identifying information (Social Security Numbers) from the witnesses.

11. In your investigation, you will make such findings as are relevant and supporied by
the facts. You will also make such recommendations as are appropriate and are
supported by the facts. In compiling your report of investigation, consider carefully that
information contained therein will be subject to public disclosure and release.

12. Clarify any conlradictory statements 1o the greatest extent possible.

13, if certain evidence conflicts with other evidence, state what you believe and why.
Reference your analysis and findings to the specific evidence upon which you rely.

14 If any question asked solicits an answer that requires a foliow up guestion
and answer, ensure that you have pursued those additional questions in order to
further develop the record evidence. This will provide for a full and complele
development of the evidence needed to support the report of investigation's findings
and conclusione which will form the basis for the preparation of the final Army narrative
report for submission to the Office of the Special Counsel.

15 Recommend remedial measures, including any necessary management aclions to
preclude a recurrence of any founded misconduct or identified systernic problems. Such
remedial actions may include any personnel or disciplinary actions you deem
appropriate. The recommendations must be consistent with the findings. They can be
negalive (€.g., no further action necessary). The legal advisor should ensure that the
recommendations make sense and are supporied by the record of investigation.



NETC-SFB

SUBJECT: Addendum lo 29 January 2014 Appointment as Investigating Officer
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged
Misconduct at the Fi Buchanan Network Enterprise Center.

16, Caution all individuals that they must not discuss the subject matter of the
investigation with anyone other than a properly detailed investigator. if in the course of
your invesligation, you suspecl cerlain people may have commitied criminal conduct,
you must advise them of their right under Article 31, UCMJ or the Fifth Amendment,
U.S. Constitution, as appropriate. in such case, waivers must be documented using DA
Form 3881, Rights Warning Procedure/aiver Cerificate. if you believe the scope of
your investigation should be expanded beyond its curren! focus, please report back fo
me so that | may take appropriate action. Consult your legal advisor if you have any
guestions regarding these procedures.

17. During the course of your investigation, you will find it necessary {o interview civilian
employees. Generally speaking civilian employees are required to cooperate with
official investigations. Thete are some exceptions.

a. Civilian employees who are members of a bargaining unit have a right to union
representation al any interview with management if they reasonably believe the
interview could result in & disciplinary aclion against them. Should a bargaining unit
employee seek to invoke this right, simply reschedule the interview for at least 24 hours
to allow the employee time to arrange for union representation. The Civilian Personnel
Advisory Center can tell you whether any particular employee you wish to interview is a
member of the bargaining unit. Once you have scheduled any bargaining unit
employees for an interview, contact your legal advisor for guidance in notifying the
appropriate union representative.

b. Civitian employees who reasonably believe that information they provide during an
official investigation may be used against them in a criminal proceeding, may refuse to
cooperate without a grant of immunity. Should any civilian employee decline to
cooperate for any reason, suspend the interview and seek guidance from your legal
adviser on how to proceed.

¢. if the matier you are investigating involves a grievance, a personnel practice or
policy or other conditions of employment, you may be required to notify the union of any
interviews you have scheduled with bargaining unit employees and afford the union the
opportunity to be present. Check with your legal advisor to determine if this rule applies
in your case and how to proceed if it does.

d. You have no authority to compel the cooperation of contractor employees. f you
find it necessary {o interview contractor employees, you must contact the contracting
officer for the applicable contract lo request cooperafion



NETC-SFB

SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer
Pursuant to AR 15-6 to Conduct an investigation into a Complaint of Alleged
Misconduct at the Ft Buchanan Network Enterprise Center.

18. lf, in the course of your investigation, you suspect wrongdoing or neglect on the
pan of a person seniof to you, inform me so that a new investigating officer may be
appointed. An investigating officer may not, absent military exigency, investigate
someone seniot to himself or herself,

19. if you believe the scope of your investigation should be expanded beyond ils
current focus, piease report back to me so that | may take appropriate action. Consult
your legal advisor if you have any questions regarding these procedures.

20. Your legal advisor during the course of your investigation will be Ms i IIIE NIE
Consult with her prior to beginning your investigation for further guidance and additional
information about how you shouid proceed. You may consult the legal advisor at any
time during the investigation and you will consult the legal advisor before warning any
witness as a suspect and before putting your report in final form.

21. You will submit your completed investigation on a DA Form 1574 with a table of
contents and enclosures. The enclosures will include all documentary materials
considered by you. Make two copies of your report of investigation (ROIl). Provide an
index and clearly tab the original ROI, to include your findings and recommendations on
DA Form 1574, with appropriate enclosures and forward the entire package to me,
through the Office of the Command Judge Advocate by May 1, 2014.

22. If you require additional time to complete your investigation, you must request an
extension in writing stating the reason(s) for your request and an approximate
completion date and send it directly to me for approval. | must personally approve any
extensions.

omading
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7th SC (T) Headquarters Locations

Fort Detrick, MD
21 Signal Brigade

Fort Eustis, VA
93 Slignal Brigade

Fort Gordon, GA i
» Headquarters, 7% Signal Command

Fort Huathuca, AZ
2nd RCC

.

3
Fort Sam Houston, TX
106th Signal Brigade

Fort Buchanan

One Toam, Dne Network, | 34x7 s
UNCILASSIFIED




GO 2014-02

GENERAL ORDERS } HEADQUARTERS
DEPARTMENT OF THE ARMY
No. 2014-02 WASHINGTON, DL, § March 201¢

AFFIRMATION OF SECRETARY OF THE ARMY COMMITMENT TO UNITY OF
EFFORT; DESIGNATION OF U5, ARMY CYBER COMMAND AS AN ARMY FORCE
COMPONENT HEADQUARTERS; REACTIVATION OF SECOND ARMY AND
DESIGNATION AS A DIRECT REPORTING UNIT: DISESTABLISHMENT OF THE U.S.
ARMY NETWORK ENTERPRISE TECHNOLOGY COMMAND/STH SIGNAL COMMAND
(ARMY} AS A DIRECT REPORTING UNIT AND REASSIGNMENT TO SECOND ARMY:
DESIGNATION OF GENERAL COURT-MARTIAL CONVENING AUTHORITIES

i. AFFIRMATION OF BECRETARY OF THE ARMY COMMITMENT TO UNITY OF EFFORT.
By this Order, the Secretary of the Army hereby affirms a staunth commitment to unity of
effort, effective synchronization of capabilities and resources and utmost transparency in
communication and information sharing in the execution of missions and functions sddressed
herein, censistent with law, regulation and pollcy.

2. DESIGNATION OF U.S. ARMY CYBER COMMAND AS AN ARMY FORCE COMPONENT
HEADQUARTERS,

& This afftrms that on } Ottober 2010, the Secretary of the Army established US. Army
Cyber Command [UIC WBUXAA) as an operational Army force reporting directly to
Headguarters, Department of the Army (HODA). Subsequently, at the direction of the Secretary
of Defense, the Secretary of the Army assipned U.S. Army Cyber Commuand to U5, Strateplc
Command. The Secretary of Delense hos designated US Army Cyber Command as the Army
Force Component Headquarters of LLS. Cyber Command, a sub-unlfied command of 115,
Strategic Command,

b. Consistent with applicable law, US, Army Cyber Command supparts the excoution of
misslons and functlons assigned 1o the Commander, U5, Strategic Command and the
Commander, U.S, Cyber Command by the President of the Unlted States or the Secretary of
Defense with the consent of the President, ingluding Cyber Operations, as delined in appHeable
Nationa! Command Authorlty directives.

¢ The Commander, U.S. Army Cyber Command exerelses operational control of Army forces,
as delegated by the Commander. LS. Strategic Command and the Commander, U.S. Cyber
Command, with regard 1o the execution of missions and functions assigned te U.S. Army Cyber
Command, In accordance with the policies and procedures established by the Secretary of
Defense. The Commander, LS, Army Cyber Command, as directed by the Commander, U5,
Strgtegic Command and the Commander, U.5. Cyber Command, will alse serve as the
Commander, Joint Foree Headguariers-Cyber, in support of Commander, US. Strategic
Command and Commender, U.5. Cyber Command requirements for command and control of
Joint andfor coalition forces.

o The Commander, U8, Army Cyber Command exercises admindstrative contral of
subsrdinate commands, organizatisns and personnel and exercises operationsl conirol over
Army fortes as delegated by s combatunt commander or sub-unificd commander with regard to
the executnn of missions assigned to US. Army Cyber Command, In accordance with the

i
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policies and procedures established by the Secretary of Defense. This general order shall not
infringe on the combatant command suthority vested by law in combatant commanders or alter
the command relationships and suthorities specified by the Secretary of Defense. In the event of
& discrepancy between Lhls order and the policles and procedures established by the Secretary of
Defense, the Seceotary of Defense policies or procedures take precedence.

e U.S. Army Cyber Command 5 the primary Army headquarters responsible for cyberspace
operations in support of Joint requirements and serves as the single point of contact for
reporiing and assessing Army cyberspace Incidents, events and operations In Army networks,
and for synchronizing and integrating Army responses thereto. U5, Army Cyher Command. In
coordinstion with Second Army, plans. coordinates, integrates, synchronizes, directs and
conducts an Integrated defense within alt Army networks, and. as directed, within Department
of Defense Informatlon Networks. Mindful of the Secretary’s rommitment to unity of effort. the
HQDA Chief Information GHicer/G-6, U.S. Army Cyber Command and Second Army will
maximize cornmunication and information sharing In the execution of these missions and
functions, Other Army forces, organizatlons and officials shall provide support o DS, Army
Cyber Command in its execution of responsibilives assigned by the Secretary of the Army in this
Order, or as otherwise directed by the Secretery of the Army, in the same manner as such
support Is provided to Army Service Component Commands or to other Army Force Component
Headquarters.

3. REACTIVATION OF SECOND ARMY AND DESIGNATION AS A DIRECT REPORTING
UNIT.

a. Effective immediately, Sccond Army is reactivated, with the iineage and honors specified by
the 11.5. Army Center of Military History, and designated as a Direct Reporting Unit (UIC:
WEZABAA) of the Chief Information OfMicer/GC-6, HODA. The Commander, LLS. Army Cyber
Command {5 dual-hatted as the Commander, Second Army.

b. Second Army serves as the single point of contact for Army misslons and functions refated
to reporting on. assessing. planning, coordineting. tntegrating, synchronizing, directing and
conducting Army netwerk operations. Subjedt to coordination with LS, Army Cyber Cormnmand,
Second Army plans, coordinates, Integrates, synchronizes, directs and conducts network defense
measures within all Army networks and, as directed, within Department of Defense Informazion
Networks. Mindful of the Secretery’s commitment to unlty of effort, Sccand Army will maximize
communication. coordination. and information sharing with the HQDA Chief Information
Officer/G-6 and U.5. Army Cyber Command in the executlon of these missions and functions,
Other Army forces. organizations and officials shall provide suppoert to Second Army In Is
executlon of responsibllitles assigned by the Secretary of the Army in this Order. ar as otherwite
directed by the Secretary of the Army.

¢ Second Army and Its assigned eiements comprise an Army foroe retained by the Secretary
of the Army in accordance with Title 10, United States Code, Sectlon 162(8){2}. to casry out the
functions assigned to the Seceetary in Titles 10, 40 and 44 of the United States Code. Unless
otherwise directed by the Secretary of Defense, Second Army and other ferces so retained by the
Secretary of the Army are not avallable fur assignment to 2 combatant command or 1o execute
missions or functlons assipned to a combatant command.

4. DISESTABLISHMENT OF THE US. ARMY NETWORK ENTERPRISE TECHNOLOGY
COMMANDY/STH SIGNAL COMMAND [(ARMY) AS A DIRECT REPORTING UNIT AND
REASSICNMENT TO SECOND ARMY.

2
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Effective Immediately, .5, Army Network Enterprise Technology Command/Sth Signnl
Command {Army) (NETCOM) (UIC: WANHAA) Is disestablished as o direct reporting unit of the
HQDA Chiefl Information Ofieer/G-6 (UIC: WANJAA) and s reassigned, tegether with its
autheritles and responsibities, subordinate eivments, personnel snd resources (inctuding
funding and equipment}, to Second Army. The Commander, NETCOM is dual-hatted as the
Deputy Commanding Ceneral, Seeond Army.

5. DESIGNATION OF GENERAL COURT-MARTIAL CONVENING AUTHORITIES. The
commanding officers of U.S. Army Cyber Command and Second Army are deslgnated as General
Couri-Martial Convening Authorities {CCMCA) pursuant to Artlcle 22{a){8}. Uniform Code of
Militery Justice.

E. SUPERSESSION, Efective immedlately, the provisions of Department of the Army General
Orders 2002.5 and 2006-3! inconsistent with this General Order are herchy superseded. The
authorities and responsiblifties conveyed by those parts of Department of the Army Genera)l
Orders 2002-5 and 2006-31 that remain in effect are incorporated by reference in paragraph 4 of
this General Order. This General Order further supersedes Department of the Army General

" Orders 2010-26. dated | October 2610

IDAMOD-ZA]

DISTRIBUTION: This publication is avallabic in electronlc medlsa only and s intended for the
Active Army, the Army National Guard/Army Natlonal Guard of the Uinited States, and the U5,
Army Reserve.
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PRIVACY ACT STATEMENT

AUTHORITY: Tiie 10 USC Section 30%. Title § USC Section 2857 £ 0. 9387 Daled Novembar 72, 1943 (SSK

PRINCIPAL PURPOSE: To provide commancers and law enforcement officials with means by which informatien may be acourstely recorded
ROUTINE USES: Yo sorial securty numher s ased as an additisnaliabernate means of ifentification to faciliate ling and mtieval
DISCLOSURE: Disclosure of your social secunly aumber 1§ volontary.
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FORT BUCHANAN, PR 00934

5 -
| L WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:

j !!nhealmg- Command Climate. Twelve months age. dunng a Town Hall meeting. nuwrnerors complaints were submilted covermg four core

regquanng dnmediale leadership mvowemenrfa:ienhuré:ﬁ
. Promotion and Hiring Actions Fout employecs indicated hiting process pnd gromolisns were not condusive (o Equal Oppottuniy
envilonment. In addition. NEC employee’s were given Supernsaiv duties withou! appropdate lraining and experiences whainh resulted w5
SHars” as pie employee clearly depicted within hisiher write-up. A lew submitied comments helow m
No welalives and fnends shoul hired.

i;‘fre anly qualified candidates "

- Cormmunications Issues: Profanty/Bad language was used throughoul the workplace, on zevori pocatons omployoes vouh! termaiats
phone calls dug to distant-end hearing prefanity pver phone conversation. Work sthedules were no! published welt in advance numésous
empioyess expressed their concerns ref planaing lesve. scheduling approprale personnel (0 perorm operational necessilies m order 1o
Snaxinize oparational prodizclion and ennance cusiomer reachiorgtisea  honthly Shilt scheduled was published 3 tew days betore 7 -
Boxoculion/stiondance A fow written cornmonts are lsted below:

M Supervisors need (o be tuthful and don't solate e Bds -
I Haliway discussion and shooting from the holster w
Coniractor bitingual dehicences
i1 hale pulling ot ﬁres‘
E | ast minste tasking .
Tnfomation not getling passed dawn,‘
Late no:icas*
Cunflict beteeen DAC and Gonkratton m
tnfomrmation fow betwesn managamen and smpioyesas ‘
i-Dolrg away with "oecause | said so & because thal's the way s’ concepy
E Poot wailten instruction
o away Wih 2477 due Lo ne operaiofial reguirement m
+00 P M - 0700 A M ohill is not necoassary
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ADDITIONAL FAGES 1AUS T CONTAIN THE HEADING "STA TAKENAT _ DATED e

THE BOTTOM OF EAGH ADDITIONAL PAGE MUST BEAR THE INITIALE OF THE PERSON MAKING THE STATEMENT AND PAGE WMBER
MUST BE INDICATED.
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USE THIS PAGE IF NEEDED. IF THIS PAGE IS NOT NEEDED, PLEASE PROCEED TC FINAL PAGE OF THIS FORM.

5 STATEMENT [Cenlinued)

. Team Woik issues.

Mol including pessonnel during planning 4
mployees bread. the rules constantt

No lrust and mictomanggement
Latk of personal accounlability
“Trouie lCkelng Protess
GCLE persorne! sheuld be ontrusied
‘Systerr Suppnrt Division should be respo

Configusation Management .

nsivl

Jeining Telephone and Help Dask personﬁ
sombining Service Desk and Redp Desk
Change the process ref approving CAPRs
Poor talent al the Help Desk

raining should be encourags and supported -
DAC and CME's need CISCO and Brocade !raim‘ng-
Custormer Senice

icketing process is toking ong o assign and no foflow-up .
estrusture Help Desk and Serwvice Dask

'Gonsoiidate all custemer calls nte a single poin! (Help Desk).

. Ttaining Deficiencias ..

Equat epportunity treining

Latk of Cross Training

No inventery cen‘.rols.m_

LAN Support ang Tech Contrel should cress-tran

Training work rorce with new fechnoiogies

increase classroom and hands on training

Sharepoin: Trainin

Fowis un Customer Service

Take care of customer's period

m;zr careful review of employee's concens. customer produttion deficiencies. anc lack of ceaching/traiming/mentarning within the NEC
worktorce |implemented numessus actions over the Jast twelve montas such as. No sleesing at the work place. ariving {ate andior leaving
early is unacceptable, profanity at the workplace will no! be tolerated. schedutes wili be published 90 deys in advance, smoking wili not be
tolarated inside 50 foot fiom each facilly, no cooking with open fires inside & facility, unplanned ovedime will not be expcuted unless
Operational fmpact is determined/approved by NEC Dimctor, one voice will cepresent the NEC via Gperations Center, consofitdating Service
Desk and Help Desk to better sarve our customers, CME's will no Jonger work without goverrment representation, werking between 220010
8O0 ane waekands wiil pe shared between DAC's and CME's, traming oppaniunilies will be shared between DAC's and CME's, Supervisors
wiil be held accountable for NEC propenty via Sup-HRR. No golfing on governmenl fime  no alcohst consumption a1 the work place. nepotism
hiring will not be tolerated between DAC’s and UME's. OPORDs will be completed on time, IAVA's will exceed 95% STIGs will he pyscested.
ih Asrateness training will be enforced. cells phones are not authorized in a faciity processing collaterar information, unch breaks witl not
exgeed BU minutes. personpet will not igke 58 minules on theit own accerd, emplovees will be respected and screaming will no! be toleraieg
Areas menioned above are within Meril Principles, my employees are teated with respect and dignity &l sif imes  We will continue 1o
improve our Commard Chmate

INITIALS OF PERSON MAKING STATENMENT ‘
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STATEMENT OF

TAKEN AT 752 300 40 A f, »’ﬂm e S Es -

A,

8. STATEMENT (Continved)

Discugsise shassified materal on 3 unclassified ine -
Nore

nauthorized GPL Furchase for G

eceived verbal authorization from 10 purchase materials for Gazebo with the atent to construct project mysell during personat

me (weekend;, On 29 dug 12 converys purchases for fufiiture Bays is not authodzed, On 30AUZ 13 NEC GPC Holder
teiays an email depicting is referring to furniture purchase nd we are net purchasng furpiluse. On 17 Sep 12, amail i ralayed ,m
reglieging to proceed with approval process to purchase eddiionsl tems for Gazebo. 18 Sep 13, CIWVeYSs 8 gazebo s classified

as firnture and reguest canno! be granted Onaboul 27 Sep 13. we coordinata with Home Depot teadership. ait mzterals are returnad 1o KD
with no issue. .

Piscussion termns for upcoming contract reguesting six adcitional employees to work cutsiderinside mam.-

' Contract under discussion with COR, nd PM goal is 1o amentd mod 14 (WO TRUS-08-D-0004-0003) per £Y14 TDA Rebslancing (dated
f 4 JAN 13 710 Signat Command (7). )

| Telephone OUpertors replaced by ADAS I

E'Tech Control Facilitstors and Technical Aids ae not requiret within NEC Gperatisns Canter due 1o hours of eperatnn spdonting

[operations! necassity is pot required beyond 1800 and SundaysiHoldays, hours have been reduced fram 24/7 1o 06800-1800 3.5 .

Cunemly CME"s are execuling 1T infiastruciure O&M on 20% throughoeul Forl Bushanan, current GME worklprees must be increased i order
> sustain communications demand for all customers traversing their services within the islard of Puerts Rice)

i fcd 15 wilt enhance performance ratios within our 1T Infrastucture and sa igna!t Command over 5312K anrualy in contractus!
B xpensas and lolally eliminate Night Differential pay for all DAC employees.

AFFADAVIT
i N I . HAVE READ QR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE _3___, | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MAGE BY
A THE STATEMENT IS TRUE | HAVE INITIMLED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING
THE STATEMENT. | HAVE PMADE THIS STATEMENT FREELY WITHDUT HOPE OF BENEFIT ORRE RGEAEEHOLIT PHREAT OF
FPUNISHMENT, AND WITHOUT COERCION, URLAWFUL INFLUENCE, OR UNLAWFUL INDUCE.MENT ;

A

Subscribad and sworn {0 before me. 2 serson avthorized by Jaw o
admmister oaths, this day of
al

WITNESSES:

{Squmrmv of Pyrson Administeni w Oasthh)

ORGANIZATION OR ADDRESS

{Typed Name-of Ferson Admmnstenrg Oath)

ORGANIZATION OR ADDRESS Authority 10 Adwirester Osth;

TNITIALS OF PERSON MAKING smvems.i‘— [ N m_*
| PAGETTTE -
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SWORN BTATERENT
For ums of this forr, gae AR 1B0-45; e propsnant apsony (3 PRME.

PRIVACY ACT STATEMENT
Somry: Tithe 10, USO-Bection 301 Title %, UBC Section 2881 E43. 8307 Social Security Numbar (S8R,

FHINCIPAL PURPOSE: Yo document potaniial crirsinal activity invaleing the ULB. Ay, and (0 aliow Srory offictals to maintds discinlng,
faw and ordar through Fvosgation of complamis and incidenis.

BOLTINE USES: informaton provided may be further disclosed it lederal, stale, foost, end forsiin poverranesl law enlnrcement
BEEncie s, prosesutens, courts, child profective sebvicgs, vickims, wiiniesass, the Deparimeit of Veterans altairg, and
the Office of Parserng! Management. indomaation provided may Be used tor determinations regarding jJucicial or
nosreusicial punisBmant, other admifinlstrative asdiplinary acdong, soourly clegrancss, rmordlment, rolantion,
placamant, snd ather oersonnefgotions,

DISGLOSURE: Prmstogure of your B8N and dther indoeraafion is woluntans

P LOCATI ' "B DAIE {rrevmMDUT 15, TIME A FILE NUMBER

Foun Buchanan, PR 2UaT _ 1403 - R

B.OLAST MAME, FIEET NAME, MIODDLE NAWME £, BEN 7. GRADEFSTATUS
G514

& ORGANIZATION OF ADDRESS
Bldp 327 5. Terminal Boad: Fort Buchaman, PR 00934

4.
{estions sboul Gove rm"mu% \{:,hs{ ey s

W in e NEC s \ & poverimen; vehicles?

Business Division Chiel ¢ detspaied w0 persoime! hsted below:

f CWART TU MAKE THE FOLLOWING STATEMENT UNDER O&TH:

i many velneles does the NEC bave?
FY 11~ one eleviric LAEV & onepick-up treck
FY¥ 12 one sleciric LSEY & oneplekaop frack

FY 13- one clecirie LSEY & one piokeug frugk - the LEEY was replaced for a Pred Focus reguesisd by -
pproved through T06IR Sigeal Brigads paid with WBS.0018237.2.4.1. BN o s b PO who Funds the account
;—’i"é-?sis adistoent saverl our erganbzition several thoosands of doliars anhoally,
Y 14 {onee sedan e one pick-ap track)

How are they assigaed 1o the staff? Mavaged by Business Division,

What is thie primary purpose for the vehicles?
The determination as o whether & ;zum
wittrin applicable law and regulations,
including whether the fransporiation 1§
opirration, and congistent with the purpos

i ‘mlm wing: L:gs;u;fmi to the wammi’ m t‘.tfvﬁ‘tgﬂmmsé o g Dol funefion, sctivity, or
e for which the molor velirtle was doduived.

Wihat smplovecs. by name and section, complete that tvoe of work?
- Bustness Divigion:

e Banager - Uiperarions Center
Busivess Divioo: ST 5 O <o N
O c:iionis Center: _ Go&E

_ Bsmma% Lrvision: )
. .'i",}is’;:x.ﬁ“sﬂ: — TA Division:

10, EXHIBIT U1 INITIALS OF PERSON MAKING STATEMENT

TIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT 0OF TAKEN AT ___ DATED

5

PAGE 1OF 3 PAGES

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THESNITIALE OF THE FERSON MAKING THE STATEMENT, AND BAGE NUMBER
MUST BE INDHCATED,
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taren AT Fort Buchanan, PR paren 20140307

& BTATEMENT  (Cuordinuad)

Are personnel required oo use their privaidly dwned vebicles w gerform therr offictel duties? 1s yo, under what cireumstanges?
MNotl urder mry consert. U numercus geeagions Tee publiontly stared our GOV ¢ wip o be wsed when moving I'T equipment (8.3,
S5A, DRMO, Bcilites with NEC owned equipment, efc..:) Al o point bus snvane convevid to me they're belng directed 1o use
thedr POV s while performing assigned task/dutios,

Hewss/ Awards prosented to Comtracioes.

E3d vou preserd awands (9 contractoss on or sbeut 23 June 20137

Eron™t recalt the exasct dafle bhowever He were purchaset! by GU&F leadership, duriyrg the aniduncement while alongside GC&E
topdurship 1 stated “ithis award is presented on behall of GO&R™.

il v present an e or eward o conirgciers on or aionl & Seplember 20137

Bron’t recitt the evact date Bowever dems wore purchased by GOER leadership, during the sonouncement while alongside GOSE
Headorship T statedd “this awaerd i3 presented on behallof GURGE

T following questony apply i bolh svenis)

Whal wa the preseated Bemfawand?

“ne tems were £t cards and others were cash handouts (e, Dee 2013 GO&E Foliday gathering), alt were funded/provided by
2L

sh handouts never exchanged hands between GU&E and 1.

What was the purpose for the presentation of the award?
Pretermined by GOEE (Gongavity, perfornmnce. ele..),

Who provided the peard or the fanding For the awarde?
Rl

Was any governmot funding gsed for the om/awards?
Mo

fs thers an ostablishind nward program (o award comteadions?
B

be there dn establbshiod award program o sward DACEY Sew below:
Performance Award (14 Teb 14}

Army Safety Award proposal to Supervisors (21 Nov 13)

Fowert Hall meetings plegy back with Garrison personoet (15 Aeg 15)
LIS groward (07 Map

i i

INITIALS GF PERSON MAKING STATERENT

PaE 2 OF 3 PAGES
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ETATEMENT OF - C TRKEN AT Fart ﬁ&liﬁi%‘iﬁﬂ&;h PH GATED TOESIGRAT

ATERMERT  (Coniinued

Lo an estebiished award program 1o avsrd DACEY {oont )

Email belfow was wansmitted o TGP Osuy NEC Direwon on 21 May 13,

Divier the past sevesal months we've witness soversl porsonne! seoeive recognlilon for their suporlor performance.

Any reason wihy we hisve nol submitbed any oF our superstars? Are we so bosy that wo're nod Able @ fake o knde/30 minules snd
write about the gecomphishmenty/periormance/oreativityfesuberancefatiiudelzelf dovelopmentisamworifeducational
enhancomeniien’

v been bere almnst fouy months angd oap dently severa] TOP performers:

Presure all of vou e identify eountless sceomplishments cvery Team member as sccomplished this FY o alone the previous
thmes ooclt and every tae of us has acknowledged therr supestor porformence by stating "Thank you™ o a padon thelr sholdder as 2
gesturs for thely commitment w réstoring the Network or finding the Solution mapacting every miember Uad 1o our ngtwark. The
number of T8 resolved over the last 90 davs and ICH comments depioting the superior costgmer service, Hven the execution of
H31G, copler forensios saving our main custonter over 330K anoually, expediting CAVE 151 tnstall, 1300 and 13071 deplovinent,
and Dmally the Bundreds of Hems we have identified on our propeity books,

Let's du the right thing for our people dnd get thém recognized.

e g cony of the reguirements amd nes? window of opportunily, relay message o avery member within the WEC that they fidve the
alitlity to sominare thelr Tesmmates/poers as well,

Who oy nvited /o sttended he ovems?
Depends on type of event leag, Gardson Town Hall DACY local NEC event DAC s/OME"s).

w DAL pwarded af the events?
Aends on type of event and applicable o individuat who met the purpose of swards (g LOS )

CAFFIDAVIT
B, 1AVE AEAD OR HAVE HAD BEAD TO ME THIS STATEMENT

WICH BEGING ON PAGE 1, AND BENDS OR PAGE 5 | 1 FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE

BY ME. THE STATEMENT (5 THUE. | HAVE IITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF BACH PAGE
CONTAMFEG YHE STATEMENT. 1 HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFT GR BEWARD, WITHEUT
THEREAT OF PUNISHMENT, AND WITHOWT GOERGION, UNEAWFUL i%@-?’t.,tjﬂfﬂ'{}ﬁ%iggﬁ URELAWTLIL INDUTEMENT,

fEigaatorn of Person Making Statotment)

VTSR R ES, Subsoribed and sWorn W before me, & pargon sulhotized by law o
adeministar osths, this _ dayof ;
at
CHHEIANEZATION OR ADDRESE T {Sigrateirg of Porgon Administering Oath}

{Pypad Name of Parson falinirastarivng Oath)

R ATION OR ADDAEEE TRy T Appaniaiar Ot

FTIALS OF PERSON MAKIHG STATEMENT !

— i | PABE 3 OF 3 PAGES
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Subject: Fw OFERATIONS ORDER 201411108, Call for Nominations for the 20132014 Adjutant
General's Corps Regimentat Officer, Warrant Officer, Noncommissloned Officer, Soldier and
Civilian of the Year (UNCLASSIFIET)

Aftachments: Link sy QPORD 2014 11-106.doex -

Gents,

NLY 28 Nov 13 need to know If the following individuals are great candidates for this
award:




—1 :

Subject: OPERATIONS ORDER 281411-185, Call for Nominations for the 20813-2814 Adjutant
General’s Corps. Regimental Officer, Warrant Officer, Roncommissioned icer, Soldier and
Civilian of the Year (UNCLASSIFIED)

ASSIFIED




REF: OPERATIONS ORDER 2081411-185, Call for Nominations for the 2613-2814 Adjutant General’s
Corps Regimantal OFfficer, Warrant Officer, Noncommissioned Officer, Soldier and Civilian of
:.h@ YEar‘ .

NLT ©6 January 2614,186th Signal Brigade Staff and NECs will submit nominations for
consideration. Negative responses are réquired

EXSUM:  In honor of R R | _
G-1 SGM, both killed in action on 11 September 2681, the Adjutant General’s Corps {AGC)
implemented an awards program to formally recognize our Regimental OFficer, Warrant OfFicer,
Honcommissioned Officer, and Scldier of the Year, in addition to the Civilian of the Year
implemented in 2861 to Honor Mr. John Dinnien. The AGC is seeking gqualified nominations to
recoghize deserving Soldiers and Civilians from each AGC Regimental category for the period
31 May 2013 through 36 May 2814,

s Army

186th Signal Brigade NECs will support this reguest for nominges for the AG Corp Regimental
OFficer, Warrant Officer, Noncommissioned Officer; Soldier, and Civilian of the year.

SUS: RLT @6 January 2814

ADD INFQ: A1l units and staff sections will acknowledge receipt of this Order within 24

hours. of receiit vig electronic mail to the 186th Siinal Bripade Operations Lenter at

186 Signal Brigade
Operation Center
Fort Sam Houston, T 78234

"Gateway to the Enterprise”

Classitication: UNCLASSIFIED
Caveats: FOUC



AFEE ey Lt

Fiie m’/}; i’
o

ok B

 ONE THING | WOULD CHANGE IS: / UNA COSA QUE YO CAMBIARIA ES:

P .,
I i, ~,

s
1 The use of bad language at the common areas in building 527 is unacceptable. In more than one
. occasion Mave cancelledABlephone conversations because some personnel are using this type of foul
fanguage and it could be heard by the person at the other gnd,

HOW WOULD IDO IT7 / sCOMO LO HARIA?

Remind personnel that we have to keep certain level professtonaliam in our office environment,




N
Wadnesday, February 05, 2014 7222 PM

[

Subject: FW: Dignity-and Respect al the Workplace [UNCLASSIFIED)
Signed By: - -
Importance: High

Tracking: Rectplent Delibvery

T SR Delivarsd: 21512014 7.22 P

Classification: UNCLASSIFIED
Caveats: FOUO

You never submitted your statement ref abusive behavior at the work place,
provide written statement NLT tomerrow (86 Feb 14) prior to 1588.

Vir

ok you, I

L. Director, Fort Buchanan

—————— Original

Sent: Thursda August 08, 2013 86:48 PM
vo: [ P

Subject: Dignity and Respect at the Workplace

Over the past few days multiple employees have verbally reported
complaints ref vou using abusive comments directiy at emplovees In public
Form.

Several emplovess herd and witnessed you address - stating the
following:

~ "I'monot a Fuc..... ~ng Secretary you need to... ..., "

. elling and screaming in the main coreidor ref Contractors taking time
“. . without coordination.

Several emplovees reported this behavior occurs during my Furlough days
1



in order for me not to hear how employees sre trested ot their workplace.

< Correcting contractors in public without addressing the issue thirough our
T whe would address the issue to Centract Supervisor,

Need you to submit a statement ref complaints above, if true, you are o
immediately halt this abusive behavior towards our employees.

See me Tuesday morning at @838,

v/

Fort guchanan
NEC Director

Classification: UNCLASSIFIED
Caveats: FOUD




ONE THING | WOULD CHANGE 1S: / UNA COSA QUE YO CAMBIARIA ES:
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First, tam very pleased with the changes | have seen in the past months within our
ofganization. The double standard between the way employees were treated among Divisions
as lowered, still more work to be done, but it has been a noticeable difference, for the good.

- Frecommend we have more frequent Hall meetings, and that we glso have 2 Director sit down

at least every quarter without supervisors. | also recommend that Chiefs have at least, biweekly

meetings with thelr subordinates.

A supervisory training for the Chiefs, lead emplovees, s recommended as well. There is 3

concapt of “because | said so” or “because that’s the way it is” is not an answer to employees

that come with concerns and need guidance. We expect more from our leaders, this is one of
| the problems we encounter that brings morale down. 10is hard to bring up issues when from

the get go you get 2 no or no answer at all after a reasonabile amount of time.

Written instructions in order to keep accountability of tasks are also a recommendation. The
reason after this request is that sometimes the scenarios change, which we can be accustomed
to that within the organization we are in. However, the “I did not give vou those instructions”
or” i never said that” is a disrespectful way of calling an emplovee, or a supervisor a liar. It
disrunts cobesion within the team. To keep things clear, 1 suggest both documents at jeast in an

- e-mail when VOCO instructions have been given and send to the Supervisor. The responsibility

of the operations of the organization has to be both ways, from management and from

subordinates.

There are many other things | would address, (noise in the hallway for instance) however, this

- opportunity is for organization recommaendations. | will ask for ant open door, when the time is
| right, if | feel | need to express any additional concerns.




of p9

1. Problem: Peowle do not know or break the process rules
constantly and a lot of times deters from completing a process
correctly because lack of accountability, the process is not
cleared or being the process is being overruled.

- We need to review our processes and estabiish a Pracess ?
Management System where anybody from our department or
any entity can review and understand our ways of doing
business. With this, we need to empower and establish
accountability among our personnel to keep and maintain ocur
- established processes. This system should be aligned with our
personnel’s job description.

2. Problem: We do not have a well established inventory controls.
People do not know the whereabouts of inventory and
equipments.

We need to establish an Asset Management System where we |
; can track any piece of hardware among the base and align it
with our Configuration Management processes. We can do
something similar with our Software’s aligned this system.

Note: | know this is something yvou might had slready
recognized, but | wanted to help by letting you know that this
is something | see every day here and if | could be of any help

just let me know.
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ONE THING | WOULD CHANGE IS: / UNA COSA QUFE YO CAMBIARIA ES:

Once upon at time, G$-12's at NEC in Fort Buchanan were giving Supervisor duties, Personnel with not
experience, training, or aptitude should not be placed in that role. It was a total fiasco.

HOW WOULD IDO [T? / ¢COMO LO HARIA?

If someone says it s a good idea, it is not true. [t will be a total fiasco as it was once.
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Subject: RE: CME Tarciniess 3rd Occurrence

is it — We are handliing ASAP. I will have to suspend befure I can terminate.
Just an FYIL. '

Thank You,

President

GCEE Systems Group, Inc,

5835 Peachiree Corners East, Suite A
Norcrass, GA 30092

CONFIDENTIALITY NOTICE: The information contained in this email message is legally
priviledged and confidential. It is intended only for the use of the addressee. If you are
not the intended recesiplent, please be aware that any dissemination, distribution or copy of
this emzil is prohiblted. If you have received this emzil in error, please immediately
notify me by reply email and delete this message and any attachments.

~-Opfiginal Message----- -

a1 _ 11
it s Wednesday, Janugry 15, 2614 7:58 AM
To: Illlllllliill

Subject: (ME Tardingss 3rd Occurrence

Please take immediate action, employee continues to arrive tardy at workplace, - can
provide name of employee.

Cantractor continues to arrive tardy at their desipgnsted work place, request immsdiate
removal.

1 1 EHES

0K, thanks for the info.

-and - why can't our people stay off the radar and just do their jobs?

o Jﬁk Yeou,



President
GC&E Systems Group, Inc.
o 35 peachtree Corhers East, Sulte &

CONFIDENTIALITY NOTICE: The information contained in this emasil message is legally
priviledged and confidential., It is intended only for the use of the addressee. If you are
not the intended receiplent, please be aware that any dissemination, distribution or copy of
this email is prohibited. If you have received this email in error, please immediately
notify me by reply email and delete this message and any attachments.

Sent: Tuesday, danuary 14, 2814 2:42 AM
To: Illllllliillll

Subject: RE: Future Organization (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: FOUD

No additional info outside of what we discussed in the past. Heads-up! Conversed with
and COR this morning ref several CME's reporting late to thelr designated aress.

can provide the details.

-

S

Thank. you, Mr. - -

NEL Director, Fort Buchanan

v, January 14, 2014 9:34. AN

Subject: Future Organization

iz there anything else from me you need for the future organizetios pricing or

planning?

ak You,



o resident
.E Systems Group, Inc,
5835 Peachtree Corners East, Suite A

Norcross, GA 30692

CONFIDENTIALITY NOTICE: The information contained in this email message is legally
priviledged and confidential. It is intended only for the uge of the addresses. IFf you are
not the intended receipient, please be aware that any dissemination, distribution or copy of
this email is prohibited. If you have received this emsil in error, please immediately
notify me by reply email and delete this messsge and any attachments.

Classification: UNCLASSIFIED
Caveats: FOUQ
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QUOTE

Store 8401 BAYARMOGN Phong [

JMCARS

725 W MAIN AVE STE 860 Satesparson
BAYARON, PR 00861 Reviower:

No, 6401-263700

Page ' 2

QUOTE

m_m FORT E;gg}jit\iAN o reeeeee QUOTE ) | 20108141638
e pR ~ 00934 “ﬂ BA“"AMON _____ | Prices Valid Thru: 08/21/2013

HOME DEPOT DELIVERY #1 | MERCHANDISE AND SERVICE

SUMMARY

VPO rospeve the right 1o Het tha guantives of

mmrhﬂ«‘hrn =0t 40 CLEnmaY

| REFmVOL e @L ]
STOCK MERCHANDISE TO BE DELIVERED: ) L ) 7o i
CREF4 L SKU L QY {um) o R m d?%m% EACH | EXTENSION
_JBOY | g000-129.183 | 2600; EAISXG1OFT#2PT/ . A KR 345971 stimser
_R02 ¢ 0080-219-417 3300, EAZXIO12PT 81 S S— N s $20.97 398201
_Ro3 | 0000-260-430 | 6.00] EAlaXs12FTHRPT/  © - B RN 536.97 522182

L

MERCHANDISE TOTAL: _ $2,405.05

DELIVERY INFORMATION:

[SEHEDULED DELIVERY DATE: Will be scheduied upan.a
\\

ﬂ§ik,@’}\/
1 /0 Marchandise

vor | coons15663 | 160] EAlCurbeide Delivary Q - Iyl s7a.00] g?éuégm‘
- o BN DELIVERY SERVICE SUBTOTAL; ____ $79.00)
THEPCC WILLDELVERWDSETO: NN . G\&/’ . . L
ADDRESS: 1002 BUILIDING o : FORT BUCHANAN | _mag .... “ w_j “m A :
STATE: PR  meiooeM 6 O COUNTY: BAYAMON SALES TAXRATE:  7.000 ]
PHONE: N «f‘@fﬁw PHONE: SN T

f? kg T s . C et pas e R e
L ‘"}:g H . K ' o
-~ ! (s a4 I i
,\:\;; \ : RS
-

Custemer Copy

No. 6401-263700

Paga tof 2




QUOTE - Continued

HOME DEF’OT DELWEFW #1

{Conlinusdg)

DRIVER SPECIAL INSTRUCTIONS: |

%
REFgVOS

Pagp 2ol 2

No. 6401-263700

TOTAL CHARGES OF ALL MERCHANDISE & SERVICES

__END OF HOME DEPOT DELIVERY - REF #V04

52,485,905

Policy 1d (Pl):
A 90 DAYS DEFAULT POLICY

stores for details.”

‘Tha Home Dapot reserves the right 1o imit / deoy returns. Please see the retum policy sign in

UHUER T $2 dBS ﬂS

L SALESTAX| 553
TOTAL $2,490.58
BALANCE DUE $2,490.58

END OF ORDER No. 5401-263700

pagezolz  No. 6401-263700

Customer Copy




X - QUOTE Page t ol 4 NO. 6401 -263705

L7 . Slore 5401 BAYAMON Phone ST

o 7a5 W MAIN AVE STE 560 Salesparson JMCABS
Ee L BAYAMON. PR 00961 Raviews:

S s+
v 002BULDING et D)
Cnrnigiey Ay
FORTBUCHANAN T QUOTE
Sy PR it 00934 Crorty 8AYAMON ,

QUOTE

2013-08-14 17:00
Prices Valid Thry: 08/21/2013

HOME DEPOT DELIVERY #1 |MERCHANDISE AND SERVICE
SUMMARY

_REF# V28 ..

STOCK MERCHANDISE TO BE DELIVERED _

We reserve the dghl fo lenit the quantities of
magchandise sofd o customers

T T 3{6

*t;;fr' P

REF # KU oty _Juml ___DESGRIPTION

]

ROT__ | 0000-868-926 1.00] EA|MAKITA 7-1/4" 15A MAGNESIUM CIRC SAW ¢

$159.00 _ Bi5B00

ROZ | 00D00-435-246 2.000 EA|AVANTI 7-1/4"X24T FRAMING SAW BLADE /

T
Wb

$547| .. ..521.88

RO3 | 0000-446:334 | 1.00| EAIRYOB! MITER SAWSTAND/ -

$109.97! $100.97

RO4 | 0000.754.456 | 1.00] EAJRYOBI10" 134 SLIOE MITER SAW WALASR/ %(\Q;) Z
RO5 | 0000-657-810 3.00; EA|STABILIZER KNEE PAD/ b

. suee0 s
. 84307

ROS__ | 0000-408-401 2.00] EA{MCGUIRE-NICHOLAS CARPENTER APRON / _ P
AO7 | 0000-622-602 2,00 EA|DEWALT 1407 MIG HAMMER / oV e

' L Nk
jz]z ziZz z‘??&
; {

$27.490 .
84397

A0S | 0000-800-140 200 EAlWISS 11-1/2° COMPOUND-ACTIONSMIREY

$16.77

| _ROS | 0000-374.-950 2.00] EA|16IN X 24IN ALUM. CARPENTERAOUARE )
R0 | 0000-117-350 ;1 1.001 EAJIRWIN 100’ CHALK & R@M VEL/

PP P > b (e N

31185 B4
38.76 $8.76

1

zizlziz

!
|

-4

Rit 0000-568-220 | 10.00| PTIGRIP BOND 4

. .88aA8 . 85480

R12_ | 0000-630-630 |  15.00] EA|10° MEN SEznG e

> 5 (B |
ziz

$320 . $8.00

i
1
i
i

>
Z
I
.
#
}4
Ta
=]

| CONTINUED ON NEXT PAGE ***

| R13 [ oooo-243-086 | _104.00] EA| f@N BRACEZINC/ . . .

\&\G}\\,\

rage1ot3  NO. 6401-263705 Customer Copy




o

YTE - Contiensed

fCetingned)

Last Name S

Page ¢ot 3

' HOME DEPOT DELIVERY #1 |

IREF #v28

No. 6401-263705

R11 | 1000-001.040 5.00] EAIDEWALT #3 2" PHILLIPS PWR BITS 2PK ) A 51635
Bi5 Q000-219:417 | 1.00] EAI2X10-12 PT #1/ R . N . 52997
_ RI5 | 0000571206 | 1n0) EAJHUSKY 25 TAPE MEASURE ! 1A 81537
CR17 892 | 100 EA[JOHNSON 127 PLSTC HEAD COMBO SQUARE / A IM  56.56)
| RI8 | 0000-374.922 1.00] EA|9IN MAGNETIC PLASTIC TORPEDO LEVEL / A LN 3595
R19 | 0000-391-379 1.00] EA|DEWALT FOLDING RETBACT UTILITY KNIFE / A_IN _$10.47
___R20 | 0000-78B0-774 1.00] EA[TOT NAIL CLAW/ AL LN ..8877
B2t | 0000-921.937 100] EAl24* SWIVEL LOCK300 CLAMP/SPREADER/ N A 1y 52747
R2z | 0000-921-640 |  100| EAI6” SWIVEL LOCK300 CLAMP/SPREADER / A e $17.57
__R23 | 0000-615-067 1.00] EA[JOHNSON 7° PLASTIC RAFTER SQUARE / ) A N oA
R24 | 0000-703-552 |  1.00] EA[E/Q BULK CARPENTER PENGIL-HD / . A _|IN 50,24
_R2h  : 0000-235-823 | 1.00] EAVERSASHARP PEMCIL/CRAYONSHARPENER/ 1A I N . 82.48
| __R26 | 000Q-277-B17 1.00] EAIB/3 50 WORKFORCEEXTENSIONCORD/ . A KN . 312,98
_A27 | 0000-335-884 100! EA{6 OUTLET PWR STRIP 4 RT ANGLE / A I N 5546
__R2g | 0000-420-786 | 100! EA|160 HOT GALY COMMON 30 LBBUCKET / A LN __ B4500
R0 | 0000137832 | 100, EA|3"PG 10 EXTERIOR SCREW 25LB BKT / ) A Tn 394.22]
B3| 0000-680-342 1.000 EA|1' PLASTIC ROUND CAP GMBUCKET/ a1y ! 82728 s27.28
__R32_ | 0000-376-116 200, £A|JOHNSON 48° ALUM TOP-BEADING LEVEL / A_| N $17.58 83518
e .. MERCHANDISE TOTAL:] $1,769.71
DELIVERY INFORMATION: o ABCHEDULED DELIVE il be scheduled u;mn amva! of aH S/O Merchandise
. ves [ on0o515:663 [ 1.00] tAICurbswe Deivery | In ] $79.00]

" DELIVERY senwce SUBTOTAL:]

THE PCC_ WILL DELIVER MDSE TO:

|

Page 23

No. 6401-263705

ADDRESS: 1002 BUILIDING CITY: FORT BUCHANAN ] -
STATE: PR _ZP: 00934 ~ COUNTY: BAYAMON SALES TAX RATE: 7.000
PHONE: N ALTERNATE PHONE: I

Customer Copy



o )TE - Continued vast Name. [N ragezcts  NO, 6401-263705

HOME DEPOTDELIVERY #1 |

Hat A T

RGBS Y bEINERYTOTALSY]

DRIVER SPECIAL INSTRUCTIONS: e e e e
1 END OF HOME DEPOT DELIVERY - REF #V28

TOTAL CHARGES OF ALL MERCHANDISE & SERVICES

Policy td (P} _ B
A 90 DAYS DEFAULT POLIC Y arees . : ... SALESTAX) = $383
L TOTALD 5185254

WWBA-LANCE DUE $1.852 64

‘Tha Mome Depot reservas the right lo finit / deny refurns. Please see the retun policy sign in
stores for deltaris.’

Page 3ol 3 No. 6401-263705 Customer Copy



e QUOTE bage 12 NoO. 6401-263702
Store £401 BAYAMON Prone: NG

. Te5 W MAIM AVE STE 860 Salespatson: IMOAHS
Pei BM%MON PR 43096! Asviewsr

n E—— QUOTE
}"" AH ey [ﬁﬂ'{;_‘ BU!LED[NG gt Pheaz _
. T P T - S A .
el Toempxey Hame
M ' FORTBUCHANAN o eTeeowote | 2013084625
se PR M pogad oty BA‘{AMON - Prices Valid Thru: 08/21/2013

- HOME DEPOT DELIVERY #1 | MMERCHANDISE AND SERVICE R S s o o
REF # V15 L e ™ '\)

STOCK MERCHANDISE TO BE DELIVERED: - - ,;}; S5

AEF # SKU QY tuM o BESCRIPTION

69@9#: EACH | EXTENSION

o
~,>§

L,

Bo1 0000-168-181 | 28.00| EAI2X4-12 PT 22 PRIME /

§ I $9.57 $267.96
R0z | 0000-155-395 14.00) EAl1X4.8 PT APPEAR/ ({(A

L8497 .. 36958
771 818504
33 (69 e RN Sh b D

53400]

52997
§2.48

LT
ol bt v 4

RO3 | £000-208-413 |  24.00| EA/LSUR6Z 2'XE” 18GAADJ JOISTHANGER/ s
Ao | 0000246918 | 24.00| EA|MIDAZ 1BGA ZMAX HURRICANE TIE / AN
ROS5 .| (000-387.473 12.00| RLI30Y ASTM D226 / \f@ "\3‘/

FO6 | 0000-716.672 | 3.00] EA|VERANDA LATTIGE - REDWOOD / M&Y\

L B07 5 0000-202-564 | 8.00] EATD GALVANIZED DRYWALL COH”EQ %

A0R | 0000-661-880 | 312.00] EAIHEXBOLT 3@Xi1/2/ -

_Boo [ 0000-941.966 | 312.00 EA|DROP-IN ANCHOR 3", S «C”W' -
R10 | 0060-943-132 | 4.00] EAIBOSCH 1/2° MULI:PURQ%WILL BIT /

A11 | 0000-572-565 20.00, EAI487X79" OND) FPANEL RED/ e

Rz | ooos7273e | 400, EALiZE ?W ARIDGECAP-REO/

13 1.0000-565-975 | 4.001 EAISS 2 EQ-MAIL WINASHER-RED 100PK /

!>‘>\ =

i
|

$19.98  53gs.60

] B1396] sS85 ed
A 1047 $41.68
1" CONTINUED ON NEXT PAGE **

1
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Page 1of2  INO. B401-263702 Customer Capy




QUOTE - Continued Last Name: [5G Page 7ot 2 NO. 6401-263702

HOME DEPOT DELI\!ER‘Y’ #1 o

{Contirnody - REF #V 1 5 -

 m14 | 0000-395.185 | 100 EAl100 CUT MASONRY 30 L8 BUCKET/

6817
52 102.06

S L I
[ MERCHANDISE ro*m.

DELIVERY INFORMATION: | SCHEDULED DELIVERY DATE:; Wil be scheduled upon arrival of all S/O Merchandise -
| vis_ [ 0000515663 | 1.000 EAlCurbside Delvery o Loy 57900 s79.00

7 | _ DELIVERY SERVICE SUBTOTAL: _ $79.00

THEPCC WILLDELVERMODSETO: OGN 0 | e

ADDRESS: 1002 BUILIDING CITY: FORT BUGHANAN | -

STATE: PR P 00934 COUNTY: BAYAMON SALES TAX RATE: 7.000

PHONE:  JRNNEENN _ALTERNATE PHONE: [

DRIVER SPECIAL INSTRUCTIONS: |~ .

TOTAL CHARGES OF ALL MERCHANDISE & SERVICES

Pollcy i {PI):
A 90 DAYS DEFAULT POLICY hids

DER TOTAL IR PRIARYS
__SALES TAX ] $5.53
TOTAL|  $2,186.59

_ BALANCE DUE $2.186.59

‘The Home Depol reserves the rght lo iimit / deny returns. Please see the refum policy $ign in
stores for datalls.’

END OF ORDER No. 6401-263702

page 2oz NO. 6401-263702 Custormer Copy




From:
Sent:

To:
108 SIG

Subject: Re: Gazebo constroction malarials (UNCLASSIFIED)

Excellent follow-up. Appreciate you taking charge ref providing clarity and clesure.

Thanit you, £8

Subtiect: FW: Gazebp costruction materials disaprpoved (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: FOUOD

Please disrepard e-mail from [EEEENEERE i< referring to furnisher purchase and we are not
purchasing furnishers. How B ot involved in this I don L know, but she should of
consulted with me prior to forwarding this e-mail to you. B also wanted 1o know i you

had authorized this purchase, the PR is already approved, ﬁllJl have to do now is purchase
the wood.

Administrative Specialist
Network Enterprise Center

subject: Gazebo costruction materials disaprpoved (UNCLASSIFIED)

Classification: UMCLASSIFIED
Caveats: FOUO

Gooad morning Sir,
For your information.

R




gust 29, 2013 6:63 PM

Subject: RE: Approval Required for PR: 2180266252 { L4 } (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: FOUO

As of this time, purchases for furniture buys is not authorized. Did .
approve this purchase?

V/R,

Bu!get Analyst

186th Signal Brigade/8M
Ft Sam Houston, TX 78234

Subject: Approval Required for PR: 21808266252 ( L4 )

Workflow Creation Date: 20138829

Document Type: PS5 AXOL 2-Way Single PR

Header Text:
Purchase of materlal for the construction of a gazebo at bidg 527

Line Item: e€@pol
Short Text: 6x6-10FT #2PT
Material Group: 26RB

Fund Center: AA3H]

Fund: 288816013

Functionsal Area: 131R58Q0IM
WBS: 5.2082902.21,81.092

GPC Cardholder: _
GPC Merchant/Description: THE HOME DEPOT

Classification: UNCLASSIFIED
Caveats: FOUO



Classification: UNCLASSIFIED
Caveats: FOUQ

Classification: UNCLASSIFIED
Caveats: FOUO



O Aeve oS £ S,

o SPECIAL SERVICES CUSTOMER INVOICE A

Siore 5407 BAYAMOHN Phone (TE?) TIB2R90
705 W MAIN AVE STE 860 Salespeson xiﬁu{}?

BAYAMOM PR 00961 Rayiewer

This is only a QUOTE for the marchandise and services printed below. This becomes an
Agteemen? upan payment and an endorsement by 3 MHome Depol register validation.

Fhamog Birpme

FPage | ot 2 No. 6401-2B4726

T TORTBUCHANANRD .
(BLDG 527 S TERMINAL |

ey Moy

2 Dersppton D€ VERY

. FORT BUCHANAN
PR 00934 Cur (GUAYNABO

Nt

QUOTE ig valid for_this f.:ia)ta: Do022013

HOME DEPOT DELIVERY #1 |MERCHANDISE AND SERVICE

SUMMARY

S JBEE#VOL

Wa rasarva tho npht o il the frnm-* <
merchprhse sold 1D oest 'ﬂmav 'Q\,

C)

STOCK MERCHANDISE TO BE DELIVERED:

Py

~ o
scwaoua,m DELIVERY DATE, Wit e 5mw ST A

DELIVERY INFORMATION:
Vo4 | 0B00-515-663 |

IHE PCC WFLL DELIVI

BEF# sy ory fume DESCRIPTION PRICE EACH |

AOY | 0000-129-163 | 2600 EA 6XS-10FT #2 PT/ ey W ) T sasg7| | s13es522
RO2 | 0000219417 | 3300, EARXI101@PTEL/ .. A m_,,_ so07i | somo g
nos | oooo2en-a30 | 600 BAIXS12FT SR PT/ A n 356,97 8221 82

) DELWERY SERVICE SUBTOTAL )

_ . MERCHANDISE TOTAL:|  _ $2,408.05)

$79.00
$72.00

} Nl Terg anl

ADDRESS: FORT SL}CHANAN F%D
E&Lff}f“ 527 S TERMINAL

Chesede your cgreint agder stats antine st
mwww homodanol cominrdoratatus

Fage 1ot 2 No. 6401-264726 Custormner Copy

| CONTINUED ON NEXT PAGE ™*

i

(FB0YT DAO0@7R4E7




SPECIAL SEMAGES CUSTOMER INVOICE -

HOME DEPOT DELIVERY #1

[Corbmneg

Conlried

Last Name, -

B

REFSVOd

STATE: PR ol [ 258

o0934 COUNTY: GUAYNABRD

Fage 2 of 2

SALES TAX RATE:

DRIVER SPECIAL INSTRUCTIONS: ___[antregar anias de las 1:00am

ALTERNATE PHONE: (N

TOTAL CHARGES C

'ALL MERCHANDISE & SERVICES

Policy {8 (PI)::

AL 90 DAYS DEFAULT POLICY

stores for defails.’

‘The Home Deptot reserves thae righ! to limit # deny returns, Plgase seg the retum policy sign

"ORDER TOTAL e

_ _SALES TAX

No. 8401-264726

485.05

_$2.485 05
$0.60

TOTAL

$2,485.05

__ BALANCEDUE|

END OF ORDER No. 6401-264726

No. 6401-264726

Page 2ol 2

Gustomer Gopy

_ $2,485.05




AlvaT7ia : HOME DEPROT, INC. PAGE: 1
DELIVERY CONFIFMATION DATE: 0%/06/2013

STORE: £301 BAYAMON TIME: D7:18

F-fasls 6401

Ci01 0026886 -00-00-0f~mmrwomesvmm s e DELIVERY NUMBER 6401-264726V04

ostemer - (.. Delivery Date: 09/06/2013 Time : AM

phore . {787} 707-3010 Work N T -

convact | N Phone : ExL

Tompany Alt Phone: obieal

FORT BUCHANAN ED
FORT BUCHANAN, PR 00234

Cross 8t2:
Exiscing building Lot ¥
geference: DELIVERY
dhusua. Pfite Conditions:
faver de entregay antes de las once am

Glreot i ong.

antreger antes d lag once

Srecias Instructions:
antregar antes de las 11:00 a.m

TITERDED DROP: Unaurhorized

Gurpside Deliveries Only: You are purchasing merchandise that has been
SEETHNAUEd Y THORE TDEROUY for curbside delivery only. Your purchase

does not include delivery beyond curbeide, cn-premise o: in-house

addivional Services) or the ilpstallation/hovk-up of merchandise {(Non-included
Tngtallaticon Services), and Home Depot has not authorized its Home Depot
Deliveyy Agent {Delivery Agent) to perform such Additional services or

Heon -ineluded Installation services. In the event you reguest, and Delivery agent
zgrees to perform, Additicnal Services and/or Non-included Installation
Tervices, YOU ASSUME THE RISK OF AND PULL LIABILITY FOR, ANY RESULTING
PERBORAL INJURY, DAMAGE TO PROPERTY, OR DAMAGE TO MERCHANDISE. 2lsn, any
Nor-inclnded Tnstallarion Sevvices shall void any express or implied warranty
provided by the Home Depot and may void the manufacturer's warraniy on the
merchandise so installed. By signing below, you acknowledge that vyou have read
ancé fully understand the terms of this waiver and release, and vyou intend it
1o be & complete and unconditieonal release of all liabkility in regard to any
cnuested Additional Services and/or Non-included Installation Services.

EOCEPTED BY SIGRATURE OR FILE os/ux/zoLz
CUSTOMER'E SIGNATURE i DATE

CUSTOMER COPY



HOME DEPOT,
NELIVERY

InNC.

STORE -
HR S

fE0T BAYAMOR
6407

LA - COZEABE OO

CONFIRMATION

o T

£40% Lb

EEE:

PAGE: e
DETE: 08/05/207172
TIME: ©7:1R

- DELIVERY NUMBER €401-264726V04

------ QUANTITY - v -~

5 ZRU ITEM DEBCRIFPTION ORDERELD DELIVERED
0500 125363 eXRe-LGFT #2 BT 26 GO EX Y
GUOO-Z2.9-417 2XL0-12 PT #1 33,006 23,00
GoOG-260-430 4X56-12FT #2 PT L., 00 G.L00

Cardinal Curbside De
WAL OCTHRRD ANY DAMAQGE TC PROPERTY OR PRODUCT? {(Circle Onc! Yep Ro
PROYES D RFILFASTE CLARIPY

HERsRY AUKNOWLELDGE RECEIPT OF THE ABOVE ITEMS
FHE "DELIVERED" DOULUMN ABOVE:

CUZTOMER '3 NAME {FLEASE PRINT)

CUSTOMER ' 5 EJGNATURE

AAD TS U0EEBE - 00-00- 00— mm o e SR

CUSTOMER COPY

IN THE QUANTITIES SHOWN IN

END OF

DRIVER'Z SIGHATUHE

DELIVERY HUMEER €403 284726V04



SPECIAL SERVICES CHANGE ORDER : bace <o 2 INO. 6491-{}254—?26
0131 15 1407

St H10 1 BAY AMOM Fhoane
IR RAAIN AVE STE HBO Satesperson: NXROGP
RAYAMON, PR QO9H1 Ruvigwe

CHANGE ORDER

S FORT BUCHANAN AD T

BLDG 527 S TERMINAL Fr e

CFORTBUCHANAN _ —~ PO DELWERY
R T o033 T GUAYNABO _1 REVISION: 1, 10/15)2013
SUMMARY OF CHANGES  ‘elei/ede sl amiecet

DESCRIPTION OF CHANGES : = \' =

qenhm nrdant pars hace un fohsitepickup va g o provecto Is G{-!HCBTH!‘DTI,&UIWDOP.f.t.';M o o B iy

ADDITIONAL SERVICES » ?‘\‘r‘ '
HS‘EE'E?EP‘” DELIVERY [ wrmm

STOCK MERCHANDISE 10 BE DELIVERER: ] i o o

TAX] PRICEEACH! CXTENSION
| MERCHANDISETOTAL! - 0.1

RERA]  sxy- ary  jump o
Voo (000-515-603 1.00 Efmi DELIVERY

DEﬂVEﬁV mFﬂﬂMﬁTlﬂH

bt om0 | el orivey ST TR e T
) T DEUVERY SERVICE SuBTOTAL e |

PCC WILL DELIVERMDSE TO:

ATDRESS: FORT BUCHANAN 1D, BLD¢ $522.5 SN _CITY: FORT BUCHANAN

STATE PR 2P OQa@a > - : T TTsmEsTaxRATE 7.000 ) ) T

o S . _ _ i e e

| END OF HOME DEPOT DELIVERY . REF £VOR

Page 1 ot 2 - NO 640 1 ‘264‘726 Customer Copy



SPECIAL SERVICES CHANGE ORDER - Continuel! tast Neme: i EINGE Pagye 2of 2 No. 6‘3%0?1 i;%%%qg?zﬁ
SUMMARY OF ORDER CHARGES

i PREVIOUS ORDER TOTAL prataxi | 2 430 73
By syssmg befow, the Customer accer(s the prices. specifications and #il other taens and conditons af this Chasge Urder and e Customer a3:ass (kat Ty

e ns n ) REVISED BROER TOTAL fproans
alt of the 1ems ang conditpnz i the Customer Agepemen Jarder £2847726) remain in offect unless superceded by this Sharge Drdor, REVISED SALES TAX

REVISED TOTAL

_ AMounY palD
CUSTOMER SIGRATURE: OATE: - ‘ SACANCE B

L END OF OROER No. 5401-264726

Page 2 G_i 2 NO' 640 1 -264726 Customer Copy . REV‘S;ON 1



POEGANE . GARRNTIAG FYIENDTDAS.
GRACTAS pﬁ COMPRAR EN THE HOWE DEROY.

)T s sk 1 Lk D9£FI/1% 11004 AR
(:ASHIEM RERGZ2

DEN . B4D-3RET2E
QRD%GJD. AMDT waRS 05
[ “Uaé{f\?w‘u-,mm.wt',

405,05 2 20 Feovemt
ST Rt 1S 08 A Pl RECDG

SUNCTAL 2.430.73
HINICIPAL AN [{ e

ITTATAL THY 200

oy MnY
TRY, DXEM; — $7.4% 73
ERRNKANMINNREFDT VISA 3.4%0 73

AUTHE CODE QTAZY1/8213957 T T4
oo B7J0B NAME . GARZERG

IR

27 3108 B

WF DEPOT RESEMYE: THE RIGHD GO
lT i!ﬂj&f DENY RETURRS . PLERSE 5TE T
RE U B Ic?‘y‘;zﬁl{é%m SRS ol
Y]

More saving.
5} More doing,”

PREGUNTE . GARENTIAS EXTENDIDAL
(RACTAS POR COMPRAR EN THE =DM DEDOT.

8401 045 10715713 G215 P
CASHIE - RER$DZ

OROER 1D: 6601-26472

RECALL AROUNT 75 ¢4
BUBTOTAL 7% 01
HNICIPAL 1a¥ fi 00
ESTATA. 14X 000

TAY EXEMPT A
TOTAL §78.01
MANKNNUANKAEG257 VIS4 75 01
AUTH CODE 048943/8220130 A

PO E/JOB NAME: DELIVERY

JEHAAA I

1604R 10715723 291

TIE HOME DLPOT RESFRVES THE T g
LIMIT 7 DENY RETURNS. PLER SE'SFE 'fH
FetﬂRN ?DLZC‘[QESIE’\' It STORES FOR

E——

’?

r?i

@JARMT E;D Lo PﬁIC[%

LODK FOR HUNDREOS OF
LO#ER PR]CES STD’:&'WIDE
Only wiused genergtors sey be retw e
with valid recelpt of sele within 30
days of purchase. If generator is useq,
sale s Tinal,
FERF AN AL RS RN XX AT Y AN AL P RAITXE T A0 5

TPARTICIPE! ONTRE
PARF\ LA OPORTUNTDAH
GANAR 1 E

-]
-;BlOOD TARJETAS Dfi“lm
REGALCO DE THMD?Y

150 opinihin coental Nus gusierisa
soUcha” SOICE S e¥periencia de
coppra,. Participe en ung breve encuests
acercs de su visita &
wwir, NORENRRCT  cOR/LDEN on

Hecesitarl 1o sipulenlse pare nact ol



From:;
Sent:

To:

Ce:
Subject:
Signed By:

Classifleation: UNCLASSIFIED
Caveats: FOUOQ
WNotify your Supervisor if they'do not accept merchandise, Supervisor will

schedule an appeintment with HD leadership and explain what occurred. All
KO items are banded and at no point was any item damaged or used,

Vi

Thank you, §
NEC Director,

Fort Buchanan

Subject: Home Depot Purchase (UNCLASSIFIED)
Classification: UNCLASSIFIED
Caveats: FOUD

Sir,

1 spoke with [N R from 186th Signal Brigade yesterday
pertaining the purchase of material for the gazebo. Apparently the PR
wasn't approve so I could not certify the GPC, He approved the PR and told
me to try and return the material to Home Depot if they weuld accept it in
order to receive credit on my GPC. I would try my best to return the
material, but if they den't want to accept. Whet would you like mwe Lo do?




Administrative Specialist

Network enterprise Center

Classification: UNCLASSIFIED

{aveats: FOUD

Classification: UNCLASSIFIED
Caveats: FOUD

%]



From:
Sent:
To!
Ce:

Subject: <E. PO Buchanan NeG reques! Immediate Processing (UNGLASSIFIED)

We cannot use NAF monies te purchase materials for gazebo.

Regt assure at not polnt will 1 instruct any of my ewployees to assist with constructing a
gazebo, fully aware of potentisl liabilities.

sppreciate you giving it your best attempt to support our reguest ref caring for NEC
employess, no further support is needed.

nk

----- Original Messaﬂe_v-~—1_

Sent: Wednes er 18, 26131 83:85 PN

BDE (US)
rocessing

ort Buchanan NEC request Immedate (UNCLASSIFIED)

Classification, UNCLASSIFIED
Caveats: FOUO

Greeilngs. P Construction of the reguested gszebe is classified as a furniture reguest
and can't be purchased using the current justification due to fiscal constraints. You
mertioned that you were using NAF funding 1o support this requirement, but yeu also mentioned
using OMAR funding. MAF funding should not reguire routing through our 58, but OMAR funding
dees of

course,

& potential workaround you may be able to use Is fo get the Instvaliation Safety Office ta
orovide written justification of the need for covered protection from the elements (sun,
rain, etc.) if no other authorized smoke areas are available. You may alse want to have your
existing break area evaluated to determine if minimum standards are met which would be a
morale and welfare issue as pertinent. Upon receipt of any additional documentation, we will

review and should be able to support your reguest.

I'm sure you are all over it, but please also mitigate the following
concerns:

- conflicting interest for not getting appropriate bids for the work, and of course, the

government cannot accept free service
- impact of augwenting your staff to perferm work outside of their PD

1




- physical factors on PD for anyone perforwing the work from your NEC
- any legal implications

- potential injuries/workman's comp issues

- PPE requirements

I know this isn't what you want to hear, bhut let me know if I can be of further assistance.

v/R

Deputy Director, Area Support Team 3
186th Signal Bripade
Fort Sam Houston, Texas 78234

From:
Sent: Tuesda

Subject: Fort Buchanan NEC reguest Immedate Processing (UNCLASSIFIED)
Importance: High

Classification: UNCLASSIFIED
Caveats: FOUD

Attempted to reach you ref expediting the approval process to purchase tools/supply/and
safety equipment, goal is to construct a gazebo @ our NEC headquarters NLT 29 Sep 13. ASD3,
Garrison leadership, and local Safety POC has granted our requesi, upon receipt please
process remaining purchase reguest prior to Wednesday (18 Sep 13).

v/r

Thank you
NEC Director Fort Buchanan

Classification: UNCLASSIFIED
Caveats: FOUC



Classification: UNCLASSIFIED
Caveats: FOUO

Classification: UNCLASSIFIED
Caveats: FOUD

Classification: UNCLASSIFIED
Caveats: FOUD



PREGUNTE . GARANTIAS EXTENDIORS
GRACTES PR GOMPRAR TN THC W DEf

5401 DO 1A (B 1Y pa AR
LRI o WERGTZ

CROLH D BAQL-2DATI
HEohL mmgi

SUBTOMEBY - v mm e o e
fﬁ. BT
5RO & FLEL mrw

StEITOTAL FoAN. 73

HRICTRAL TRY Oy

PEYATAL THY D
Thy Tabmt

PG1AL

FUNERRERNKNGZET VIGA .
AUTH CODY 0322 /BZIIEET

FoOESEE HRME . GAZEBD

VAR

i
Lalil 2y Al O R3O

T WO DEPDT REubatvis W

3 JODENY RETURRS .
aF TiFm POUICY SIGH M

EikiLE

More saving.

j More doing.”
PREGUNTE | GRRANTIAT EXIZIENETRG.

GRACIAS POR COMPHAN TN THE WM DEOG

B40T  DODEZ 1006
CHSHIER R § vEReT

GROER 1D £401-284726
BECHLL KMOLNT T4

SLBTOTAL
ML ‘? ‘*‘.,
ESTATAL

0775473 47 1 ey
;

wvﬁ

THY EYEMDY

A
SNLOKIRINOREEET T84

RKITH CODE DABBEL/EZ20730 "3

|

o

POOHAMIB NANE. DELIvERY

AR

i

THE HOME DEPOY RESERVES THE kg
LIFTT / DENY RETURIE . Pt o

RETURI: BRUICY STGN IN 5Ty
FETAILS,

GUARAKRTEED § 0¥ BRICES
£ 00K FOR I%G}E}F‘(EQS 3
LUMER PRICES STORTVILE
Oly grused generaiors may be retu
#8ih vatid rece pt ol gty within 30
tave ol puachese, 7 ;}ﬂn&rrw' IS thsui
aele fs Tinai.

FEPREVET R RN NF L TN LR EFRRT £ h oy NI L 4

[(PARTICIPE] ENTRE

PARA LA OPQRTUH1UAU
OE GANAR 1 DF

$1000 TARIETAS [EL
REGALD DE THDS

S ooninihn cusntad Bos C».ﬂ taf ¥ i
FEGLIDTES RO #
LT 8 Fn“‘iripr an :_fr &
averes de 5y vl

Wiy Domadenot corsaninton
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